Chemical Security

Assessment Tool (CSAT) 2.0
Survey Application User Manual

September 30, 2016




2 H()meland Chemical Security Assessment Tool

7 Security Survey Application User Manual

Page intentionally left blank.




1.
2.

Homeland Chemical Security Assessment Tool

Security Survey Application User Manual

Table of Contents

OVBIVIBW ...ttt etttk bbb e bt e bkt b £ ekt e st e a b e e e Sh e e E a4 b e eE £ 2R e 2R b e E e AE e A E e A b e e E £ 2R e 2R b e e e E e A b e A Re e E £ e Reem b e b e ebeebeebe e b e ebeentenenbenbe e 1
AACCESS @ SUIVEY ...ttt ittt ettt ettt et a bt bt e bt e e b e e e ke e ke 42 e e e Re e £h e e oh £ £ b e 2 a b e ea b e eE b e Sh £ e A E e e Ab a4 Ee e R et eR e e HRE e £h £ e b e 2mb e embeeh b e nb e e e beenbeenbeenneannas 2
P A Lo T s LaTo (=Y 1= T U Y 2
2.2 MUILIPIE USEIS ACCESSING 8 SUMVEY .....eiiiitieieitietieeete et eteete et etee e esteseesbesbeaaeeteeseeaeesaeabesbesaeebeemeameeaseabesbesbeebeaneaneeseeaeeseens 3
N E LYoo L= TSV Y S PSP 4
R A\ VT T LT Y/ [T o T OSSO 5
A T 0] 1< £ TP P TR URRURRURURROR 6
3.3 Paperwork REAUCLION ACE STALEMENT ........cviiii ettt e st et et e s ae et e e seene et e sbestesbeeteeseeneesaeneenrenes 7
34 SUIVEY OPTIONS ...ttt ettt etttk h etk b ekt h ekt e b ek e btk e e b e ek £ e bt ek e e b e ekt e bt ek e eb e b ekt e bt ekt e b e b eben b e b e nr e 8
3.4.1 Site Security Plan (SSP) Options (Tier 1 and Tier 2 FACIHItIES)......cccoerereriirieireesieee e 8
3.4.2  Site Security Plan (SSP) Options (Tier 3 and Tier 4 FACIHITIES).......cccoovreiiiiriiiireiseeses s 8
3.5 ANSWET SUIMNVEY QUESTIONS ... .e.veitietiesieieitestesesteeteeeestestestestestesseeseessessessesteaseaseaseesseeesesbeabeeteeseansessesenbesbeabeareenseseeeereses 9
3.6 SUNVEY QUESTION FOMMALS......cuiitiiieiiie e ste st ste et ettt te st e et e e e b e tesbe et e e s e esee e e e e beaReeteeReene e s e e e nbesbeebeareeneeseeeerens 9
R0 R = . o [ o I =¥ 1 (0] OO URUSRSRTT 10
38,2 CRECKIIOXES. ... ettt bt bbb R bR R bR bR R bt R bt n bbbt enen 10
3.6.3  DIOPAOWN IMIBIUS ...ttt b b e bbbt bbbt e bbb bbb e bbb e bt bt es et b bbbt b e 11
3.6.4  OPEN TEXE BOXES ...viiiitiiiiiii ittt sttt sit ettt ettt ettt ettt e s bt e e s bt b e e e ket e ke e ek bt e ke e ek e e ke e e b e e e be e et e e e be e e be e e be e nees 11
R T I ] [OOSR 12
366 AGAING 8 ROW ...ttt ettt bbbt h bbbt b bbb bbb bbbt b et eb bbbt bttt n s 12
3.6.7  EQIt @ TADIE ROW ...ciiiiiiiiiiee e bbbt b e bbbt bt e et et e b e bt bt e b e e st e e e b e b e 13
3.7 Select @ Chemical OF INTErEST (COI) ... ittt bbbt b bbbt nb et eb bt eb b e ebenre e 14
371 SEANCH TOF @ CON ittt bbbt bbbt e bbbt Rt bt n e e b bt bbbttt et nene e 15
I T 1-od - X USRS 16
I T 104101V oo - X L SRS 17
R A (o M (0 ] I (o 31 2 =] o Lo} ¢ A PSPPSR OPRPPR 18
3.7.5 Add aNon-Tiered COI (SPeCific t0 the SVAISSP) ..o s 19
3.7.6  Add a Security 1ssue t0 @ NON-TIered COl.......ociiiiiiie ettt e e te e nnaesnes 19
Top-Screen Geospatial TOOI QNG FEAIUMES .........cviiiiieiiteee ettt ettt bbbttt b et sb e eb b 21
R AV T T = (N LTS P PP OPRT 23
411 SALEIITE VIBW ..ttt bt bbbt e b e bt e bt e bt eh e e b e e R e e b e et e b e ebeeb e e b e e st e e e nn e b e 23
412 MEP VIBW (TEITAIN) ...etirietiiteietieteeet sttt ettt b bbbtk b bbb bbbt e bt bbbt b et eb bbbt et ettt nenes 24
4.2 PIACE @ CHICIE OF @N X ...ttt bttt bbbt bt b e b e e h b e s e b e b e bt eb e e bt eh £ e b e e mb et e nb e eb e s bt e b e e b e enb e e e nn et 25
0 11 (o - PSSR 25
O 1| (ol - OO PPTRRRO 27
4.2.3  Accessibility Option for PIaCing @ CIICIE .........oiiiiieeieieee bbb 29
4.2.4  VIeW the CIFCIE LOCAIION. ... .ottt ettt ettt b et e bt et et e e e besbesbeebe et e eneeneeseeabe e e 30
4.2.5  Edit CIrCle OF X LOCALION .....o.viiiitiieiiite ettt b ettt s bt s bt e sttt es et et se et et nesbennenes 30
SV A Ge0oSpatial TOOI ANG FEALIUIES..... ..o ittt sttt e e e e b e be bt et e e neeme e e e ebesbesbeebeeneaneeneeseenbe e 31
5.1 DEFING 8 CILICAI ASSEL ... cueiteieieiteiee ittt sttt b ettt bttt s b et be s b et ek s b e st e b e b e Rt e be e b e st e be s b e st et s b en e et nbenenben e 33
5.1.1 Draw @ Shape (POIYGON) .. ..otttk bttt b etk b bbbtk b ekt b e ek e b e bt ab et nne e 34




Homeland Chemical Security Assessment Tool

Security Survey Application User Manual

TN O I T LV W (=Tt -V o | U 36

5.1.3  Clear an UnfiniSNed SNAPE .........oouiiiiieie ittt bbb n et et et seeneas 37

5.1.4 Add a Critical Asset Name and DeSCIIPLION .......cccveieriirieie it seeeeieee et e et e e et e tesresresreanee e eeeseesrenes 38

5.1.5 Edit Critical ASSet INFOrMELION. ... ...c.eiiiii ettt bttt s e e et e e e e 40

5.1.6 Delete a CritiCal ASSEE SNAPE ......cvieeieiiiese sttt e e et st te s aeete e e e st e e et e tesreareaReenee e et e neenrenrn 40

5.1.7 Accessibility Option for DraWing @ SNEPE .........cooiaiiiiieie ettt see st seesee e 41

B, UPIOBA FIIES ...t h bbb bbb bR H bR R R R R R bR bbbt n e 42
TR o] (o Lo I T - S 42

. Notify DHS of Expedited Approval Program (EAP) INENTION...........coiiiiiiiieiceie et 44
SIS0 VYA 2 1T P L4 o o S 45
9. SUDMIL A SUIVEY 10 DHS ...ttt bbb bbb b R E R bbb bt bbbt b bbb bbb 47
10. GENEIAE @ SUIVEY PDF ... oot e e r R b bbbt e s e e b b s bbb nrens 48
11. CoNtaCt the CSAT HEIP DESK .....veeeieieiise sttt ettt st e e b et et e et et e besae et e e seentesae b e beaeesteaneenee e enseseenrenns 49
L2, ACTONYIM ST ..ttt bbbt bbb bbb b4 bt e bbb H £ H 884 b 8 h bt Eeh bt bR e bbbt bbb bbbt b s 50

Tables and Figures

Table 1: CSAT SUrveys USer ROIE DESCIIPIIONS .....c.eiuieiiiiieiti ittt ettt sttt st b et be st et e se e e e s b e s be bt st e e st aneenneneeneesaen 2
Table 2: NAVIGAION BULLONS .......iitiitiiiiiieiie ittt b bbb et et e s et bt s b e bt e b £ e Reem b e ee e eb e e bt e bt eb £ e Rt em b e neeebenbeebe et e e meaneennenbenaesben 4
Table 3: Question in a Table Format and Pop-up Form Buttons and Features OVEIVIEW ..........coccurerieinerieineneeenieeeie e 13
Table 4: Selecting COI Buttons and FEatures DESCIIPLIONS .......eiuvivieeieieresesteseseeee e etesteste e sresreeseesaeseesreseessessesseeneeseesseseesnens 15
Table 5: Geospatial Tool in Top-Screen Survey — BUuttons and FEALUIES..........cccviveiereerererese e seseeie e sie s ane e 21
Table 6: Geospatial and Drawing Tool in SVA/SSP — BUttoNS and FEATUIES ..........cververerieiisieieeeeneee e sie e se e sreenas 31
FIQUIE 1: CSAT SUINVEY LISt SCIBEN....c.eiieite ittt ettete et s e sttt et e s e st e e te s aesteeseesee e estesee st e steese e s e eseeneesaeneeseeaRenreeneeneeneenseneenrenrn 2
Figure 2: Edit MOGE LOCKEA IMESSAQE .....veveiverieereerieieiestestesesseeseaseestesaessestessesseaseessessesseseessessesseasesssensessessessessessesssessessensessessenses 3
Figure 3: Edit MOAe UNIOCK IMESSAGE.......eiueiuiieitiaiieieite ettt et b et b ekt s e e et e s b bt s b e e bt e b e e e e sbeseeebe s beebe e b e e neenbeneenbesbeabenrs 3
Figure 4: Navigation Menu — SAMPIE OF TOP-SCIEEM. ......uiviiiriiiitiiteieti ittt bbbt r bbb s 5
Figure 5: Navigation Menu — SAMPIE OF SVA/SSP.......ci ittt bbb ebenn e 5
Figure 6: Overview of the CSAT Page Header and Footer Buttons and FEATUIES ............coerirerirenirie e 6
Figure 7: Paperwork REAUCLION ACE SEALEIMENT .........c.ciiiiiiiie ittt b bbbt e s e et et sbe b e bt ebe et e b e naesbeneas 7
Figure 8: Paperwork Reduction Act and Employee Involvement Statement .........c.covvvieeieriiieieceeeee s 7
Figure 9: Site Security Plan (SSP) Options (Tier 1 and Tier 2 FACHItIES) ......c.cvevireieriire s 8
Figure 10: Site Security Plan (SSP) Options (Tier 3 and Tier 4 FaCIliti€s)......c..cucvverieriireiisiisesieeeiee s 8
Figure 11: Formatting Sample 0f @ SUMVEY QUESTION ......c.uiiiiiii ettt e e sae st e e sresreeneenae e e aeneenrenns 9
Figure 12: Sample Question Format - RAAIO BULLON...........ccviiiiiiiece ettt sne e enae e e e nrenns 10
Figure 13: Sample Question FOrmMat - ChECKIOXES. ........ciiiiii it sre s re e enee e e aeseenrenns 10
Figure 14 Sample Question Format — DropdoWn MENU LEST .......c.eiiiiiiiiiie ittt e see b 11
Figure 15: Sample Question FOrmat — OPEN TEXE BOX......ccuitiiiiiiiiie ettt see bbbt st et eneesrenbesbesbeneas 11




Homeland Chemical Security Assessment Tool

Security Survey Application User Manual

Figure 16: Overview of Features for a Question in Table FOrMAL ... s 12
Figure 17: Pop-up Window Form with QUestions for @ Table ROW.........ccccciviiiiiicieicc s 12
Figure 18: Sample of a Completed Row of Data for a Question in a Table FOrmat ...........ccccovcvvveeeienie s 13
1o U =T e TS T=1 =ox 1] Vo X R 14
Figure 20: Search BOX t0 FING @ COl.....ouiiiiiieii ettt sttt es et st e st e teeteeseeneeaetesteaneseeaneeneeneenseneenrenrs 16
Figure 21: Scroll Bar t0 SEArch fOr @ COl......uiiiiiiiice ettt st e te st e et e e seeseesaenbe s beanesteaneenee e enseneenrenrs 16
Figure 22: Selecting @ COI 0N the LEISTING .......coiiiaiiiee ettt e e bt bbbt e s e e e b e s besbe st e e st ene e e e benbesbeneas 17
Figure 23: COIl Added to Facility ChemiCals LiSt...........coiiiiiiiiiiiiie ettt et bbbt ne bbb e 17
Figure 24: Removing a COI from the Facility ChemiCals LISt .........cccoiiiiiiiiiiiieie e e 18
Figure 25: Removed COI BACK iN the COT LEST.....c.uiiiiiiiiiiieii ettt bbbttt e sb e bbbt ene e e be b b e 18
Figure 26: Check BOX fOr NO COI 10 REPOI .......iiiiiiie ittt et b bbb et et seesb e be bt et e et ene e e e nbesbeebeneas 19
Figure 27: Add COI Button to Add Non-Tiered COIS inthe SVA/SSP SUIVEY ......covevviieieriseeeeeesese s snenns 19
Figure 28: Adding COIl with its Security Issue to the Facility Chemicals LiSt .........cccccvvviiviiiiiiiiciiece e 20
Figure 29: Geospatial TOOI iN TOP-SCIEEN SUIVEY .......ccueiuiiieieiueeeetesiestestesessesteaseeseeseesteseestessesseaseeseessessessessessessesssessessessessessenses 21
Figure 30: Survey Geospatial TOOI — SAtEIIItE VIBW.......couiiiiiiicicice et re e eneesn e snenrenns 24
Figure 31: Survey Geospatial TOOI — IMP VIBW.......cuiiuiiiiiieie et ettt st tesneete e e es e saentesbeanesreeneeneeneeeeneenrenrs 24
1o U I A o P Tot I O T (o[- U 1 o o S 25
Figure 33: Click the Map t0 Add CirCle LOCAIION. .......cuiiiiiieieeieeie ettt bbbttt e bbbttt e e e sbe b b neas 25
Figure 34: Use the Hand Vector to Move the Circle Location 0N the Map.........ccoceioiiiiiiiiiiiieee e s 26
Figure 35: Click the Lock Circle 1 t0 LOCK the CirCle iN PIACE ......c..ouiiiiiiiiiieee e e 26
Figure 36: Click the Place Circle Button to Add @ SECONT CirCIe.........couiiiiiiiiiiiee e s 27
Figure 37: Click on the Map t0 Add @ CirCle LOCAIION ......oouiiiiiiiieiiee ettt et sn bbb 27
Figure 38: Click Lock Circle to Save the CirCle LOCALION ...........ceiiiieiiieie ittt et sn e b b 28
Figure 39: Click the Accessibility Button to Manually Enter Circle COOrAINALES .........cccvvvrvriveieriereresesie e e 29
Figure 40: Click on the Text Box Area Manually to Enter Circle COOrdiNates .........covvvieriiieeieierese s e 29
Figure 41: Map VIeW OF LOCKEU CIICIE ....ocuiieiieeieeeses sttt sttt ettt te s e s e et sae st e s neaneereenseneeneeeennesnennes 30
1o U =R Lo [ A O T (o] (=T = U1 oSSR 30
Figure 43: Drawing TOOI IN SVA SUINVEY ....cciiiiieietie it s ettt s et e e stestesse et e et es b e sae st e s teabeateeseensesaenbeseeabeareaneenee e enseneenrenrs 31
Figure 44: Select the Draw tool icon to start defining CritiCal @SSELS ........cvivivriviireieice e 33
Figure 45: Select Either the Draw a Shape or Draw a Rectangle BUTEON ..........coiiiiiiiiiii e 34
Figure 46: Select the Draw a Shape and Click 0n the Map t0 BEGIN .......cc.oiiiiiiiiiieiee et 34
Figure 47: Click the Area to Define and Create the Sides of the POIYGON .........coiiiiiiii e 35
Figure 48: Click Near the Starting Point to Close the Polygon Shape ..........ooioiiiiiiiii e 35
Figure 49: Select the Draw a Rectangle and Click on the Map t0 BegiN ........ccooiiiiiiiiieieee s 36
Figure 50: Drag the Pointer on the Map to Create the Rectangular Shape..........c.ccereriiiiiiiiieeee e 36
Figure 51: Click the Clear Button to Restart Drawing @ SHape.......cc.ccviiivieiiiieceie st sr e sresreens 37




Homeland Chemical Security Assessment Tool

Security Survey Application User Manual

Figure 52: Add Name and DeSCription 10 @ SNAPE .......cviiiii ittt e e bt sresresreene e e enaeeenrenes 38
Figure 53: Click the Save Button to Store the Shape INfOrmMation ...........cccooiviiiiiiiciec e 38
Figure 54: Two Defined Critical Assets Shown on the SVA Geospatial TOOL.........cccovveiiiiriiiieiisiesee e 39
Figure 55: Click the Edit Button to Change Information for a Critical Asset Name/DesCription.........ccccccvvvviviivvivieererenereseennns 40
Figure 56: Click the Delete Button to Delete All Data for @ Critical ASSEL ......ccviveieriiieiere e 40
Figure 57: Click the Accessibility Button Manually to Enter Coordinates for Drawing a Shape ........ccccocvvvivvivviviveiencne e, 41
Figure 58: Click on the Open Text Box to Enter Latitude and Longitude for 2 Oposite Corners of a Rectangle..............c.cc....... 41
Figure 59: Uploading Files Overview Of FEAtures and BULTONS .........c..couiiiiiiiiiiieie et 42
Figure 60: Click the Browse/Choose File to Locate a File 0n YOUr COMPULET........cuoiiiiiiriiiiiniesieie e 42
Figure 61: Click the [Clear] Button t0 REMOVE @ Fle .......oouiiiiiiiiiiee e 43
Figure 62: Click the [Delete] Button to Remove an Uploaded File ... 43
Figure 63: Click [Notify DHS for EAP] if Your Facility Intends to File an EAP..........cccoiii i 44
Figure 64: Click [Retract EAP] if Your Facility Does Not Want to SUbMIit an EAP..........ccccviviieeiicie e 44
Figure 65: Error Indicators Appear During Validation 0f @n ANSWEN ...........cviiiiiieieriire e eie e ste e sre s e e e seesrenns 45
Figure 66: Validate Option LOCAtioN iN the IMENU Bar.........ccccviiiiiice ettt es et snesre e s e e e seenrenns 45
Figure 67: CSAT Survey Validation Sample Page With EFrors SNOWN .........cccveviicieiine i 46
Figure 68: Survey is Ready for Submitter to SUDMIT IO DHS .......ooiiii i 47
Figure 69: Click the Go Back BUtton t0 REtUIN t0 the SUNVEY ........ceiiiiiiiie et 47
Figure 70: Click the Print Icon to Print and/or Save a PDF Copy of Your Submitted SUMVEY.........ccccoiieiiiinisince e 48
Figure 71: Click Exit to Return to the CSAT MaiN IMEBNU ..ot ettt e bbb e 48




Homeland Chemical Security Assessment Tool

Security Survey Application User Manual

1. Overview

This document is the user manual for the Chemical Facility Anti-Terrorism Standards (CFATS) Chemical Security
Assessment Tool (CSAT) Survey application, an information-gathering application developed by the U.S. Department of
Homeland Security (DHS) to collect and analyze key data from chemical facilities pursuant to Title XXI of the Homeland
Security Act of 2002 and to implement regulations, the Chemical Facility Anti-Terrorism Standards (6 CFR Part 27).

This user manual shows you how to navigate the CSAT Survey applications: Top-Screen, Security Vulnerability
Assessment (SVA), and Site Security Plan (SSP)/Alternative Security Program (ASP). For specific instructions on
completing survey questions, please see the Survey Instructions for each survey. More detailed information about each
CSAT application, as well as information on CFATS and Chemical-terrorism Vulnerability Information (CV1)," is available
on the DHS Chemical Security website

| EE’I CSAT Frequently Asked Questions (FAQs) on the CEATS Knowledge Center.

l " — | For specific instructions on completing a survey, use the CSAT Survey Instructions available
=#" on the DHS Chemical Security website

! Chemical-terrorism Vulnerability Information (CVI1) is a Sensitive but Unclassified designation used to protect information
developed under the CFATS regulation. Completion of CV1 training is required for all CSAT users, and CV1 should only be
disclosed to CVI-trained individuals with a need to know. To access CSAT you must be CV1 trained. To complete CV1 training
go to https://cvi.dhs.gov/training.



http://www.dhs.gov/chemicalsecurity
https://cvi.dhs.gov/training
http://www.dhs.gov/chemicalsecurity
http://csat-help.dhs.gov/
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2. Access a Survey

After logging into CSAT with your username and password, the Home page and each Facility Details tab show a list of
those surveys available to edit for each registered facility for which you have access. Click [Return to Survey] or [Start
Survey] from the Home page to access the appropriate survey. See the CSAT Portal User Manual for more details on
navigating the CSAT Portal.

& JOHN.DOE1 [ Logout

I_I()Illela.l}.d [ : L .:' & Current Authorizer: Jane Doe

bf_\ ( U r i [ ) - _\ OMEB No. 1670-0007 Expiration Date: Jul
C > Chemical-terrorism Vulnerability In
Vers

Home My Facility(s)  Facility Details - 1D Number Help =

Facility ID — Facility Name Facility Tier : Facility Status:

Surveys in Progress

Survey 1D 1 Iipe Dug Date Status Last Survey Accens

4054898 Top-Screen  2016-11-08 InProgress  2016-08-1013:53

4054996 SVA/SSP 2017-02-06  New

Figure 1: Click [Start Survey] or [Return to Survey] in the Facility Details tab

happens, you will need to log back into CSAT to restart you session. Data you have saved

@ Your CSAT session will time out after 60 minutes (1 hour) if the system is not in use. If that
<
will not be lost. However, be sure to save your data often.

2.1 Edit and Review a Survey

Four CSAT user roles can access the CSAT Surveys: Authorizer, Submitter, Preparer, and Reviewer. Table 1 describes
what each user role can do in the survey application and how many users are allowed per role per facility.

CSAT User Role Description

Authorizer Can view all the facility’s surveys. Only one Authorizer is allowed per facility.

Can fill out, edit, and submit all the facility’s surveys. Only one Submitter is allowed

Submitter per facility. Note: Only this role can submit a completed survey to DHS.

Can fill out or edit all the facility’s surveys. Multiple Preparers are allowed for each

Preparer facility. Note: This role cannot submit a completed survey to DHS.
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CSAT User Role Description

Can view all the facility’s surveys (read-only permission). Multiple Reviewers are
Reviewer allowed for each facility. Note: This role cannot edit or submit the completed surveys
to DHS.

Table 1: CSAT Surveys User Role Descriptions

2.2 Multiple Users Accessing a Survey

Multiple users may access the same survey concurrently; however, only the first user who logs into the survey with edit
permissions will be able to edit the survey. As long as the first user is logged into the system, the other users may only view
the survey. Once the first user logs out, the system will automatically pass the edit capability to the next logged in user with

edit permissions.
If you are not the first user with edit permissions to log in, the system will give you this warning:

X

Another user is currently editing the survey. You
are unable to edit at this moment, but may view

the survey as it currently is.

Figure 2: Edit Mode Locked Message

When the first user logs out, if you are the next user with edit permissions, you will get this message and will be able to edit
the survey after clicking [OK]:

The user that was editing has now exited. You

are now in Edit Mode.

Figure 3: Edit Mode Unlock Message
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3. Navigate a Survey

This section provides an overview of all the buttons and their available functions while navigating the CSAT Survey

application tool.

Button

o
Page
I Stayon
Page

Location

Bottom of page

Bottom of page

Bottom of page and
pop-up window

Bottom of “Paperwork
Reduction Statement”

page

Bottom of pop-up
window

Bottom of “Validate and
Submit” page

End of each survey

Bottom of “exit survey”
pop-up notification

Bottom of “exit survey”
pop-up notification

Bottom of PDF
generated page

Function

Navigates to the next page and saves data in the
current page.

Returns to the previous page to review or edit a
response. Data is saved in the current page.

Saves the data entered for that page. If a pop-up
window is opened, it saves the data, closes the pop-up
window, and returns to the current page.

Continues to the next page of the survey.

Allows exiting the pop-up window without saving the
responses entered and returns to the current page.

Returns to the previous page to review or edit a
response prior to submitting.

Allows the submitter to submit the survey to DHS.

Allows exiting the survey after you clicked the Logout
button.

Remains on the survey page after you clicked the
Logout button.

Exits the survey and returns to the main menu of the
CSAT application after generating a PDF format of the
submitted survey.

Table 2: Navigation Buttons

4
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Do not use the [Back] button [or arrows] in your web browser to navigate through the
CSAT Survey application. Using your browser’s navigation buttons can result in lost
data.

3.1 Navigation Menu

A navigation menu is available on the left side of the screen. The page you are on is highlighted on the menu.

The navigation menu has sections specific to each survey. As you answer questions, the navigation menu expands or
contracts depending on your survey answers.

To navigate to a specific section of the survey, highlight and select the menu link of the section you want to access:

(@/’ Move the mouse over the link to select and navigate to a different survey section.

Homeland
Security

Exclusions

Facility Atfributes
COl Selection
Validate and Submit
User Guide
Instructions

Homeland
Security

Tiered COls

COl Use

Critical Assets

COIl Association
Vulnerability Assessment
SSP Options
Detection

Delay

Response

Cyber

Security Management
Validate and Submit
User Guide
Instructions

Figure 4: Navigation Menu —
Sample of Top-Screen

Figure 5: Navigation Menu —
Sample of SVA/SSP
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3.2 Banners
Each CSAT Survey has a page header with:

e The official DHS seal and signature

e Application Name

e Username: Select this link to go to “Manage My Account”

o Exit: Select Exit to return to the CSAT Portal Homepage

e Logout: Select Logout to exit CSAT completely

o Office of Management and Budget (OMB) Control Number with corresponding Expiration Date
e CSAT application current version number

o Facility registered name

Under the page header, each survey has a light blue banner displaying the survey name, the CVI marking, and a countdown
timer indicating the number of days that remain to complete the current survey.

Each CSAT Survey also displays the CVI warning disclaimer at the bottom of each page.

Exit the survey

— DHS Logo — Application Name Username Logout from CSAT
& JOHN.DOE1 # Exit ® Logout
Homeland ' AN TRy OMB Control Number
- \ Expiration Date: July 312{]19' & Expiration Date
Version 2.0.00 . .
CSAT application
John Doe Construction release version

Top-Screen Survey CHEMICAL-TERRORISM VULNERABILITY INFORMATION (CVI) 47 days to complete

J J L Facility Name
Survey Name Sensitivity Classification Survey Completion Countdown Timer

WARNING: This record contains Chemical-terrorism Vulnerability Information controlled by 6 CFR 27.400. Do not disclose to persons without a
need to know" in accordance with 6 CFR § 27.400|

. Unauthorized release may result in civil penalties or other action. In any administrative or
judicial proceeding, this information shall be treated as classified information in accordance with 6 CFR § § 27.400(h) and (i)

LFc'cl*cer regulation disclaimer

Figure 6: Overview of the CSAT Page Header and Footer Buttons and Features
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3.3 Paperwork Reduction Act Statement

Every time you access a survey, you see the survey’s Paperwork Reduction Act Statement. This page displays the estimated
time to complete the survey.

Click [Continue] to begin or proceed with a survey.

Paperwork Reduction Act Statement

Paperwork Reduction Act Statement - Top-Screen

In accordance with the Paperwork Reduction Act. no one is required to respond to a collection of information unless it displays a valid Office of
Management and Budget (OMB) Control Mumber. The valid OMB Control Mumber for this information collection is 1670-0007. The time required to
complete this information collection is estimated to average 6 hours per response, including the time for reviewing instructions. searching existing data

sources, gathering and maintaining the data needed, and completing and reviewing the collection of information.
Continue » ¥

Figure 7: Paperwork Reduction Act Statement
Click [Continue] on the Top-Screen Paperwork Reduction Act Statement to proceed with the Top-Screen Survey.

In addition to the Paperwork Reduction Statement, the SVA/SSP Survey provides an Employee Involvement Statement (see
Figure 8).

Paperwerk Reduction Act Statement and Employee Involvement

Paperwork Reduction Act Statement - Security Vulnerability Assessment

In accordance with the Paperwork Reduction Act, no one is required to respond to a collection of information
unless it displays a valid OMB Control Number. The valid OMB Control Number for this information collection is
1670-0007. The time required to complete this information collection is estimated to average 2.65 hours per
response, including the time for reviewing instructions, searching existing data sources, gathering and
maintaining the data needed, and completing and reviewing the collection of information.

Paperwork Reduction Act Statement - Site Security Plan

In accordance with the Paperwork Reduction Act, no one is required to respond to a collection of information
unless it displays a valid OMB Control Number. The valid OMB Control Number for this information collection is
1670-0007. The time required to complete this information collection is estimated to average 18.75 hours per
response, including the time for reviewinginstructions, searching existing data sources, gathering and
maintaining the data needed, and completing and reviewing the collection of information.

Employee Involvement

Please note: The "Protecting and Securing Chemical Facilities from Terrorist Attacks Act of 2014," P.L. 113-254,
128 Stat. 2898, requires that, to the greatest extent practicable, a facility's security vulnerability assessment and
site security plan shall include input from at least 1 facility employee and, where applicable, 1 employee
representative from the bargaining agent at that facility, each of whom possesses, in the determination of the
facility's security officer, relevant knowledge, experience, training or education as pertains to matters of site

security.
Continue >

Figure 8: Paperwork Reduction Act and Employee Involvement Statement
Click [Continue] on the SVA/SSP Paperwork Reduction Act Statement to proceed with the SVA/SSP survey.
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3.4 Survey Options
3.4.1 Site Security Plan (SSP) Options (Tier 1 and Tier 2 Facilities)

Select the most applicable survey format for your facility. See the DHS CSAT SVAJ/SSP Instructions document for more
details regarding the Alternate Security Program (ASP).

Site Security Plan (SSP) Options

Q3.00.010 Site Security Plan (SSP) Options

Choose a survey option:

* Site Security Plan (SSP)
Alternate Security Program (ASP)

D e

Figure 9: Site Security Plan (SSP) Options (Tier 1 and Tier 2 Facilities)

Select [Next] to continue with the survey option you selected for your Tier 1 or Tier 2 Facility.

3.4.2 Site Security Plan (SSP) Options (Tier 3 and Tier 4 Facilities)

Select the most applicable survey format for your facility. See the DHS CSAT SVAJ/SSP Instructions document for more
details regarding the ASP or the Expedited Approval Program (EAP).

Site Security Plan (SSP) Options

Q3.00.010 Site Security Plan (SSP) Options

Choose a survey option

= Site Security Plan (SSP)
Alternate Security Program (ASP)
Expedited Approval Program (EAP)

QLD I 0D

Figure 10: Site Security Plan (SSP) Options (Tier 3 and Tier 4 Facilities)

Select [Next] to continue with the survey option you selected for your Tier 3 or Tier 4 Facility
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3.5 Answer Survey Questions

Each survey question is numbered for reference. Some questions will only be displayed based upon your responses to
previous questions.

Question Number & Title

——
Q1.10.010 MTSA Exclusion |

Is the facility regulated under the Maritime Transportation Security Act (MTSA) of 2002 (Public Law 107-295;
116Stat.2064)? If the facility possesses a chemical of interest (COI) in an amount at or above the applicable
screening threshold quantity (STQ) in a portion of the facility that is not regulated by MTSA, that portion of the
facility is not excluded and the facility must select "No". When answering the questions in this Top-Screen, the
facility should only report a COI that is in portions of the facility not regulated by MTSA.

O Yes
® No

Figure 11: Formatting Sample of a Survey Question

Survey questions may seem out of sequence. This is because a certain question (also
known as a gateway question) may have follow-up questions that only appear based on
your answer. If you change your answer to a gateway question, any answers to the follow-
up questions will be lost.

3.6 Survey Question Formats

When you navigate through a CSAT Survey you may find different question formats. Read this section to learn how they
work.

from your latest survey submitted. In that case, review your answers and edit them as

m— It is possible that some of the questions are already answered based on your responses
P —
needed.
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3.6.1 Radio Buttons

You can select only ONE answer on the list.

Click the radio button to select your answer (a black dot appears in the circle and any previously selected radio button in
the same group becomes deselected so that only one radio button can be selected).

» Facility screens all personnel and vehicles entering facility
Facility screens 75% of personnel and 75% of vehicles entering facility.
Facility screens 50% of personnel and 50% of vehicles entering facility.
Facility screens 25% of personnel and 25% of vehicles entering facility.
Facility screens < 25% of personnel and < 25% of vehicles entering facility.
Facility does not screen personnel or vehicles entering facility.
Other

Figure 12: Sample Question Format — Radio Button

3.6.2 Checkboxes

You can select ONE OR MORE answers on the list.

Click the box to select your answer (a check mark will appear). Click again to unselect (the checkmark will disappear).

L] v [ L]
v Ll Ll
L i L [ ]

Figure 13: Sample Question Format — Checkboxes
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3.6.3 Dropdown Menus

You can select only ONE answer on the list.

Click on the arrow on the right of the box to display all the possible answers; click on the one you want to select. The
answer box is blank when no value has been selected. You can always change your answer by clicking on a different value

on the list.

< 15 psig

15 psig to < 50 psig
50 psig to < 100 psig
100 psig to < 200 psig
200 psig to <400 psig
= 400 psig

Figure 14: Sample Question Format — Dropdown Menu List

3.6.4 Open Text Boxes

You must TYPE your answer in the box
Click within the text box area to enter your answer. Text boxes allow you to input variable information such as quantity, name,
phone number, or additional comments. Open text boxes may be optional or required depending on the specific question.

(Please note, those text boxes that require a response are indicated with a red asterisk * This means you must input text into
the box before you can advance to the next question.)

In cases where
process/storage temperature
is at or near ambient
temperature, report the
temperature as 68 °F

Figure 15: Sample Question Format — Open Text Box
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3.6.5 Tables

You must ADD ROWS to the tables to enter your information.

Add Row

Add

COI Concentration (%)

X | / | i

L Edit Row

Figure 16: Overview of Features for a Question in Table Format

—— Delete Row

3.6.6 Adding a Row

Click the Ckias

A pop-up window appears automatically containing a question that you must answer.

button.

Design Pressure - Maximum Allowable Working Pressure (MAWP

Report either design pressure or MAWP If both design pressure and MAWP are

........... e

known, report the MAWP

Figure 17: Pop-up Window Form with Questions for a Table Row

Click [Clear] to clear all the data from the form.
Click [Cancel] to close the form and return to the survey question. Any data you answered will be lost.

Click [Save] to save all your answers. The pop-up window form closes automatically when all the questions are completed.
All the answers appear in a row within the table format.

12
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m Select the "I'm Done" button when you are finished
entering quantities for COIl contained within the circle.

Design

Name and | Quantity |Concentration Physical Temp Pressure Pressure/ Location C?::::ir:::g'lt
Description (Ibs) (%) State (°F) (psig) MAWP Type
) (Ft23)
(psig)
Below
Gas grade and
50% to < (vapor 15 psigto  covered
0 68 0 N/A
x / ' st _ 60% phase <50 psig | withless |

Figure 18: Sample of a Completed Row of Data for a Question in a Table Format

Some questions may require you to provide multiple sets of answers. Click the [Add] button
:=_ ¢ to add another row to input answers to that question. When finished click the [I’m Done]
button.

3.6.7 Edit a Table Row

Select the 7’ icon to change or update your answers within a row of answers. A pop-up window appears automatically
prepopulated with data from that row. Once you have updated your answers, click [Save].

Click the X icon to erase data from a row. The entire row will be deleted.
Table 3 below provides an overview of all the buttons and features available for a question in table format.

Button Function
m Add Allows you to add information to a table, one row at a time.

I’m Done Allows you to indicate that you have completed a set of
questions and are ready to continue.

Allows you to edit information within a row. A pop-up
/ Edit Row window form automatically appears that allows you to edit the
information.

13
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Button Function

Delete

Row Allows you to delete all the information within that row.

Saves the data on the form, closes the pop-up window, and
returns to the current page.

Clear Clears the data on the form.

Save Save

Closes the pop-up window without saving the responses

Cancel ;
Cancel entered in the form and returns to the current page.

Table 3: Question in a Table Format and Pop-up Form Buttons and Features Overview

|:=! The browser page appears greyed out until the pop-up window is closed.
-

3.7 Select a Chemical of Interest (COI)

Some parts of the surveys ask you to indicate the Chemicals of Interest (COls) that are present or will be present at your
facility. You will be presented with a screen similar to Figure 19.

Searches COI by typing Reset search results

— Question Name & Number part of the name — Selected COI List

Q1.30.010 COlIs at the Facility
Select all of the CFATS Appendix A chemicals at or above the Screening|Threshold Quantity the facility possesses or plans 1o possess

Facility has no Chemicals of Interest (COIs) to report.

Chemicals of Interest mJ Facility Chemicals
' ©
Propen-1-of]) (107-1
Allylamine ([2-Propen-1-amine]) o
Aluminum ck
Remove Button
Alphabetical list of COls Add Button -
Scroll Bar — Remove ALL Button

Figure 19: Selecting COI
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Table 4 below describes the buttons and features available in the Selecting COI question format.

Button Function

Click on the up arrow to navigate up the list of COls from

Scroll Bar Appendix A. Click on the down arrow to navigate
downwards.
Clear Clear Clears the search criteria and the results list.
Add Adds the COl selected to the Facility Chemicals.

Removes selected (highlighted) COI from the Facility

Remove )
Chemicals.

o ° ° . ‘ }

Remove All Removes all COls from the Facility Chemicals.

Table 4: Selecting COI Buttons and Features Descriptions

3.7.1 Search for a COIl

There are three ways you can search for a COIl: using the chemical name, the chemical synonym, or the Chemical Abstract
Service (CAS) number.

COI Search Box: Type the name of the chemical, chemical synonym, or the CAS number to search for the COI. All
available results appear below the search box.

Use the [Clear] button to restart your COI search.
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Q1.30.010 COIs at the Facility

Select all of the CFATS Appendix A chemicals at or above the Screening Threshold Quantity the facility possesses or plans to possess.

Facility has no Chemicals of Interest (COls) to report.

Chemicals of Interest amm m

Ammonia (anhydrous) (7664-41-7)

Ammonia (conc. 20% or greater) (7664-41-7)

Ammonium nitrate, [with more than 0.2 percent combustible substances, including any organic substance

Ammonium nitrate, solid [nitrogen concentration of 23% nitrogen or greater] (6484-52-2) o
Ammonium perchlorate (7790-98-9)

Ammonium picrate (131-74-8)

Figure 20: Search Box to Find a COI

COl List: Use the Scroll Bar to navigate down and up the alphabetical listing of Appendix A COI.

Q1.30.010 COIs at the Facility

Select all of the CFATS Appendix A chemicals at or above the Screening Threshold Quantity the facility possesses or plans to possess.

Facility has no Chemicals of Interest (COIs) to report.

Chemicals of Interest y @_
Acetaldehyde (75-07-0)

Acetone cyanohydrin, stabilized (75-86-5)
Acetyl bromide (506-96-7)

Acetyl chloride (75-36-5) °
Acetyl iodide (507-02-8)
Acetylene ([Ethyne]) (74-86-2)

Acrolein ([2-Propenal or Acrylaldehyde]) (107-02-8)
Acrylonitrile ([2-Propenenitrile]) (107-13-1)
Acrylyl chloride ([2-Propenoyl chloride]) (814-68-
Allyl alcohol ([2-Propen-1-ol]) (107-18-6)
Allylamine ([2-Propen-1-amine]) (107-11-9)
Allyitrichlorosilane, stabilized (107-37-9)
Aluminum (powder) (7429-90-5)

Aluminum bromide, anhydrous (7727-15-3)
Aluminum chloride, anhydrous (7446-70-0)

-
Aluminum abhasnhida (ONOEN T2 0%

(=]

Figure 21: Scroll Bar to Search for a COI
3.7.2 Select a COI

Click on a COI name from the List of COls and then click the button to add that particular COIl to your Facility
Chemicals List.
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Q1.30.010 COls at the Facility

Select all of the CFATS Appendix A chemicals at or above the Screening Threshold Quantity the facility possesses or plans to possess

Facility has no Chemicals of Interest (COIs) to report.

Chemicals of Interest >
Acetaldehyde (75-07-0 7

Acetone cyanohydrin, stabilized (75-86-5)
Acetyl bromide (506-96-7)

Acetyl chloride (75-36-5)
Acetyl iodide (507-02-8)

Acetylene ([Ethyne)) (74-86-2)

Acrolein ([2-Propenal or Acrylaldehyde]) (107-02-8)
Acrylonitrile ([2-Propenenitrile]) (107-13-1)

Acrylyl chloride ([2-Propenoyl chloride]) (814-68-6
Allyl alcohol ([2-Propen-1-0l]) (107-18-6)
Allylamine ([2-Propen-1-amine]) (107-11-9)
Allyltrichlorosilane, stabilized (107-37-9)

Aluminum (powder) (7429-90-5)

Aluminum bromide, anhydrous (7727-15-3)
Aluminum chloride, anhydrous (7446-70-0)
LAluminum nhacnhida (20RO 732 ©

¢ 0 [0

Figure 22: Selecting a COl on the Listing

The chemical is then added to the Facility Chemicals List. You can select as many chemicals as applicable to your facility.

Facility Chemicals
Acetaldehyde (75-07-0)

Figure 23: COIl Added to Facility Chemicals List

o Use Shift+Click to select more than one consecutive COl. Use Ctrl+Click to select more than
(4 N
one nonconsecutive COIs.

3.7.3 Removing a COl

Click on the COI name in the Facility Chemicals List to select it and then click the o button to remove a chemical
from the Facility Chemicals List.
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micals at the facility.

Interest (COls) to report.

Be @ Facility Chemicals
75-86-5) - Acetaldehyde (75-07-0)
ehyde]) (107-02-8)

07-13-1)
oride]) (814-68-6) °
7-18-6)
107-11-9)
7-37-9) (<<}

Figure 24: Removing a COI from the Facility Chemicals List

The chemical then appears back in the COI list on the left.

Q1.30.010 COls at the Facility
Select all of the CFATS Appendix A chemicals at the facility.

Facility has no Chemicals of Interest (COIs) to report.

Chemicals of Interest cO/ Search Be @ Facility Chemicals
Acetaldehyde (75-07-0)

Acetyl bromide (506-96-7)
Acetyl chloride (75-36-5) °
Acetyl iodide (507-02-8)

Acetylene ([Ethyne]) (74-86-2)

Acrolein ([2-Propenal or Acrylaldehyde]) (107-02-8) °
Acrylonitrile ([2-Propenenitrile]) (107-13-1)

Acrylyl chloride ([2-Propenoyl chloride]) (814-68-8)

Allyl alcohol ([2-Propen-1-ol]) (107-18-6)

Allylamine ([2-Propen-1-amine]) (107-11-8) [ << ]
Allyltrichlorosilane, stabilized (107-37-9)

Al i

o) (TA20 O0 BN

Figure 25: Removed COI Back in the COI List

3.7.4 No COl to Report

In the Top-Screen survey, you may check the box [Facility has no Chemicals of Interest (COISs) to report.] if your
facility does not store or use COI at or above the Screening Threshold Quantity (STQ). The remainder of the Top-Screen is
skipped and the “Validate and Submit” page is displayed.
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Q1.30.010 COls at the Facility

Select all of the CFATS Appendix A chemicals at or above the Screening Threshold Quantity the facility possesses or plans to possess.

# Facility has no Chemicals of Interest (COls) to report.

Chemicals of Interest : X @

Acetaldehyde (75-07-0)

Acetone cyanohydrin, stabilized (75-86-5)

Acetyl bromide (506-96-7)

Acetyl chloride (75-36-5)

Acetyl iodide (507-02-8)

Acetylene ([Ethyne]) (74-86-2)

Acrolein ([2-Propenal or Acrylaldehyde]) (107-02-8)
Acrylonitrile ([2-Propenenitrile]) (107-13-1)

Acrylyl chloride ([2-Propenoyl chloride]) (814-68-6
Allyl alcohol ([2-Propen-1-ol}) (107-18-6)
Allylamine ([2-Propen-1-amine]) (107-11-9)
Allyltrichlorosilane, stabilized (107-37-9)
Aluminum (powder) (7429-90-5)

Aluminum bromide, anhydrous (7727-15-3)
Aluminum chloride, anhydrous (7446-70-0)

Aluminum nbhacnhicda (2000 72 O

Figure 26: Check Box for No COI to Report

3.7.5 Add a Non-Tiered COI (Specific to the SVA/SSP)

In the SVA/SSP survey, you are prompted to add a non-tiered COI.

If this applies to your facility, click the button to search and select a COI.

Q2.10.010 Add Non-Tiered COls

Select the "Add" button to add non-tiered Chemicals of Interest. This option is for a facility to voluntarily
provide any information about other security/vulnerability issues related to non-tiered COI.

Figure 27: Add COI Button to Add Non-Tiered COls in the SVA/SSP Survey

3.7.6 Add a Security Issue to a Non-Tiered COI

In the SVA/SSP survey, you must associate a security issue to a non-tiered COl. You can either search or scroll for the COI
(see Sections 3.7.2 — 3.7.3 for more details).

Click on a COI name from the List of COls, and then click the button.
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Q2.10.010 Add non-tiered COls

Selectthe "Add" button to add non-tiered Chemicals of Interest. This option is for a facility to voluntarily provide any information about other

security/vulnerability issuesrelated to non-tiered CO|

Chemicals of Interest r X @

Bis(2-chloroethylthiomethyljether (63918-90-1) - Theft Diversion =
1,5-Bis(2-chloroethylthio}-n-pentane (142868-94-8) - Theft Diversion

1.3-Bis(2-chloroethylthio)-n-propane (63905-10-2) - Theft Diversion

Boron tribromide (10294-33-4) - Sabotage

Boron tribromide (10294-33-4) - Theft Diversion

Boron frichioride ([Borane, trichloro]) (10294-34-5) - Release Toxic

Boron frichloride ([Borane, frichloro]) (10294-34-5) - Theft Diversion

Boron trifiuoride ([Borane, trifluoro]) (7637-07-2) - Release Toxic

Boron trifiuoride ([Borane, trifluoro]) (7637-07-2) - Theft Diversion

Boron trifluoride compound with methyl ether (1:1) ([Boron, trifluoro [oxybis (methane)}-, T-4-]) (353-42-4) -
Bromine (7726-95-6) - Release Toxic

Bromine chloride (13863-41-7) - Theft Diversion

Bromine pentafluoride (7789-30-2) - Sabotage

\Bromine trifiuoride (7787-71-5)-Sabotage =

0 00

Figure 28: Adding COI with its Security Issue to the Facility Chemicals List
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4. Top-Screen Geospatial Tool and Features

Figure 29 shows an overview of the geospatial tool in the Top-Screen Survey.

Map View Buttons
& Options

r
"

Facility Location

ZoomIn
Zoom Out

|n$truc‘tl0n$ BJOCk after placing the circle, cick “Lock Circle™ to continue 0 @ m
I

Alternate Circle F’Iat:ement——J I Lock Button Center Map Location Button

Button
Reset Button Cancel Button

Figure 29: Geospatial Tool in Top-Screen Survey

Table 5 below describes the buttons and features available in the Top-Screen Survey geospatial tool.

Button/Feature Function

Instructions Block Provides information for completing the question.

Marks the location of the facility provided to DHS during

E?)((::ggzn the registration process. Note: To change this information,
Marker go to the Facility Details tab in the CSAT Portal and click

the [View More/Edit] button.
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Button/Feature Function
Satellite satellite D_|splays a satelllte_lmage of the fac!llt_y location W|thout
city names and major highways. This is the default view.
satellite Option in the Satellite map view that adds labels of major
Labels . o
& Labels highways, streets, and buildings to the map.
This view is similar to a street map. The background is gray,
Map Map small roads are white, larger roads are yellow, and major
highways and interstates are orange.
Map Option in the Map view. This button highlights differences
Terrain in terrain and can be used to determine whether an area is
™ Terrain

flat or rocky.

Appears after you click anywhere on a placed circle. Click

Pointing and hold down the mouse button in the circle to move to a

Hand Vector - .
different location on the map.

Open Hand This icon is displayed when no action is performed on the

Vector map.

Appears after you click anywhere on the map. Left click and
hold the mouse to move the map in any direction desired

Closed Hand }

Vector (pan movement). Note: When you let go of your mouse
button the hand vector returns to the pointing vector. See
above.

Lock Circle Lock Circle Locks the circle in the position where you placed it and
closes the map.

Reset Deletes any circle placed on the map and re-centers the map
on the facility marker.
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Button/Feature

Center Center

Zoom In and
Out

Accessibility
Button

Cancel
+

Function

Centers the map view around the circle you have drawn or
around the facility location marker if you have not drawn a
circle yet.

Cancels any actions and closes the map tool.

Allows you to zoom in by clicking on the plus sign and
zoom out by clicking on the minus sign.

Shows the latitude and longitude information when viewing
circle information. Allows you to enter the coordinates for
manually adding or moving the circle.

Table 5: Geospatial Tool in Top-Screen Survey — Buttons and Features

4.1 Map Features

4.1.1 Satellite View

When you select the [Satellite] button, the geospatial tool shows Google Maps in satellite view, which is also the default

view for the Top-Screen geospatial tool.

You may also select the [Labels] option in this view to add labels of major highways, streets, and buildings to the map.
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imagery £3016, DignalGiobe, USDA Farm Service Agency | Terms of Use  Report 8 map oo

Instruction block @ Lock Circle @ @

Figure 30: Geospatial Tool — Satellite View

4.1.2 Map View (Terrain)

This option highlights differences in the terrain.

Map  Sateliite ’/ / 2 Spaulding
I\ S
Lo @ !
5 \ gy
-4 \ L
Abraham Lincoln, Rives
Capital Airport
The lllinois State Fair » @@ Y 2,
7 ®
£ D : e
A = ACy =
@
& The Lincoln Monument =~ ~ ES ry X 2
D Association ~Support’, = F ¢ atack in E
Gran
z Clear Lak
5 -]
o
[

+
onwilte Rd d Jacksonwie o =
Google 3 - 2 Mapdats €2016 Google  Tevms of Use  Repon amsp wror
Instruction block @ Lock Circle Reset Center Cancel

Figure 31: Geospatial Tool — Map View

== Hover the pointer over the [Map] or [Satellite] button to add or remove details to the
|:?" geospatial imagery.
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4.2 Place a Circle or an X

You are prompted to place a circle or an X on your facility location or to describe the structures or containers of COI within
the boundaries of your facility in order to answer the applicable COI security issue questions.

4.2.1 Circle 1

Place Circle
Click the - button to draw a circle around an area or place an X to mark a container encompassing the largest
quantity for a specified COl as Circle 1.

Q1.80.020 Circle 1 Largest Quantity Location

On the map, place the X over the single container with the largest quantity of ...

Q1.70.020 Circle 1 Largest Quantity

On the map, place the circle so it contains the largest quantity of ...

Place Circle

Figure 32: Place Circle/Place X Example Button for Circle 1

A map in the satellite view centered on the location of your facility appears. See Section 5 for more details on the SVA/SSP
geospatial tool features.

Click on the map where the largest quantity is located.

ol e S ey | B L g g ot

c Cr—ry r—

Figure 33: Click the Map to Add Circle Location
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A red circle with the number one (1) appears. You may use the {")hand vector to move the circle to another location on the
map by clicking and dragging with your mouse. The circle radius is predetermined at 170 feet and cannot be modified.

Imapy 82076, DiptaiGiota, USCA Farm Savvce Agancy | Temms of Ush | Regart b mih e

Figure 34: Use the Hand Vector to Move the Circle Location on the Map

Click [Lock Circle] to save the circle and complete the information necessary for the applicable question.

+

Farm Servce Agency | Terms of Use | Report & map erur

Figure 35: Click the [Lock Circle]/[Lock X] button to Lock the Circle/X in Place

‘G,I.’ If placing an X, zoom in to see the X in the center of the circle.

| =| Based on the Circle 1 details, you may be prompted to add a second circle (Circle 2). Follow
@ the steps below.
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4.2.2 Circle 2

. Place Circl . . . .
Click the button to draw a circle as Circle 2 around an area or place an X to mark a container encompassing
the second largest quantity for a specified COI.

Q1.80.070 Circle 2 Second Largest Quantity Location

On the map, place the X over the single container with the second largest quantity of ...

Q1.70.070 Circle 2 Second Largest Quantity

On the map, place the circle so it contains the second largest quantity of ..

Place Circle

Figure 36: Place Circle/Place X Example Button for Circle 2

A map in the satellite view centered on the location of your facility appears with Circle 1 showing and your facility locator
displayed.

Click on the map where the second to largest quantity container is to be located.

s 011 Cormtocta LS i Marema amca | Tar ==rErr=—

Figure 37: Click on the Map to Add a Second Circle Location

The quantity defined for Circle 1 must always be greater than or equal to Circle 2. If Circle 2
guantity is greater, you will receive an error message requiring you to revise your answers.
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A yellow circle with the number two (2) appears. You may use the Qbhand vector to move the circle to another location on
the map by clicking and dragging with your mouse.

Figure 38: Click Lock Circle to Save the Circle Location

Click [Lock Circle] to save the circle and complete the information necessary for the applicable question.

If you have two circles associated with a COI and choose to change the details in Circle 1,
Circle 2 data will be lost.
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4.2.3 Accessibility Option for Placing a Circle

This option is designed for individuals who are not able to place the circle using the mapping feature. If you can, it is
recommended that you use the mapping feature instead of this one.

Click the O Button.

Imagery £2018._Digkaiiobe. USDA Farm Sarvice Agency | Terma of Use  Report # map arar

R | '7 | 5 v ) ) ! o = g \
Instruction block @ Lock Circle @

Figure 39: Click the Accessibility Button to Manually Enter Circle Coordinates

Click on the text box area to enter manually the latitude and longitude coordinates of the center point of a circle.

Alternate Circle Placement Option

ARlernate Circle Placement Option

This option is designed for individuals who are
not able to place the circle using the mapping
feature. If you can use the mapping feature, it
is recommended that you close this window
and use that feature instead

Please provide the latitude and longitude of the
center point for the circle if you choose not to
use the available mapping feature.

Center point of circle:
Latitude: a4 04474

Longitude: |-93.00475.

| | Cancel |

Figure 40: Click on the Text Box Area to Manually Enter Circle Coordinates

Click [Save] to save the circle location. Click [Cancel] to return to the geospatial map.
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4.2.4 View the Circle Location

Click the [Map] tab to review the circle(s) for a COl. Click the o button if you want to review the coordinates.

Circle 1 Questions Map

Mag Satellie

imagen 82016, Dwptatlinte, S0 Farm Service Agency | Terms of Use | Report & map ermor

Figure 41: Map View of Locked Circle

4.2.5 Edit Circle or X Location

Click button to change the location of a circle at any time prior to submitting the survey.

Q1.80.020 Circle 1 Largest Quantity Location

On the map, place the X over the single container with the largest quantity of ...

Q1.70.020 Circle 1 Largest Quantity

On the map, place the circle so it contains the largest quantity of .-

Edit Circle

Figure 42: Edit Circle Button

A If you choose to change the position of your circle, you will lose all data you entered for this
circle and the second circle, if you have drawn one.

30



Homela_lld Chemical Security Assessment Tool

Security Survey Application User Manual

5. SVA Geospatial Tool and Features

As part of the SVA survey, you are prompted to define critical assets within your facility’s geospatial location. Figure 43
depicts an overview of the geospatial map and drawing tool in the SVA survey.

Draw a polygon Draw Cancels drawing Draws shape
shape | Rectangle . T .
H X /
Map View . Clear Draw_! 0 §|
Buttor}s__ S ey - . Accessibility
& Options Button
Asset
defined by
a shape
Asset
defined
by a
rectangle
—Zoom In
— Zoom Out
Facility Location
Figure 43: Drawing Tool in SVA Survey
Table 6 below describes the buttons and features available for the SVA geospatial tool
Button/Feature Function
Facility Marks the location of the facility provided to DHS during the
v Location registration process. Note: To change the physical address, go to
Marker the CSAT Portal and click the [View More/Edit] button.

Displays a satellite image of the facility location without city

Satellite Satellite names and major highways. This is the default view.
Sateflite Option in the Satellite map view that adds labels of major
Labels . o
& Labels highways, streets, and buildings on the map.

This view is similar to a street map. The background is gray,
Map Map small roads are white, larger roads are yellow, and major
highways and interstates are orange.
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Button/Feature Function
Map Option in the Map view. This button highlights differences in
Terrain terrain and can be used to determine whether an area is flat or
& Terrain rocky.
Open Hand . L
@ Vector Displayed when no action is performed on the map.
Closed Hand Appears after you click anywhere on the map. Left click and
@ osed Han hold the mouse to move the map in any direction desired (pan
Vector
movement).
/ Draw Shows the shape buttons that allow you to define critical assets
Draw in your facility’s geospatial map.
Draw Draws a rectangle on the ma|
Rectangle g P-

“ Draw a Shape Draws a polygon on the map.

Clear Restarts the drawing process and clears any unfinished shapes.
Clear

Accessibility Allows you to enter the coordinates to manually add a

Button rectangular shape on the map.
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Button/Feature Function
+ Zoom In and Zoom in by clicking on the plus sign and zoom out by clicking
- Out on the minus sign.

Table 6: Geospatial and Drawing Tool in SVA/SSP — Buttons and Features

5.1 Define a Critical Asset

7/
Click the "®™¥ button to begin defining an area on the map that contains a critical asset.

Figure 44: Select the [Draw Tool] Icon to Start Defining Critical Assets
Two shape buttons appear on the top center of the map for you to choose either a polygon shape or a rectangle. Click either

the “‘ button or the u button to continue with drawing the most appropriate shape for a critical asset in your facility.
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— Cloar

rugery 82016, Digitailiute, USDA Farm Servcr dgarey | T

Figure 45: Select Either the [Draw a Shape] or [Draw a Rectangle] Button

E] Prior to drawing, zoom in on the map to help you locate the critical asset and make drawing
1= the shape easier.

5.1.1 Draw a Shape (Polygon)

Select the v button to begin drawing a polygon shape on the map. The cursor changes to a cross-hair pointer * (a plus
sign). Click on the area where you want to begin drawing the shape.

X

Clear

- 'm :
' }' - L RN e
- imagery ©2016 | Terms of Use Repon a map erroe

Figure 46: Select the [Draw a Shape] Button and Click on the Map to Begin

:=1 Use your mouse scroll wheel to zoom in and out of the map while using the SVA drawing
|._ l
#" tool.
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To create the sides of the shape (polygon), click around the area you want to define.

Clear

Map Satellite
—

Figure 47: Click the Area to Define and Create the Sides of the Polygon

To close the shape, click near its starting point.

-, ..

o N Y .
imagery 82016 | Terms of Use Report a map error

Figure 48: Click Near the Starting Point to Close the Polygon Shape

1) Double click near the starting point to automatically close the polygon shape.

—_—

#  2) Use the mouse scroll wheel to zoom in while drawing in the tool.
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5.1.2 Draw a Rectangle

Select the L button to begin drawing a rectangular shape on the map. The cursor changes to a cross-hair pointer + (a
plus sign). Click on the area where you want to begin drawing the shape.

X

Clear

Emagery $2016, DigtaiGiobe | Terma of Use Report & map eeror

Figure 49: Select the [Draw a Rectangle] Button and Click on the Map to Begin

To create the sides of the rectangle, click and drag the pointer until the rectangular shape appears.

X

Clear

imagery 2018, DigialGiobe | Terma of Use  Report a map error

Figure 50: Drag the Pointer on the Map to Create the Rectangular Shape
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5.1.3 Clear an Unfinished Shape
X

Click the €€ar putton to delete an unfinished shape.

rogmy S, DgtaGiobe, LI Farm Servce Agercy

Figure 51: Click the [Clear] Button to Restart Drawing a Shape

A To change the location of a drawn shape, you must first delete it. See Section 5.1.6 for more
details.
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5.1.4 Add a Critical Asset Name and Description

Once you are finished drawing a shape with the SVA drawing tool, a pop-up window appears requesting the name and
description of the critical asset. Click on each of the open text boxes to enter your answer.

trrmgery 03074 DigtalGioke, USDA Farm Servce Agency | Tenms of Use | Repornt » mop smor

Figure 52: Add Name and Description to a Shape

Click the button to complete defining the critical asset.

Asset Information

Name: || Storage

Description: | Short description

g
rl 4-t|

Figure 53: Click the Save Button to Store the Shape Information

The critical asset appears to the right of the map, showing its name, description, and a small picture with a shaded area to
indicate shape you defined on the map.
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Critical Asset 1
Name: Short Name 1

Description Descrbe crtical asset 1

) )

Critical Asset 2
Name: Short name 2

Description Describe critical asset 2

Imagery §2015_ DigtaiGiobe | Terma of Use Raporta mag arr @ Delete =

Figure 54: Two Defined Critical Assets Shown on the SVA Geospatial Tool

|55,~ Use the scroll bar to review all the defined critical assets.
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5.1.5 Edit Critical Asset Information

Click the m button to change the name or description of the critical asset.

Critical Asset 1

Name: Name 1

Description: Place description here

K==

Figure 55: Click the [Edit] Button to Change Information for a Critical Asset Name or Description

You may edit the name and description of the shape information at any time. To change the
A shape’s location on the map, you must first delete the shape and then redraw it.

5.1.6 Delete a Critical Asset Shape

Delete
Click the - button to remove all data for a critical asset.

Critical Asset 1

Name: Name 1

Description: Place description here

Edit I Delete

Figure 56: Click the Delete Button to Delete All Data for a Critical Asset
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5.1.7 Accessibility Option for Drawing a Shape

This option is designed for individuals who are not able to use the SVA mapping tool. If you can, it is recommended that
you use the mapping tool feature instead.

Click the O button found in the top right corner of the SVA geospatial tool.

wragery S0 6, Digitaiictes, USCR Farm Server Ay | Temms of Uk | e o g e

Figure 57: Click the Accessibility Button to Manually Enter Coordinates for a Critical Asset

Click on the open text box area to enter the latitude and longitude coordinates of a rectangle. Click [Save] to complete the

action and create the rectangular critical asset. The prepopulated coordinates are the center of your facility’s information
that were provided during registration.

Wwat Fac™, -

Alternate Critical Asset Identification Option »
he and descripi n to begin
ARremnate Critical Asset Identification Option
This option is designed for individuails who are not
abile to draw the polygon using the mapping feature. If
you can use the mapping feature, # is recommended

that you close this window and use that feature
nstead

Please provide the latitude and longitude of the
opposite cormners of the rectangle that encompasses
your critical asset if you choose not to use the

Comer 1 coordinate:
Latitude: ’:i 04414

Longitude: (53 00415:

Opposite Cp.-r.er coordinates
Latitude: |44 02414

Longitude: |-3 415

Figure 58: Click on the Open Text Box to Enter Latitude and Longitude for two Opposite Corners of a Rectangle

41



Homeland Chemical Security Assessment Tool

Security Survey Application User Manual

6. Upload Files

For the Expedited Approval Program (EAP) and Alternative Security Program (ASP), uploading files is a requirement to
complete the surveys. Also, you may upload supplementary material to complete the SVA/SSP Surveys.

Asteriskindicates a required file Uploaded file name

Delete uploaded file

Delete Documentation File Name

— X *Alternative Security Program: Document File-Sample.docx

Additional Documentation: C:/additionaldocument.... = Browse...

) ‘ Select a file from
Uploads selected file(s) — Upload Removes browsed file computer or network
before uploaded

Figure 59: Uploading Files — Features and Buttons

.=—] The asterisk (*) next to a Documentation name indicates that a file must be uploaded to
:=,‘ complete the survey option selected. Additional files are only optional.

6.1 Upload a File

Browse....
To upload your file, select the button to locate the file(s) on your computer or network. You may browse and

select a file one at a time. A separate row for an additional file appears once the first file has been added to the table.

Browse...

Browse...

Figure 60: Click [Browse] Button to Locate a File on Your Computer

A Do not upload password protected files.

3 Only the following file formats are accepted for uploading to CSAT: .pdf, .txt, .doc, .wpd,
:=’~ xls, .dwg, .rft, .bmp, .png, .gif, .jpg, .odt, .ods, .odp, and .odg.
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Clear
Click the -

button if you wish to remove the browsed file prior to uploading.

Browse...

‘ @ C:/additionaldocument....  Browse...

Figure 61: Click the [Clear] Button to Remove a File

|EE,‘I You can replace a browsed file by clicking the [Browse] button.

Upload

Once you have browsed for all of your files, select the button to upload all the files added to the table rows.

|EE’~ Successfully uploaded file names appear in red text.

Click the [Delete] button to remove an uploaded file.

X

Figure 62: Click the [Delete] Button to Remove an Uploaded File

You may not upload the same file multiple times.
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7. Notify DHS of Expedited Approval Program
(EAP) Intention

Click the [Notify DHS] button if you intend to file an Expedited Approval Program (EAP). For more instructions regarding
the program see the DHS Guidance for the Expedited Approval Program.

Expedited Approval Program

You must notify DHS of your intentions to submit an Expedited Appraval Program (EAP) 30 days prior to
submitting it. Select the "Notify DHS for EAP™ button below to notify DHS of your intent to submit an EAP.

Notify DHS for EAP

Figure 63: Click [Notify DHS for EAP] if Your Facility Intends to File an EAP

After 30 calendar days from the time of notification, the [Upload EAP] button appears to allow you to complete the EAP.
See Section 6.1 for instructions on uploading files.

If you choose to submit another survey option for your facility after you notified DHS for submitting an EAP, click the
[Retract EAP] button to return back to SSP Options (see Section 3.4 for more details). You are able to choose another
survey option to complete your SVA/SSP survey requirement.

Expedited Approval Program

You have successfully notified DHS of your intent to submit an EAP. Please retumn in 30 days to upload your EAP
documents. If you want to retract your EAP, select the "Retract EAP” button below

Retract EAP

Figure 64: Click [Retract EAP] if Your Facility Does Not Want to Submit an EAP
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8. Survey Validation

For certain questions, the CSAT system performs data validation before allowing you to move to another screen. An error
message is displayed on the screen when questions are not completed or appear incorrect. You are prompted to return and
correct the error before moving to another set of questions. For example, an error message is displayed if a question
response blank is left empty.

[ Error indicator

Quantity (Ibs

P’-ys-:: State ']

Figure 65: Example of Error Indicators During Validation of an Answer

At any time when completing your survey, you can select the Validate and Submit option on the navigation menu to
perform a more thorough data validation. This section is also a required step prior to submitting a survey.

oy
3

@ Homeland
¥ Occurity

Exclusions
Facility Attributes

COI Selection
Validate and Submit
User Guide
Instructions

Figure 66: Validate and Submit Option Location in the Menu Bar

In the “Validate and Submit” page, each section of your survey is checked for completeness. The validation report (Figure
67 below) provides a detailed review for all sections.

A checkmark indicates the section is completed successfully.

An error indicator oshows that one or more incomplete questions in the section have been found by the application.
Links for each section are provided in this validation report for you to return directly to the incomplete question to correct
the error. Click the name of the section or the number of questions without answers to return to the section for completion.
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Validate and Submit - Survey is Incomplete

Your survey contains one or more incomplete sections. Select the appropriate link(s) in the table to complete the
required sections.

#
Questions
Survey Section ) :
without
answers
Exclusions 0
Facility Attributes 0
COlI Selection 0

Acetyl bromide 0

Allylamine 1

Allyltrichlorosilane
stabilized

Aluminum

(powder) -

000

Key
c Indicates that questions within this section are
incomplete

Indicates this section is complete

Figure 67: CSAT Survey Validation Sample Page with Errors Shown

A Data validation is performed only for logic and basic errors. Your Submitter is responsible
for submitting accurate and correct information to the best of their knowledge.
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9. Submit a Survey to DHS

The [Submit to DHS] button is available when all the survey sections are complete and no errors are found.

Only the Submitter role can submit the completed survey to DHS.

Validate and Submit - Survey is Ready for Submission

The survey is ready for submission and can now be submitted by the facility’s Submitter.

WARNING: This record contains Chemical-terrorism Vulnerability Information controlled by 6 CFR 27.400. Do not disclose to
persons without a "need to know" in accordance with 6 CFR § 27.400(e). Unauthorized release may result in civil penalties or
other action. In any administrative or judicial proceeding, this information shall be treated as classified information in
accordance with 6 CFR § § 27.400(h) and (i).

Figure 68: Survey Is Ready for Submitter to Submit to DHS

Click the [Go Back] button if you want to continue reviewing your survey.

Validate and Submit - Survey is Ready for Submission

Submit to DHS

The survey is ready for submission and can now be submitted by the facility's Submitter.

WARNING: This record contains Chemical-terrorism Vulnerability Information controlled by 6 CFR 27.400. Do not disclose to
persons without a "need to know" in accordance with 6 CFR § 27.400(e). Unauthorized release may result in civil penalties or
other action. In any administrative or judicial proceeding, this information shall be treated as classified information in
accordance with 6 CFR § § 27.400(h) and (i).

Figure 69: Click the [Go Back] Button to Return to the Survey
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10. Generate a Survey PDF

Once you have submitted a survey, a PDF copy of the survey is generated.

Click the [Print] icon if you want to retain a copy for your records.

You have successtully submittéd your Top-Scréen. You can print a copy for your records or click Exit 1o go back 1o the main menu.

NERABILITY INFORMATION

ments for Use

7.400. Do ot
hout 3 “need 1o know g FR & 27.40 lease may result
ies or other action. In any ad 1
formation in sccordance with

By reviewing this cover sheet and acce
herein. Your acceptance provides imm

st be CV] Autharized Uhers
te  valid need-to-know for specific CVI

When noe in pour possession, stare i 2 sequre eavinoament such i in a Jocked desk drawer or Jocked

WARMING: This

Rsultin o

Figure 70: Click the Print Icon to Print and/or Save a PDF Copy of Your Submitted Survey

Click the m button to return to the CSAT Application Tool main menu.

You have your Top . You can print a copy for your records or click Exit to go back to the main menu.

other sction, In any ad
in accordance with 6 CFR § 27..

viewing this cover theet and accepting the atached CV1 you are agreeing 1o abide by the guidince consained
Your acorprance provid dlare access e artached CV1

This information may not be Jiscloned excepe to individuals who meet the following requircment:

4t kesoow For specific TV

10 pour poaseiabon, sane b 4 sedlre eavbronmens such i 1n & kocked desk drawer of locked

Figure 71: Click [Exit] to Return to the CSAT Main Menu

.—| You may also access a PDF copy of the survey submitted in the Facility Details Page within
=4 the CSAT portal.
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11. Contact the CSAT Help Desk

CSAT users can call the CSAT Help Desk with questions regarding the CSAT Survey applications and other elements of
CSAT. The CSAT Help Desk can be reached at 866-323-2957 (toll free) between 8:30 a.m. and 5 p.m. (ET), Monday
through Friday. The CSAT Help Desk is closed for Federal holidays.

|55’~| CSAT Help Desk Toll Free Number: 866-323-2957 — 8:30 a.m. - 5 p.m. ET

|EE’.I Use the question number when calling the CSAT Help Desk for expedited assistance.

49



Homeland Chemical Security Assessment Tool

Security Survey Application User Manuall

12. Acronym List

ASP Alternative Security Program

CFATS Chemical Facility Anti-Terrorism Standards
CFR Code of Federal Regulations

COl Chemical(s) of Interest

CSAT Chemical Security Assessment Tool

CViI Chemical-terrorism Vulnerability Information
DHS U.S. Department of Homeland Security
EAP Expedited Approval Program

IFR Interim Final Rule

SSP Site Security Plan

SVA Security Vulnerability Assessment
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