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1. Overview

This document provides instructions to facilities for completing and submitting the
Security Vulnerability Assessment (SVA) through usage of the Chemical Security
Assessment (CSAT). The instructions detail how to complete an SVA in accordance

with requirements of the Chemical Facility Anti-Terrorism Standards (CFATS),

6 CFR Part 27. This document also provides instructions on how to submit an Alternative
Security Program (ASP) for those that are authorized to do so. NOTE: These
instructions apply only to the CSAT SVA application.

All examples provided in this document are illustrative and are merely intended to
highlight specific points within the CSAT SVA application. Each facility must carefully
consider its own unique characteristics and circumstances to determine the relevance
and appropriateness of each example.

1.1 Chemical Facility Anti-Terrorism Standards

Section 550 of the DHS Appropriations Act of 2007, Pub. L. 109-295 (hereby referred to
as “Sec. 550" or “the Act”), authorizes the Department of Homeland Security (DHS) to
regulate the security of high-risk chemical facilities. The CFATS Interim Final Rule (IFR),
6 CFR Part 27, was published on April 9, 2007, to implement the Act. The CFATS rule
authorizes DHS to collect information from chemical facilities on a broad range of topics
related to the potential consequences of, or vulnerabilities to, a terrorist attack or
incident. As provided by 6 CFR § 27.215, the CSAT SVA application is one method DHS
uses to gather such information from high-risk facilities.

Under CFATS, any facility that possesses any chemical of interest (COI) in an amount at
or above the applicable Screening Threshold Quantity (STQ) for that chemical (as listed
in Appendix A of CFATS) must complete and submit certain screening information,
called a Top-Screen, to DHS. To do so, the facility must first register with DHS for
access to CSAT. After reviewing the Top-Screen, the Department will notify the facility in
writing of its initial determination as to whether the facility is considered high-risk.

If the Department initially determines that the facility is high-risk, the Department also
will notify the facility of its preliminary placement in a risk-based tier (Tier 1, 2, 3 or 4)
pursuant to 6 CFR § 27.220(a). Facilities initially determined to be high-risk are required
to complete a SVA to identify the critical assets at the facility and to evaluate the facility’s
security vulnerabilities in light of the security issues identified in its preliminary tier
notification letter from DHS. Each facility preliminarily placed into Tier 1, 2 or 3 must use
the CSAT SVA application to complete its SVA. (See 6 CFR § 27.215 for more details.)
Each Tier 4 facility may use the CSAT SVA application to complete an SVA or may
submit an Alternative Security Program (ASP) in lieu of an SVA, as provided by

6 CFR § 27.235.

Following the submission and analysis of its SVA or ASP, DHS will either confirm that
the facility is high-risk or inform the facility that it is not high-risk and is not subject to
CFATS (barring a change to the facility’s circumstances which would change it to
high-risk). For each facility that is confirmed to be high-risk, DHS will provide a Final
Notification Letter which specifies the facility’s final tier. The facility then must complete
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and submit a Site Security Plan (SSP) under 6 CFR § 27.225 or an Alternative Security
Program (ASP) in lieu of a SSP, as provided by 6 CFR § 27.235.

1.2

The Security Vulnerability Assessment Process

The CSAT SVA application allows users to submit information through the following
process:

1.
2.
3.

The application collects basic facility identification information.
The application collects information about the chemicals that a facility possesses.

The application collects information about assets at the facility that involve the
COls identified by DHS in the DHS initial notification letter.

The application enables users to locate assets on an interactive map and
requires that the user apply DHS attack scenarios, or define attack scenarios of
his/her own, to run against his/her facility’s assets. The application uses the
attack scenarios to provide DHS with data on the vulnerability and
consequentiality of such attacks. The user will assess the vulnerability of his/her
facility based on the security measures already in place at the facility.

Finally, the application collects information on relevant cyber systems that may
affect the security of identified assets.

NOTE: If a SVA submitted by a facility is rejected by DHS for any reason or the facility
needs to repeat the SVA process, all of the information must be re-entered into CSAT.
Therefore, the facility should retain a copy of its completed SVA. See Section 9 for
directions on how to print out a copy of the SVA before it is submitted to DHS.

1.3

Getting Additional Help

The CSAT Help Desk has a toll-free number that users can call with questions
regarding the CSAT SVA application. The CSAT Help Desk can be reached at
866-323-2957 between 7 a.m. and 7 p.m. (Eastern Standard Time), Monday
through Friday. The CSAT Help Desk is closed on federal holidays.

More details on 6 CFR Part 27, information regarding Chemical-Terrorism
Vulnerability Information (CVI), and other related information is available on the
DHS Web site at http://www.dhs.gov/chemicalsecurity.

U.S. Department of Homeland Security 2
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2. Getting Started

A facility must first register with DHS to access the CSAT application. Facilities that have
submitted CSAT Top-Screens have already registered and been assigned the user roles
which are listed below in Section 2.2. Individuals who retain the user access roles that
were previously assigned to them for completion of the Top-Screen will need them to
prepare and submit the CSAT SVA.

2.1 Chemical-Terrorism Vulnerability Information

Chemical-Terrorism Vulnerability Information (CVI) refers to the information protection
requirements and procedures established by the CFATS rule to protect sensitive
information submitted for purposes of complying with CFATS. (Please see

6 CFR § 27.400 for more details.)

All information entered into the CSAT SVA application is CVI. Likewise, both the
information maintained by DHS (on servers prior, during, and after submission of the
SVA) and the resulting SVA determination that DHS prepares and shares with a facility
are CVI and will be marked accordingly. Every CSAT user must complete CVI training to
become a CVI Authorized User prior to entering information into the CSAT SVA
Application. CVI training addresses how to protect information submitted through the
CSAT SVA application as well as to whom and under what circumstances such
information may be disclosed. The DHS CVI training is available from a link on the CVI
training page on the DHS Web site,
http://www.dhs.gov/xprevprot/programs/gc_1185556876884.shtm. A user will not have
access to the CSAT SVA application until the user has completed CVI training and is a
CVI authorized user.

Only information developed, submitted, or maintained pursuant to CFATS and Section
550 is considered CVI; thus, information previously developed under other statutory
regimes or for a facility’s own business purposes may not be considered CVI (see
CFATS IFR preamble, 72 FR 17715). Therefore, some of the existing information used
by a facility to complete the SVA may not be CVI. For more details regarding what
information is and is not CVI and the procedures for protecting CVI, please refer to the
DHS CVI Procedures Manual, which is available at http://www.dhs.gov/chemicalsecurity.

2.2 CSAT User Roles

A variety of individuals for each facility can be authorized to use CSAT. Each registered
individual will be assigned a specific role with access rights and privileges based on that
role, unless roles are transferred by the facility through the CSAT system.

U.S. Department of Homeland Security 3
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CSAT User Role Description

A user who is authorized to enter the data into the CSAT system and
can designate the SVA as ready for review by the Submitter. When the
Preparer Preparer sends the SVA to the Submitter for review, the Preparer will
no longer be able to edit the information in the SVA unless the SVA is
returned to the Preparer by the Submitter for revision.

A user who is designated by the facility to submit the information
Submitter collected in the CSAT system to DHS. When the Submitter has access
to the SVA, he/she may revise the information contained therein.

A user who provides assurance to DHS that the Submitter and Preparer
are authorized to complete the CSAT information. The Authorizer is
Authorizer allowed to review information in the SVA but not to enter, edit, or
submit the information, unless he or she is also the Preparer or
Submitter.

A user who is allowed to review information but not to enter, edit,
or submit the information. A Reviewer does not have edit or
approval privileges and must be invited by a known user from
within the Top-Screen. Upon logging in, the Reviewer must agree
to all use requirements and to the CVI Non-disclosure
Agreement/Authorizing Statement.

Reviewer

Table 2.1: CSAT User Role Descriptions

o ltis the responsibility of each facility to organize and manage the individuals and
teams of individuals who contribute to its CFATS compliance, particularly during
the completion and submission of the SVA.

e Once the Submitter transmits the SVA to DHS, it is no longer accessible to the
facility or its designated Preparer, Authorizer, Reviewer, or Submitter.

e For additional information about CSAT user roles, including instructions on
assigning, transferring and consolidating roles, please see the CSAT User
Registration Guide and Account Management Guides, which are available at
http://www.dhs.qgov/xprevprot/programs/gc _1169501486197.shtm. The CSAT
Help Desk can also provide further information on users and user roles for
purposes of completing the SVA.

2.3 SVA Information and Resources

Prior to accessing CSAT and entering information into the SVA application, DHS
recommends that a facility collect and verify for accuracy and completeness the
following information:

e A copy of 6 CFR Part 27, which is available at
http://www.dhs.gov/chemicalsecurity.

e A copy of the 2007 DHS COl list with STQs (Appendix A to 6 CFR Part 27),
which is available at http://www.dhs.gov/chemicalsecurity.

U.S. Department of Homeland Security 4
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A copy of the CVI Procedural Manual regarding protection of CVI, which is
available at http://www.dhs.gov/chemicalsecurity.

A copy of the DHS initial notification letter that was sent to the facility regarding
its initial status as a high-risk chemical facility, its preliminary tier assignment,
and a listing of its COI that must be addressed in the SVA.

A copy of the facility’s submitted Top-Screen, which is a CVI document.

A copy of the DHS CFATS Attack Scenario Descriptions, which is a CVI
document and is available at csat.dhs.gov/csat.

Chemical inventory information, including the names and quantities of all DHS
COl which are manufactured, processed, used, stored, or distributed at the
facility, and the location of assets related to the COI identified in the DHS initial
notification letter.

A copy of any recent SVA or SSP which may have been completed by
the facility.

U.S. Department of Homeland Security
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3. Using CSAT
3.1 Accessing CSAT

The initial notification letter that DHS sends to your facility will have instructions for
accessing the CSAT SVA application. When you go to the CSAT site, it will prompt you
to enter your user name and password. Once you have accessed CSAT, the following
screen will appear:

OMB No:

Chemlcal Securlt)" Assessment TOO]‘ (CSA‘T) Chemical-terrorisr uln(:rabiii[)f Infor) I:icm'[

Choose a survey to edit or review.

Chemical Facility
123 Main Street
Argonne, IL 60438
Facility ID: 24107

Update Facility Info
Manage User Roles

Summary
m Start Date End Date m
SwA [R=0 348908

Picture 3.1: CSAT Survey List Screen

The CSAT Survey List screen lists each registered facility to which you are assigned
and the associated surveys to which you have access, including Top-Screens. This
screen presents you with three options:

1) Accessing the SVA survey for a given facility;
2) Managing user roles for any of the facilities displayed; and/or
3) Updating facility information with a new name or address.

NOTE: Your CSAT session will time out after 20 minutes if the system is not in use. If
that happens, you will need to log back in to CSAT to restart you session. Data you have
saved will not be lost, and your new session will open on the same screen where your
previous session ended.

U.S. Department of Homeland Security 6
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3.2 Adding/Deleting Reviewers

Submitters, Preparers, and Authorizers can add or delete Reviewers to an SVA. To add
new users, click the [Manage User Roles] button on the left side of the CSAT Survey
List screen. The following screen will appear:

Facility 1

This page manages user access to the CSAT surveys for Facility 1.
To transfer your roles to another person, please use the Manage My Account application.

Authorizer Submitter
Aete Sunrey {NI SUWGISI {NI SUWGIS} Preparer{s}

Top-Screen
Not active

No reviewers.

SVA
Survey ID: 38021

No reviewers.

Laura Demo  Laura Demo 0
{laura.demo) (laura.dema)

Site Security Plan Ho reviewers.
Not active :

Picture 3.2: CSAT User Management Screen

A Reviewer with read-only privileges may be added to each facility. Reviewers added
during the Top-Screen will have their privileges to view a Top-Screen for a specific
facility carried over into the SVA and SSP for that same facility, but Reviewers added to
the SVA survey will not be able to view any new Top-Screens that may be generated in
the future. NOTE: Authorizers, Submitters and Preparers should not grant themselves
Reviewer privileges. Doing so will disable all editing privileges.

o To add a Reviewer, click the [Add Reviewer] button to the right of the survey for
which you would like to add the Reviewer. A new screen will appear:

U.S. Department of Homeland Security
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This process will grant read-only access ta this survey to the individual specified as a Reviewer by one of the fallowing methods:

oot ]

Chaoase this option ifthe person ta whom you wish to grant Reviewer access to already has a CSAT account. This method will automatically give the specified
Reviewer access to this survey.

Grant Access to Exisiting CSAT User

Choose this option ifthe person to whom you wish to grant Reviewer access to does not have a CSAT account. This method will generate a CSAT user account
for this person and emall the username and password to hirmher.

Grant Access to New CSAT User

Picture 3.3: CSAT Reviewer Access Screen

The CSAT Reviewer Access screen will ask whether you would like to grant
reviewer access to an existing CSAT user or to a new CSAT user. Select the
appropriate choice by clicking the appropriate button—[Grant Access to Existing
CSAT User] or [Grant Access to New CSAT User]—and entering the requested
information.

e To delete a reviewer, click the [Delete] button.

e When you are finished, click the [Return to CSAT Survey List] button to return to
the CSAT Survey List screen.

3.3 Updating Facility Information

To update information for a facility, including its name and/or address, click the [Update
Facility Info] button CSAT Survey List screen. The following screen will appeatr:

U.S. Department of Homeland Security
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Update Facility Information

Use the form below to make changes to this facilitys name, lecation, or other information. De nat change this facilitys information to that of a differsnt facility. If you need to add a
new facility, register a new facilit

Registera |
New FaC”lty Facility Address
Link Facility Name [Tim's Chemical Facilt

a Provide the name of the facility. The name must be specifi
the name may be the corporate name plus the location (for

facility, if the facility is part of a large corporation,
e, ABC OiliRefining - Hightown Plant

Alternate Facility Name | m

a Provide alternative names under which the facility may be known

Strest Address [123 1ain Street

a Enterthe stre
Use local street and roa

55 of the facility's physical location. [Note: This may be different from the mailing address |
signations, not post office or rural box numbers,

Street Address (continued) |

Street Address (continued) |

City I—.rgmme
a Enter the city of the facility's physical location. [Note: This may be different from the mailing address.
State [ilinois
a Selectthe state of the facility's physical location. [Note: This may be different from the mailing address
ZPcode [Fozzg |
a Enter the ZIP Code (including ti
6 O 0

ension, if applicable
(X are valid ZIP Cc ormats. [Note: This may

County |

a Provide additional county names in which this facility is located

Parent Company

The parent company is the corporation o other business entity that cwns greater than 50 percent of the voting stock of the company. If the facility is owned by a joint venture, enter
the first of the two major owners here. If the company does not have a parent company, leave these fislds blank.

Parent Company 1 Name |

Parent Company 1 DUNS

Parent Company 2 Name |

Parent Company 2 DUNS

Co-loeation

Picture 3.4: Update Facility Information Screen

The information displayed on the Update Facility Information screen is populated from
previous updates. You can also access the Update Facility Information screen while
using the CSAT SVA application. Please see Section 4.2 for more detalils.

e When you are finished updating your facility’s information, click the [OK] button
on the bottom of the screen to save your updates.

e To leave the screen without saving your updates, click the [Cancel] button on
the bottom of the screen.

e NOTE: Do not use this screen to enter a new facility. If a new facility needs to be
registered, click the register a new facility link at the top of the screen.

o« NOTE: A facility’s coordinates (latitude and longitude) cannot be changed
from within CSAT. Please contact the CSAT Help Desk to process
coordinate changes.

3.4 SVA Survey Navigation

3.4.1 Navigation Buttons

You can navigate within the CSAT SVA survey by using the [Next] and [Back] buttons on
the screen.

U.S. Department of Homeland Security 9
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[ Back J sove J Next» |

Picture 3.5: SVA Survey Navigation Buttons

e Using the [Next] and [Back] buttons will automatically save the information that
you entered on any given page within the survey.

e If you have entered information on a CSAT screen but do not intend to go to
another screen, click the [Save] button to retain the information.

« NOTE: Do not use the [Back] button (or arrows) in your Web browser to navigate
through CSAT. Using your browser’s navigation buttons can result in lost data.

Please note that if you return to a section of the SVA that was previously completed, you
will need to use the [Next] button to review all of the subsequent pages. The CSAT
system adapts the SVA screens presented for completion based on the answers
provided on previous pages; thus, a change to one section of a SVA might require you to
answer additional/different questions in another section.

U.S. Department of Homeland Security 10
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3.4.2 Navigation Menu

While completing the SVA, a navigation menu will appear on the left side:

General

Facility Security
Information

Asset Characterization

Vulnerability Analysis

Computer Systems
Analysis

,_'] View Summary Report

W Validate Report

[:": List of Surveys

& Logout

Picture 3.6: SVA Survey Navigation Menu

You can navigate through the SVA by selecting the desired topic in the navigation menu.
NOTE: You can only select the menu commands that are displayed in bold blue text.

3.5 Entering SVA Data

e Each section of the SVA will be highlighted once it has been completed.

U.S. Department of Homeland Security 11
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e On some screens, you will need to enter additional text into text boxes to
complete the response to a question. When you are finished entering text, use
the [Add] button next to the text box to save your information. If you decide to
empty a text box of the text you have entered, use the [Delete] button next to the
text box. See Picture 3.7 for an example.

ASP Files

[2:1. 1468 11]

[+5P File 1 Delete

Picture 3.7: Text Boxes and Buttons

e On screens where further explanation of an item is required, a [Describe] button
is provided. Click the button to answer additional questions specific to that item.
At the conclusion of these additional questions, you will be asked to select a
check box to verify that the description you provided is complete. When you
indicate that the questions are complete, you will be returned to the original list
of items.

o If you marked the item as being complete and all required questions
were answered for that item, the item will be displayed with a green
Complete icon.

If you do not check the box to indicate that the questions are complete, or if any required
guestions were not answered, the item will be displayed with a yellow Incomplete icon.

|Cc|ntrn| System 1 Describe: Control System 1
Compiete

ICDntrDI System 2 A Describe: Control System 2
Incomplete

Picture 3.8: Description Buttons and Icons

3.5.1 Saving Data

All of the information you enter into the SVA survey is saved when you click the [Save]
button, or when you click either the [Next] or [Back] button. You can exit and return to
CSAT multiple times until your SVA is complete; the information that has been saved
during the previous session will be available to you upon re-entry into the SVA. See
Section 3.4.1 for more details.

U.S. Department of Homeland Security 12
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3.5.2 Validating Data

Data validation ensures that you have entered your information in the correct format
(e.g., that a phone number is numeric and formatted correctly). You can perform some
basic data validation by reviewing the information you entered in a screen before
moving to another screen. You can perform a more thorough data validation by selecting
the Validate Report option on the CSAT SVA survey navigation menu, as seen in
Picture 3.6. The Validate Report option is also done automatically before

SVA submission.

Using the Validate Report option provides a more complete information review. A
Validate Report error message will be displayed if required data input fields are empty
or incomplete, and you will be allowed to return to the error and correct it. For example,
an error message will be displayed if the ID number of the facility is not entered (see
Picture 3.9). The link provided on the error message will direct you to the input area
for correction.

General

@ Missing answer to question, "Enter the facility identification number from the DHS Initial Notification Letter”.

¢ Go tothis page to address the issue listed above.

Navigate to the next and previous screens by using the Next and Back buttons on the page. Using these buttons will automatically save the information that was entered on the page. Do
Error not use the browser's navigation buttons. Using the browser's navigation buttons can result in lost data

Correction
Link

Enter the facility identification number from the DHS Initial Notification Letter

Does the DHS Initial Notification letter indicate that the facility is a Tier 4 facility?

Yes
No

Picture 3.9: Validate Report Error Message

NOTE: Data validation is performed only for logic and basic errors. Therefore, you
should not expect the Validate Report option to ensure that your SVA has been
completed without errors. Your Submitter is responsible for submitting accurate and
correct information to the best of his/her knowledge.

3.6 SVA Pre-Population from Top-Screen

To ensure consistency, some questions in the SVA may be pre-populated with
answers from the CSAT Top-Screen. Some answers will not be editable or, in some
cases, viewable.

The following table provides a list of SVA questions that might be pre-populated with
Top-Screen answers. If the questions listed below are not visible or editable in the CSAT
SVA, the answers provided in the CSAT Top-Screen are being used. In some cases,
answer pre-population cannot be completed and you will be required to answer the
guestion. If the answers provided are no longer correct, please contact the CSAT

Help Desk.
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Question #

SVA Question

[Q1.01-3311]

Enter the facility identification number from the DHS initial notification letter.

Does the DHS SVA initial notification letter indicate that the facility is a Tier 4

[Q1.0-3314 | - cility»
[Q:2.0-971] Does the DHS initial notification letter indicate that the facility should address
- security issues related to release-toxic COI?
[0:2.0-3131] Does the DHS initial notification letter indicate that the facility should address
o security issues related to release-flammable COI?
i Does the DHS initial notification letter indicate that the facility should address
[Q:2.0-3132] - :
security issues related to release-explosive COI?
Does the DHS initial notification letter indicate that the facility should address
[Q:2.0-3172] | security issues related to theft/diversion of explosive/improvised explosive
device precursor (IEDP) COI?
[0:2.0-3171] Does the DHS initial notification letter indicate that the facility should address
o security issues related to theft/diversion of weapon of mass effect (WME) COI?
Does the DHS initial notification letter indicate that the facility should address
[Q:2.0-3151] | security issues related to theft/diversion of chemical weapon/chemical weapon
precursor (CW/CWP) COI?
[0:2.0-3173] Does the DHS initial notification letter indicate that the facility should address
o security issues related to sabotage/contamination COI?
[Q:2.1-1037] | Select the release-toxic COI that are listed in the letter.
[Q:2.2-1038] | Select the release-flammable COI that are listed in the letter.
[Q:2.3-1039] | Select the release-explosive COIl that are listed in the letter.
[Q:2.6-1043] | Select the theft/diversion EXP/IEDP COI that are listed in the letter.
[Q:2.5-1042] | Select the theft/diversion WME COI that are listed in the letter.
[Q:2.4-1041] | Select the theft/diversion CW/CWP COlI that are listed in the letter.
[Q:2.7-1671] | Select the sabotage/contamination COI that are listed in the letter.

[Q:2.98-3411]

Have all of the security issues and chemicals of interest from the DHS initial
notification letter been entered?

[Q:2.92-5911]

What is the surrounding topography of the facility?
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4. General Facility Information

The first section of the SVA, the General section, requires you to provide facility information in data fields if they have not been

pre-populated with CSAT Top-Screen information. The information requested in this section can be found in the DHS initial
notification letter.

General
[ coack § save J nexcn |

MNavigate to the next and previous screens by using the Nexd and Back buttons on the page. Using these buttons will automatically save the information thatwas entered on the page. Do not use
the browser's navigation buttons. Using the browser's navigation buttans can resultin lost data.

Enter the facility identification number from the DHS Initial Notification Letter
[Q:1.01:3311]

Does the DHS Initial Notification letter indicate that the facility is a Tier 4 facility?
[0:1.01-3314]

O ves

O no

Provide a short description of the functional operation of this facility, particularly with respect to the COI listed in your letter.
For example
"this facility produces XYZ chermical as an intermediate product for further refining"

or
"this facility purchases XYZ chermical in bulk containers and packages it in retail containers for sale”

[2:1.01-13011]
[ back |

Picture 4.1: SVA General Section Screen
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4.1 Facility Information Details

The following table lists the questions that must be answered at the beginning of the General section, as well as details regarding
how the questions should be answered.

Question # SVA Question Question Details
Facility Identification Number: Enter the DHS will assign each regulated facility a unique chemical security identification
[@:1.0-3311] facility identification number from the DHS | number. This number can be found in the DHS initial notification letter as well as
initial notification letter. on the CSAT launch page, shown previously in Picture 4.1.
B ) _ o e If so, answer Yes and follow the instructions on the next page to indicate if an
Fa(?'!'ty Tler Leve!. D_oes the DHS |n|t_|a_1l ) ASP will be uploaded in lieu of completing the SVA.
[Q:1.0-3314] notification letter indicate that the facility is

a Tier 4 facility?

¢ Facilities with a preliminary tier level of Tier 1, Tier 2, or Tier 3 are not eligible
to submit an ASP. In these cases, answer No and complete the CSAT SVA.

[Q: 1.01-13011]

Facility Description: Provide a short
description of the functional operation of
this facility, particularly with respect to the
COl listed in your letter.

¢ Descriptions could be worded similarly to these examples: “This facility
produces XYZ chemical as an intermediate product for further refining”, or
“This facility purchases XYZ chemical in bulk containers and packages it in
retail containers for sale.”

U.S. Department of Homeland Security
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4.2 Updating Facility Information

The General section allows you to review and update your facility’s information. Name, location and other facility information will be
completed from previous surveys. Click on the [Update Facility Info] button to edit the address and provide other facility information.
The table below provides more information on how to update facility information.

SVA Data
Field/Question

Data Field/Question Details

Facility Information

e Facility Name: The name must be specific to your facility. If your facility is one of a corporation’s multiple facilities, the
name should be the corporate name and the location (e.g., “ABC Oil Refining — Hightown Plant”).

¢ Alternative Facility Name: Provide any alternative name(s) by which your facility may be known (e.g., “Green Street
Facility” or “Downtown Facility”). If your facility has no alternative name, leave this field blank.

e Facility Location Address: Enter your facility’s address for its physical location, including the street, city, state, ZIP
code (with the four-digit extension, if applicable), and county. This address might not be the same as your facility’s
mailing address. Use local street and road designations, not post office or rural box numbers.

Parent Company

Enter the name and Dun and Bradstreet (DUNS) number of the corporation(s) or other business entity/entities (if any)
that control at least 50 percent of the voting stock of the company that owns or operates the facility.

o If a facility is owned by a joint venture, enter the name and DUNS number of the first of the two major owners.

o If a facility does not have a parent company or is not owned or operated by a joint venture, leave these fields blank and
complete the Describe the facility’s ownership text box provided.

Co-located Entities

Choose the appropriate description of the facility’s relationship to other entities, operations or businesses (if any) on its
property (i.e., hosts a tenant on-site; is a tenant on another entity’s facility, or is the sole occupant of the property). A
facility that is co-located shares a site with another company's facility through either a host or a tenant agreement.

e If a facility does not share a site with another company's facility, it is the sole tenant and you should select the Not
applicable option button.

o If a facility is host to a co-located tenant facility or is a co-located tenant facility, please provide the name and EPA RMP
ID for each host/tenant facility. Add additional rows if necessary by clicking the [Add] button.

e If the facility does not share its property with another facility, leave this field blank.
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SVA Data
Field/Question

Data Field/Question Details

An SVA enables the identification and evaluation of security hazards, threats, countermeasures, and vulnerabilities.

Security ¢ If an SVA has been conducted for your facility, select the Yes option button and enter the methodology used for the
Vulnerability SVA.
Assessment (SVA) | o For facilities that have conducted an SVA previously, enter the date when the most recent SVA was completed at the
facility. Use the following date format: mm/dd/yyyy (e.g., May 1, 2006 is entered as 05/01/2006).
Provide the five- or six-digit NAICS code that corresponds most closely to the primary activity of your facility as a whole.
The first three digits of the code define a major business sector (e.g., 325 represents Chemical Manufacturing), and the
Facility NAICS last two or three digits indicate an establishment’s specialty within the major sector (e.g., 325131 represents Inorganic
Dye and Pigment Manufacturing). NAICS codes are maintained by the U.S. Census Bureau, and they can be found on its
Web site at http://www.census.gov/epcd/naics02/.
Provide the facility’s nine-digit DUNS number. This number is a unique identifier that allows facility information to be
Facility DUNS cross-referenced with other business information. If a facility has a DUNS number, it should be available from the

company’s financial officer or corporate headquarters. It can also be located through the DUNS Web site at
http://www.dnb.com.

EPA RMP Facility
ID

If a facility conducts EPA RMP-covered processes, fill in the unique 12-digit number assigned to the facility by the RMP
Reporting Center. The RMP Reporting Center includes this number in the acknowledgment letter to the facility. If a facility
does not operate an RMP-covered process, leave this field blank.

Owner Name

Enter the name of the person or entity that owns the facility. This may be a person, company, cooperative, state,
municipality, or other entity. It may or may not be the same as the name entered for the facility operator; if the owner and
operator are the same, enter the same information in both data fields.

Operator Name

Enter the name of the person or entity that is responsible for the daily operations of the facility. This may be a person,
company, cooperative, state, municipality, or other entity. It may or may not be the same as the name entered for the
facility owner; if the owner and operator are the same, enter the same information in both data fields.

Number of Full
Time Employees

Enter the maximum number of employees. Provide the number of full-time (or resident) contractors at the facility at any
given time, including shift changes. Do not include part-time or short-term workers, such as those who are brought in for
turnarounds or construction, when determining this number. Do not use commas when entering data.
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SVA Data
Field/Question

Data Field/Question Details

Facility
Coordinates

Please verify that the latitude/longitude coordinates are correct. Latitude and longitude cannot be changed on this screen;

please contact the CSAT Help Desk to modify incorrect latitude and/or longitude information.

e When you are finished updating your facility’s information, click the [OK] button on the bottom of the screen to save

your updates.

e To leave the screen without saving your updates, click the [Cancel] button on the bottom of the screen.

NOTE: Special Handling of the Owner and Operator Names. During completion of the SVA, or at any point after
submission of the initial Top-Screen, only one of these fields may be edited; once changed, the other field will become
uneditable. For further clarification or help with updates, please call the Help Desk.

U.S. Department of Homeland Security
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4.3 Facility Map

The Facility Map screen allows you to identify the location of the facility on an interactive aerial map of the subject facility and its
immediate surrounding area. There are two primary features to assist the user with map navigation: the map tool bar and the
associated map help table, which provides information on how to use the map tool bar.

Facility Map

The map below will be used throughout the SVA, Please review itta ensure that it accurately shows the
location of your facility. Use the Zoom /», Zoom Qut, and Pan buttons 1o navigate the map

Map Tool Bar

If the map does not load, please use the application's Map Help
button and then press the EXIZH hutton to return Table

to this page.

Click a butten in the map toolbar to choose a toal. The toals
may be used as follows:

ZoomIn | Click and drag to create a rectangle around the
area that you want to magnify.

Map Display
Area

Zoom Out | Click and drag to zoom out

Pan Click and drag to view other parts of the map
without resizing. The map will move in the
direction you drag

Full Extent | Click the Full Extent button once to view the
magnification that shows the entire map. Atthe
full extent, you will not be able to zoom out further.

Ifthe map does not show your facility, contact the Help Desk or upload a replacement map. To upload a map,
press the Upload Facility Map button below.

Upload Facility Map

Da not press Mext until you are satisfied that the map shown above is adequate for identifying your facility,
characterizing assets. and identifving attack locations

Picture 4.2: Facility Map Screen

U.S. Department of Homeland Security
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The map tool bar features the following functions:

(o}

Panning: Click the [Pan] button to navigate within the map to find the facility. After clicking [Pan], place your pointer within
the map display area, hold down your left mouse button, and drag the map to the desired location. Click the [Pan] button
again to deactivate the pan function.

Zooming In: Click the [Zoom In] button to increase the magnification of the map display area where the facility is located.
After clicking the [Zoom In] button, place your pointer near the place within the map display area you would like to
magnify. Hold down your left mouse button, and drag the pointer to form a red box around the specific location that needs
to be magnified. You can continue to use this method to zoom to the level of magnification that is sufficient for locating the
facility. Click the [Zoom In] button again to deactivate the magnification function.

Zooming Out: Click the [Zoom Out] button if additional adjustment to the map display area is necessary to allow for a
wider view. After clicking the [Zoom Out] button, place your pointer near the place within the map display area you would
like to contract. Hold down your left mouse button, and drag the pointer to form a red box around the specific location that
needs to be contracted. Click the [Zoom Out] button again to deactivate the contraction function.

Full Extent: Click the [Full Extent] button to reset the map to its fullest view. Repeat the steps described above until the
facility is clearly identified.

Once you are satisfied that the facility has been located and that you have successfully placed an image of the facility within
the map display area, click the [Next] button at the bottom of the screen.
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4.3.1 Uploading Images

If you cannot locate the facility on the map provided or the image of the facility you have found does not provide adequate detail, you

have the option of uploading another image to better suit your needs. Click the [Upload Facility Map] button beneath the map display
area, and a new screen will appear.

Upload Map Image

Use the form helow to upload an image file that shows the full extent of your facility. The full extent image shall have
enough detail to show buildings, roads, and docks, and is large enough to include all assets plus an area 950 feet
heyond any asset. This image will be used as a map to allow you to specify the location of assets and attack

scenarios. The pan, zoom in and zoom out features located on the map tool bar may be used to display the full extent
of your facility.

|mage Dimensions Image of facility Iocation:l Browse. |
Units Drop-Down Clickine Br

List Box —

pted: BMP, JFEG, PNG, TIFF, GIF. The image must
cal diagram), show relevant buildings, roads, and docks,
and include alarge enough area to show all assets plus an area 950 feet beyond any asset

scale representation (not a I

Image dimensions units: | decimal degrees B Specify the units used for the Width and Heightvalues below

Wi[lth:l Height:l

Upload map information m

Picture 4.3: Upload Map Image Screen

To submit a new image, click the [Browse] button on the right side of the Image of facility location text box. The Choose file
dialog box will appear, where you will select the facility image file you would like to submit.

U.S. Department of Homeland Security 22



CSAT Security Vulnerability Assessment Application Instructions

e When submitting a new image, you will need to specify the dimension units (in terms of width and height) of the image. From
the Image dimensions units drop-down list box, you can select one of the following units of measurement: miles, meters,
yards, feet, and decimal degrees. After selecting the measurement unit, provide the measurements in the Width and Height
text boxes.

e When you are finished, click the [Upload map information] button. Click the [Cancel] button to leave the screen without
uploading a new facility image file.

4.4 Tier 4 Status and Alternate Security Program Submission

CFATS provides Tier 4 facilities with the option of submitting a SVA or submitting an ASP in place of a SVA. After completing the
Facility Map screen, all Tier 4 facilities will be directed to another screen which will provide the option to upload an ASP. All other
facilities (e.g., Tier 1, Tier 2 and Tier 3) will be directed to the Facility Security Issues section to complete a CSAT SVA (see
Section 5 for more details).

Before deciding whether to proceed with that option, a Tier 4 facility should be familiar with the requirements of 6 CFR 88 27.215 and
27.235. Tier 4 facilities that choose to upload an ASP must also provide in the ASP the name of any (non-CSAT) SVA methodology
previously used and the date the non-CSAT SVA was completed.

The following table lists the questions that must be answered to submit an ASP, as well as details regarding how the questions
should be answered. Each of these questions requires Yes or No answers. If you answer No to any of these questions, you will be
given the option of returning to the CSAT SVA (beginning with the Facility Security Issues section) or continuing with the ASP
guestions and the ASP uploading procedure.

Question # ASP Question Question Details
¢ If you plan to upload an ASP and not complete the CSAT SVA, answer Yes, and
[Q:1.01-3315] Do you want to upload an Alternate follow the remaining instructions on uploading an ASP to DHS.
o Security Program (ASP)? « If you do not plan to upload an ASP, answer No, and you will be prompted to

complete the CSAT SVA.
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Question # ASP Question Question Details
SVA Scope (Issues and Chemicals V\k/)hen ¥£uta;]nsw;rlges to tt_?ls q(;Jetst]lor(;, .|t iconflém|ggtthgt|:tAh$$SP c0\|/|ers a|||| Col
of Interest): Does the ASP cover all a o;(e ble res .? ' guan I'clies t.]f 3' © ﬂ']n . F?E_’eln D;.f. ?. lett ,.as wellas a
01.1-3316] of the facility assets that are applicable security issues identified in the initial notification letter:

associated with the security issues
and chemicals of interest specified
in the DHS Initial Notification letter?

¢ Release of toxic, flammable or explosive COI
¢ Theft/diversion of COI
e Sabotage/contamination of a COI.

[Q:1.1-11671]

Does the ASP use a Center for
Chemical Process Safety (CCPS)-
approved methodology?

Provide a Yes or No answer accordingly.

[Q:1.1-11672]

Does the ASP address the asset
characterization factors described in
6 CFR 27.215?

Asset characterization includes:
e The identification and characterization of potential critical assets;

e The identification of hazards and consequences of concern for the facility, its
surroundings, its identified critical asset(s), and its supporting infrastructure; and

e The identification of existing layers of protection.

[Q:1.1-11673]

Does the ASP address the threat
assessment factors described in 6
CFR 27.215?

Threat assessment includes a description of possible internal threats, external threats,
and internally-assisted threats.

[Q:1.1-3317]

Does the ASP cover all of the
applicable attack modes included in
the CSAT SVA?

When you answer Yes to this question, you are confirming that the ASP covers all
applicable attack scenarios described in the CSAT SVA Attack Scenario Descriptions.
The CSAT SVA Attack Scenario Descriptions are located online at csat.dhs.gov/csat,
and are available to active CSAT users who have completed CVI training and have
started their SVA. The descriptions cover the following threat areas:

¢ Vehicle Borne Improvised Explosive e Diversion
Device (VBIED) e Sabotage

o Maritime e Assault Team

o Aircraft o Standoff.

e Theft

U.S. Department of Homeland Security
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Question #

[Q:1.1-11674]

Security vulnerability analysis includes the identification of potential security
vulnerabilities and existing countermeasures, including their level of effectiveness in
both reducing identified vulnerabilities and in meeting the applicable Risk-Based
Performance Standards (RBPS).

Does the ASP address the
countermeasures factors described
in 6 CFR 27.215?

[Q:1.1-11675]

Does the ASP address the risk Risk assessment includes a determination of the relative degree of risk to the facility in
assessment factors described in 6 terms of the expected effect on each critical asset and a likelihood estimation of an
CFR 27.2157 attack’s success.

[Q:1.13-3320] Non-CSAT Security Vulnerability In the text box provided for this question, enter the name of the non-CSAT SVA
o Assessment Methodology. methodology was previously used at the facility.

[0:1.13-3331] Date of Non-CSAT Security Enter the date of when the non-CSAT SVA methodology was used at the facility. Use
o Vulnerability Assessment. the mm/dd/yyyy date format (e.g., May 1, 2006 is entered as 05/01/2006).

4.4.1 Uploading Alternate Security Program Documents

After you answer the previous questions, you will be prompted to submit ASP documents. Enter the name of the first ASP document
you wish to submit in the text box provided, and then click the [Add] button next to it (see Picture 4.4).

ASP Files
[@:1. 169 11]

Picture 4.4: ASP Document Name Text Box
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After the first document name is added, the following changes will happen to the screen:

e The [Add] button will change to a [Delete] button, which you can use if you choose to delete that document from your
submission.

e Another text box and [Add] button will appear that will allow you to add additional documents. You can submit as many
documents as needed.

o A [Describe] button will appear to the right of the text box where you entered the file name.

[Coveri 25P A
fomer st A

Picture 4.5: ASP Document Delete and Describe Buttons

To submit a file with the document name, click the [Describe] button. The following screen will appear:

Browse to locate the file Cover My ASP

Click the Browse... button to locate the ASP file on your computer or network. Do not upload password-protected files.

Browse...

4 Only the following file formats are accepted: .pdf, .bd, doc, wpd, xls, .dwag, .rff,_bmp, png, .gif, jpg, .odti, .ods, odp, .odg

Enter a brief description of the uploaded ASP file.

Picture 4.6: ASP Document Selection and Description Screen
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Click the [Browse] button on the new screen. The Choose file dialog box will appear, where you will select from your computer or
network the ASP document you would like to submit. In the text box provided below, enter a description of the file you are submitting.
When you are finished, click the [Next] button at the bottom of the screen and you will be returned to the ASP document submission
list screen.

When you are finished naming, uploading, and describing ASP documents, answer Yes to the question “Have you uploaded all ASP
documents and provided detail information?”, which is located beneath your list of ASP documents, and click the [Next] button. You
will be taken to the next screen in the ASP process.

4.4.2 Uploading Plot Plans/Maps

After you upload your ASP documents, you will be prompted to submit plot plans and/or maps for your facility site. Please be sure
that the locations of assets that are analyzed in the submitted ASP for each COI and security issue are marked on the plot
plans/maps. If necessary, include within the map a legend to icons/assets that are used in the plot plans/maps. Enter the name of the
first plot plan/map you wish to submit in the text box provided, and then click the [Add] button next to it (see Picture 4.7).

Plot Plan/Map Hame to Upload

Picture 4.7: Plot Plan/Map Name Text Box

After the plot plan/map name is added, the following changes will happen to the screen:

e The [Add] button will change to a [Delete] button, which you can use if you choose to delete that plot plan/map from
your submission.

o Another text box and [Add] button will appear that will allow you to add additional plot plans/maps. You can submit as many
plot plans/maps as needed.
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A [Describe] button will appear to the right of the text box where you entered the file name.

fuap Exarnple A
Incomplete
[omer st A
Incomplete
|  add |
Picture 4.8: Plot Plan/Map Name Delete and Describe Buttons

To submit a file with the plot plan/map name, click the [Describe] button. The following screen will appear:

Browse to locate the plot planfmap file for uploading.

Browse... |

4 The following file formats are accepted: .pdf, b, .doc, .wpd, xls, .dwg, .fif, bmp, .png, .gif, jpg, .odt, .ods, .odp, .odg.

Enter the image width and image height in miles.

Image width (miles):

1.31-2358]

Image height (miles):

Picture 4.9: Plot Plan/Map Selection and Description Screen
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Click the [Browse] button on the new screen. The Choose file dialog box will appear, where you will select from your computer or
network the plot plan/map you would like to submit. For each map image, provide the height and width dimensions in miles for the
site depicted on the map in Image width (miles) and Image height (miles) text boxes provided below. When you are finished, click
the [Next] button at the bottom of the screen and you will be returned to the plot plan/map submission list screen.

When you are finished naming, uploading, and describing plot plans/maps, answer Yes to the question “Have you uploaded all ASP
documents and provided detail information?”, which is located beneath your list of plot plans/maps. You will then click the [Next]
button to complete the ASP process.

4.4.3 Completing Alternate Security Program Submission

After completing the upload of ASP documents and plot plans/maps, the last screen in the ASP process will read: “Thank you for
submitting an ASP for consideration by DHS. DHS will review your ASP submission and subsequently inform you of its acceptance
or rejection.”

Click the [Next] button at the bottom of the screen to proceed. Instructions on final validation and final submission of your ASP are
detailed in Section 9.
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5. Facility Security Issues

The first step of the CSAT SVA process is to define the security issues and COI for the facility. The information that you enter into the
Facility Security Issues section will enable you to define assets later in the Asset Characterization section. It will also serve as the
basis for identifying the applicable attack scenarios in the Vulnerability Analysis section. To complete this section, you should refer
to the DHS initial notification letter that identifies the facility’s security issue(s) and the related COI.

5.1 Reporting Facility Security Issues

When completing the CSAT Top-Screen, the facility answered a number of questions pertaining to different security issues. Based
on the facility’s responses to the Top-Screen, none, some, or all of these security issues may be identified in the DHS initial
notification letter. NOTE: Only the identified security issues documented by DHS in this letter must be entered into the CSAT SVA.
The security issues that may be listed in a facility’s DHS initial notification letter include:

o Release-toxic, release-flammable, and/or release-explosive chemicals with the potential for offsite impacts;

o Theft-EXP/IEDP (explosive/improvised explosive device precursor) chemicals, theft-WME (Weapons of Mass Effect)
chemicals, and theft-CW/CWP (chemical weapon/chemical weapon convention precursor) chemicals; and/or

e Sabotage/contamination chemicals.

When the Facility Security Issues section of CSAT SVA is selected (either from the navigation bar or following the completion of
information in the General section), you will need to answer seven questions. These questions require you to identify which security
issues were reported by DHS in the initial notification letter. The following table lists the security questions that must be answered,;
each question requires a Yes or No answer.
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Question # SVA Question
) Release-Toxic COIl: Does the DHS initial notification letter indicate that the facility should address security issues related to
[Q:2.0-971] :
release-toxic COI?
i Release-Flammable COIl: Does the DHS initial notification letter indicate that the facility should address security issues
[Q:2.0-3131]
related to release-flammable COI?
) Release-Explosive COIl: Does the DHS initial natification letter indicate that the facility should address security issues
[Q:2.0-3132] .
related to release-explosive COI?
[Q:2.0-3172] Theft/Diversion-Explosive/Improvised Explosive Device Precursor COl: Does the DHS initial notification letter indicate that
o the facility should address security issues related to theft-EXP/IEDP COI?
[0:2.0-3171] Theft/Diversion-Weapons of Mass Effect COl: Does the DHS initial notification letter indicate that the facility should
o address security issues related to theft-WME COI?
[Q:2.0-3151] Theft/Diversion-CW/CWP COIl: Does the DHS initial notification letter indicate that the facility should address security
o issues related to theft-CW/CWP COI?
[0:2.0-3173] Sabotage/Contamination COI: Does the DHS initial notification letter indicate that the facility should address security issues

related to sabotage/contamination COI?

NOTE: For some facilities, this information may be pre-populated. If the SVA has been pre-populated, the Summary of COI and
Security Issues screen (see Picture 5.2) will be displayed, see section 5.3.

U.S. Department of Homeland Security

31



CSAT Security Vulnerability Assessment Application Instructions

5.2 Reporting Chemicals of Interest

After you identify which security issues were reported by DHS in the initial notification letter, you will be required to identify the COls

that were reported by DHS in the initial notification letter on a screen similar to that in Picture 5.1.

Facility Security Information
| coack J rest» |

Release Toxic Chemicals of Interest

Indicate which release toxic chemicals of interest are listed in the DHS Initial Notification Letter.

The default settings on this list indicate that the chemical of interestis NOT listed in the letter. You must select ¥es ifthe chemical is listed in the letter.

Chemical Name T Was the chemical

listed in the letter?
[@:2.1-1027]

Acrolein 107-028 @ ves O Mo

[2-FPropenal or Acrylaldehyde]

Allyl alcohol 107186 Yes  © No

[2-Fropen-1-ol]

Arrmonia (anfydrous) TEG4-41-7 O Yes & Mo

Ammonia (cone. 20% or greater) THG4-41-7 © oyes @ o

Picture 5.1: COIl Identification Screen

Depending on the number of security issues reported for your facility, up to six additional screens will be displayed for you to report
the specific COls related to those security issues and identified in the DHS initial notification letter. NOTE: These are the COls and
the security issues that will be the focus of the CSAT SVA.

For each security issue/chemical combination, you must select the COI identified under each security issue in the DHS initial
notification letter. Each combination is listed in the following table.
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Question #

SVA Question

Question Details

[Q:2.1-1037]

Release-Toxic COI

Select the release-toxic COl listed in the initial notification letter. The default settings for this
guestion indicate that the chemicals are not present at the facility. You must change the answer to
Yes for each chemical listed in the letter under the security issue Release of Toxic Chemicals.

[Q:2.2-1038]

Release-Flammable COI

Select the release-flammable COI that are listed in the initial notification letter. The default settings
for this question indicate that the chemicals are not present at the facility. You must change the
answer to Yes for each chemical listed in the letter under the security issue Release-Flammable
Chemicals.

[Q:2.3-1039]

Release-Explosive COI

Select the release-explosive COIl that are listed in the initial notification letter. The default settings
for this question indicate that the chemicals are not present at the facility. You must change the
answer to Yes for each chemical listed in the letter under the security issue Release-Explosive
Chemicals.

[Q:2.6-1043]

Theft/Diversion-
Explosive/IED Precursor
col

Select the theft/diversion-explosive/IED precursor COIl that are listed in the initial notification letter.
The default settings for this question indicate that the chemicals are not present at the facility. You
must change the answer to Yes for each chemical listed in the letter under the security issue
Theft/Diversion-Explosive/IED Precursor Chemicals.

[Q:2.5-1042]

Theft/Diversion-WME
Col

Select the theft/diversion-WME COI that are listed in the initial notification letter. The default
settings for this question indicate that the chemicals are not present at the facility. You must
change the answer to Yes for each chemical listed in the letter under the security issue
Theft/Diversion-WME Chemicals.

[Q:2.4-1041]

Theft/Diversion-
CW/CWP COI

Select the theft/diversion-CW/CWP COl that are listed in the initial notification letter. The default
settings for this question indicate that the chemicals are not present at the facility. The user must
change the answer to Yes for each chemical listed in the letter under the security issue
Theft/Diversion-CW/CWP Chemicals.

[Q:2.7-1671]

Sabotage/Contamination
col

Select the sabotage/contamination COI that are listed in the initial notification letter. The default
settings for this question indicate that the chemicals are not present at the facility. The user must
change the answer to Yes for each chemical listed in the letter under the security issue
Sabotage/Contamination Chemicals.
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5.3 Summary of Facility Security Issues

After you have indicated all of the COls included in the DHS initial notification letter, a summary screen is shown (as seen below in
Picture 5.2) that lists the COls that you indicated were in the letter.

Facility Security Information
| «back |

Summary of Chemical(s) of Interest and Security Issues Included in the Initial Notification Letter

Release Toxic Chemicals of Interest

Chemical Name | casa |

Aerolein 107-02-8
[2-Propenal or Acrylaldehyds]

Release Flammable Chemicals of Interest

Chemical Name [ cast |
Propylene 1156-07-1
[1-Propens]

Release Explosive Chemicals of Interest

No explosive chemicals of interest are present.

Picture 5.2: COIl and Security Issues Summary Screen

If the information on the summary screen matches all of the security issues and COI from the DHS initial notification letter, select Yes

and then click the [Next] button at the bottom of the screen to continue.
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5.4 Facility Characteristics

For facilities that have Release-Toxic COls, the following question must be answered:

Question #

SVA Question

Question Details

[Q:2.92-5911]

Facility Topography:
What is the surrounding
topography of the
facility?

Select the option that best defines the area surrounding the facility: Urban or Rural. The entry here
should match the corresponding entry in the CSAT Top-Screen. As in the Top-Screen, if a facility
is covered by the EPA RMP rule (40 CFR Part 68), your answer should be consistent with the
facility’s current RMP on file with EPA. If a facility is not covered by a current RMP and the terrain
surrounding the facility varies depending on the approach to the facility, select the topography
(urban or rural) that is most representative of the facility’s location. If you are still unsure, select
Rural.

All facilities must answer the following question:

Question #

SVA Question

Question Details

[Q:2.92-3313]

Is the facility located on
a navigable waterway?

You should answer Yes to this question if there is a waterway along any portion of the facility
perimeter that can accommodate small-to-large watercraft. This includes vessels ranging between
small pleasure craft, barges, and deep draft vessels. If you answer No for your facility, you will not
evaluate a Maritime attack mode as part of the vulnerability analysis because it is not applicable
for your facility.

5.5 Facility Security Information

When entering facility security information, you will need to enter information about security equipment, systems, inventory, and
personnel controls.
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5.5.1 Facility Security Equipment

If your facility has any security equipment that helps reduce the vulnerability of COI that the DHS initial notification letter has noted,
select Yes on the top of the Security Equipment screen and answer the additional questions on the screen. If your facility does
not have any security equipment to help reduce the vulnerability of COIs, select No and click the [Next] button on the bottom of
the screen.

List any security equipment at the facility that might help reduce the vulnerability of COI. List only security equipment that
applies across the entire facility, as opposed to equipment related to a specific COI or asset. Possible examples of security
equipment include:

e Closed circuit TV (CCTV) surveillance systems

e Security response team and equipment location(s)

e Intrusion detection/monitored security alarm systems
e Security communications systems

e Other similar equipment or systems identified by the facility.

Security Equipment Location Suppon Systems Required

[0:2 93-8331] [0:2 93-8332] [2:2 038333

Picture 5.3: Facility Security Equipment Columns
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Follow these steps when entering information on the Security Equipment screen:

1. Use the drop-down list box under the Security Equipment heading to select the name of the security equipment. NOTE: If
the facility has none of the security equipment shown in the Security Equipment drop-down list box, leave this question

blank and proceed to the question on the bottom of the screen, as listed in step 5.

2. Enter the location of the equipment in the text box under the Location heading.

Enter any support systems required to run the equipment in the text box under the Support Systems Required heading.

4. When you are finished entering information, click the [Add] button. A new entry line will appear for additional security
equipment. Continue adding entries until all applicable items have been provided. After each entry, the [Add] button will
change to a [Delete] button, which you can use if you choose to delete an entry from your submission.

5. If there are other types of security equipment at the facility that are not included in the drop-down box, answer Yes to the
guestion at the bottom of the screen that reads, “Does the facility have other types of security equipment?” See Section 5.5.2
for more details. Click the [Next] button to continue.

Possible examples of information related to security equipment are described in the table below.

Equipment

Location

Support Systems Required

CCTV surveillance equipment covering all
normal access points and major storage areas

Cameras are pole mounted and video system
is monitored from the security station at the
front gate

Electric power; system is not included on the
emergency power backup system

Intrusion monitoring system (IMS) on all gates
when they are not staffed by security personnel

Three gates, with intrusion notification to
security station at front gate and corporate
security center

Electric power; IMS is backed up for 45
minutes by UPS and can be switched to
emergency AC power

Security guard vehicles and response
equipment

Garaged next to onsite fire department at west
end of plant

None

Emergency communications system within
facility and to offsite responders

Security station at front gate

Normally provided with AC power, but operates
on battery backup for up to 12 hours
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Equipment Location Support Systems Required
Perimeter fence line at 7 ft height, 2-inch 9- Entire plant perimeter None
gauge chain-link mesh with 3-strand barb-wire
outrigger/pedestrian and vehicle gates are
commensurate in height and design with the
fence line
Concrete jersey-type vehicle barriers Positioned outside fence line near toxic COl rail | None

car unloading station near the south perimeter
fence line

Proximity Card Access Control System located
at main vehicle gate grants access to plant
employees to enter the site

Main gate on the north side of the site

Electric power; system is included on the
emergency power backup system

5.5.2 Additional Security Equipment

If you answered Yes to the question “Does the facility have other types of security equipment?”, you will be taken to a screen with

three columns, as seen in Picture 5.4.

Security Equipment Description

Location

Support Systems Required

Picture 5.4: Additional Facility Security Equipment Columns
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Use the text box under the Security Equipment Description heading to name and describe security equipment that you
were not able to submit on the previous screen. List only security equipment that applies across the entire facility, as opposed
to equipment related to a specific COI or asset.

Enter the location of the equipment in the text box under the Location heading.
Enter any support systems required to run the equipment in the text box under the Support Systems Required heading.

When you are finished entering information, click the [Add] button. A new entry line will appear for additional security
equipment. Continue adding entries until all applicable items have been provided. After each entry, the [Add] button will
change to a [Delete] button, which you can use if you choose to delete an entry from your submission.

When you are finished entering additional facility security equipment information, enter the appropriate answer to the question
at the bottom of the screen, “Have all other security equipment been entered?” Click the [Next] button to continue.
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5.5.3 Utility Systems and Infrastructure Support

If the facility has any utility systems or infrastructure support required for the security equipment, select Yes on the top of the Utility
Systems and Infrastructure Support screen and answer the additional questions on the screen. If the facility does not have any
utility systems or infrastructure support required for the security equipment, select No and click the [Next] button on the bottom of

the screen.

List utility systems or other infrastructure support required by the security equipment and specify where on the facility the utility
systems or infrastructure support are located. Possible examples include:

o Electric power systems
o Backup power systems

e Others identified by the facility.

System/Infrastructure Location

| | Add |

Picture 5.5: Utility Systems and Infrastructure Support Columns

Follow these steps when entering information on the Utility Systems and Infrastructure Support screen:

1. Use the drop-down list box under the System/Infrastructure heading to select the name of the utility systems or
infrastructure support. NOTE: If the facility has none of the utility systems or infrastructure support shown in the Security
Equipment drop-down list box, leave this question blank and proceed to the question on the bottom of the screen, as listed

in step 4.
2. Enter the location of the utility systems or infrastructure support in the text box under the Location heading.
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3. When you are finished entering information, click the [Add] button. A new entry line will appear for additional utility systems or
infrastructure support. Continue adding entries until all applicable items have been provided. After each entry, the [Add]
button will change to a [Delete] button, which you can use if you choose to delete an entry from your submission.

4. If there are other types of utility systems or infrastructure support at the facility that are not included in the drop-down box,
answer Yes to the question at the bottom of the screen that reads, “Does the facility have other types of utility systems or
infrastructure?” See Section 5.5.4 for more details. Click the [Next] button to continue.

Possible examples of information related to utility systems or infrastructure support are described in the table below.

System/Infrastructure Location

Two offsite feeds to facility with redundant buses on site. UPS backup for instrumentation located in rack room at the

Electric power . " .
P Central Control Room. Emergency diesel backup power for critical safety loads located just west of control room.

5.5.4 Additional Utility Systems

If you answered Yes to the question “Does the facility have other types of utility systems or infrastructure?”, you will be taken to a
screen with two columns, as seen in Picture 5.6.

System/Infrastructure Description Location

Picture 5.6: Additional Utility Systems and Infrastructure Support Columns
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1. Use the text box under the Security/Infrastructure Description heading to name and describe utility systems or
infrastructure support that you were not able to submit on the previous screen.

2. Enter the location of the equipment in the text box under the Location heading.

3. When you are finished entering information, click the [Add] button. A new entry line will appear for additional utility systems or
infrastructure support. Continue adding entries until all applicable items have been provided. After each entry, the [Add]
button will change to a [Delete] button, which you can use if you choose to delete an entry from your submission.

4. When you are finished entering additional facility security equipment information, enter the appropriate answer to the question
at the bottom of the screen, “Have all other utility systems been entered?” Click the [Next] button to continue.

5.5.5 Inventory Control Measures

Facilities that have theft/diversion COI (as listed on the facility’s DHS initial notification letter) will need to answer the following
guestions.

If the facility has any inventory control measures that would help reduce vulnerability to theft/diversion of COI, select Yes on the top
of the Inventory Control screen and answer the additional questions on the screen. If the facility does not have any inventory
control measures that would help reduce vulnerability to theft/diversion, select No and click the [Next] button on the bottom of the
screen. Possible examples of information related to inventory control measures are described in the table below.

Inventory Control Measure Automated? Frequency Applied Location COlI Covered

Electronic scanning of all specialty

. Yes Weekly Storage area #7 and #8 Diborane
product inventory

Packaged products are stored and

. ; No Weekly Warehouse #10 Phosphine
inventoried separately
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Enter the name of the first inventory control measure you wish to submit in the text box provided on the Inventory Control screen,

and then click the [Add] button next to it (see Picture 5.7).

Inventory Control Measures

| Add

Picture 5.7: Inventory Control Measures Text Box

After you add the first inventory control measure, the following changes will happen to the screen:

e The [Add] button will change to a [Delete] button, which you can use if you choose to delete that inventory control measure

from your submission.

e Another text box and [Add] button will appear the first that will allow you to add additional inventory control measures. You
can submit as many inventory control measures as needed.

o A [Describe] button will appear to the right of the text box where you entered the inventory control measure’s name.

[Q:2.55-83711

Inventory Control Measures

| Inventory Oversight

|

i ~dd |

ncamplete

& Describe: Inventory Oversight

Picture 5.8: Inventory Control Measures Delete and Describe Buttons
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To submit a detailed description of the inventory control measure, click the [Describe] button. A new screen will appear which will
require you to provide details regarding the following questions:

Question # SVA Question Question Details

[Q:2.951-8711] | Is the inventory measure automated? | Provide a Yes or No answer to this question.

Use the drop-down list box to indicate the frequency with which the inventory control

[Q: 2.951-8372] | Frequency Applied measure is applied.

[@Q: 2.951-8373] | Location Enter the location of the inventory control measure in the text box provided.

Inventory Control Feature: Is the Identify features of the inventory control measure by providing a Yes or No answer

[Q-2.951-10451] feature used in this control measure? | for each of the inventory control features that are listed. Identify all that apply.

[Q:2.951-8511], Identify any COI that are covered by the inventory control measure by providing a
[Q:2.951-8571], | Chemicals Covered by the Measure Yes or No answer for each of the Theft/Diversion COI that are listed. Identify all that
[Q:2.951-8573] apply.

When you are finished answering all of the inventory control measure description questions, select the Yes checkbox for the question
“Have all inventory control measures used at the facility been entered?” at the bottom of the screen, and then click the [Next] button
to continue.

When you are finished naming and describing inventory control measures, answer Yes to the question “Have all of the inventory
control measures used at the facility that would help reduce vulnerability to theft/diversion been entered?”, which is located
beneath your list of inventory control measures at the bottom of the Inventory Control screen. You will then click the [Next] button
to continue.

5.5.6 Personnel Access Control Measures

If the facility has any personnel access control measures that would help reduce vulnerability to an attack, select Yes on the top of
the Personnel Access Control Measures screen and answer the additional questions on the screen. If the facility does not have
any personnel access control measures that would help reduce vulnerability to an attack, select No and click the [Next] button on the
bottom of the screen.
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List any personnel access control systems in place at the facility that would be considered useful in reducing vulnerability to an
attack. Possible examples include:

Verification of credentials for all employees and visitors before entering the facility.

Allowing only authorized staff and vetted, escorted visitors to buildings at, near or adjacent to the facility’s assets.

Access Control Measure Is the control Frequency Applied  Location Personnel Covered
measure
automated?

A coves O | EN | [ naa

Picture 5.9: Personnel Access Control Measures Columns

Follow these steps when entering information on the Personnel Access Control Measures screen:

1.

Use the drop-down list box under the Access Control Measure heading to select the name of the measure. The list options
include:

Personnel recognition by officer: Access control system based on personnel recognition by security officer with no
picture or electronic badge.

Manual badge validation by officer: Access control system with manual badge validation by security officer.
Biometric validation: Access control system with biometric validation.

Computerized access with no validation: Access control system with computerized access with no validation (e.g.,
swipe or proximity card system with no guard or computer validation process).

Personnel access allowed on foot only: Personnel access allowed on foot only (i.e., employee and visitor vehicles not
allowed inside facility process boundary.
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NOTE: If the facility has none of the personnel access control measures shown in the Access Control Measure drop-down
list box, leave this question blank and proceed to the question on the bottom of the screen, as listed in step 7.

Enter the appropriate Yes or No answer under the Is the control measure automated? heading.

Use the drop-down list under the Frequency Applied heading to indicate the frequency with which the measure is applied.
Enter the location of the access control measure in the text box under the Location heading.

Enter the personnel who are covered by the access control measure in the text box under the Personnel Covered heading.

When you are finished entering information, click the [Add] button. A new entry line will appear for additional personnel
access control measures. Continue adding entries until all applicable items have been provided. After each entry, the [Add]
button will change to a [Delete] button, which you can use if you choose to delete an entry from your submission.

If there are other types of personnel access control measures at the facility that are not included in the drop-down list box,
answer Yes to the question at the bottom of the screen that reads, “Does the facility have other types of personnel access
control measures?” See Section 5.5.7 for more details. Click the [Next] button to continue.

Possible examples of information related to personnel access control systems are described in the table below.

Personnel Access Control Measure Automated? Frequency Applied Location Personnel Covered
. 24 hours a day, 7 days a Front gate and all All full/time and part time
Badge swipe system Yes .
week access points employees
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5.5.7 Additional Personnel Access Controls

If you answered Yes to the question “Does the facility have other types of personnel access control measures?”, you will be taken to
a screen with five columns, as seen in Picture 5.10.

© g~ w D

Personnel Access Control Description Is the control Frequency Applied  Location Personnel Covered
measure
automated?

Cvee O | 3 | | [ aca]

Picture 5.10: Additional Personnel Access Control Measures Columns

Use the text box under the Personnel Access Control Measure heading to name and describe the personnel access control
measure that you were not able to submit on the previous screen.

Enter the appropriate Yes or No answer under the Is the control measure automated? heading.

Use the drop-down list under the Frequency Applied heading to indicate the frequency with which the measure is applied.
Enter the location of the equipment in the text box under the Location heading.

Enter the personnel who are covered by the access control measure in the text box under the Personnel Covered heading.

When you are finished entering information, click the [Add] button. A new entry line will appear for additional personnel
access control measures. Continue adding entries until all applicable items have been provided. After each entry, the [Add]
button will change to a [Delete] button, which you can use if you choose to delete an entry from your submission.

When you are finished entering additional personnel access control measure information, enter the appropriate answer to the
guestion at the bottom of the screen, “Have all other access control measures been entered?” Click the [Next] button to
continue.
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5.5.8 Shipping and Receiving Control Measures

Facilities that have theft/diversion or sabotage COI (as listed on the facility’s DHS initial notification letter) will need to answer the

following questions.

If there are any shipping and receiving control measures in place at the facility that would be considered useful in reducing
vulnerability to an attack, select Yes on the top of the Shipping and Receiving Control Measures screen and answer the additional
guestions on the screen. If there are no shipping and receiving control measures in place at the facility that would be considered
useful in reducing vulnerability to an attack, select No and click the [Next] button on the bottom of the screen. Possible examples of
information related to shipping and receiving control measures are described in the table below.

Shipping and Receiving Control Measure

Automated?

Frequency Applied

Location

COl Covered

Inspection of delivery vehicles

No

Daily

2 shipping/receiving docks
at the facility

Diborane

Enter the name of the first shipping and receiving control measure you wish to submit in the text box provided on the Shipping and
Receiving Control Measures screen, and then click the [Add] button next to it (see Picture 5.11).

Control Measura

Picture 5.11: Shipping and Receiving Control Measures Text Box
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After you add the first shipping and receiving control measure, the following changes will happen to the screen:

e The [Add] button will change to a [Delete] button, which you can use if you choose to delete that shipping and receiving
control measure from your submission.

e Another text box and [Add] button will appear. The text box will allow you to add additional shipping and receiving control
measures. You can submit as many shipping and receiving control measures as needed.

o A [Describe] button will appear to the right of the text box where you entered the control measure’s name.

Control Measure
IShiIJIJi”D Control Measure M Describe: Shipping Control Measure

Incamplete

Picture 5.12: Shipping and Receiving Control Measures Delete and Describe Buttons

U.S. Department of Homeland Security

49



CSAT Security Vulnerability Assessment Application Instructions

To submit a detailed description of the shipping and receiving control measure, click the [Describe] button. A new screen will appear
which will require you to provide details regarding the following questions:

Question #

SVA Question

Question Details

[Q:2.971-8719]

Is the control measure automated? Provide a Yes or No answer for this question.

[Q:2.971-8612]

Frequency Applied

Use the drop-down list box to indicate the frequency with which the control measure
is applied.

[Q:2.971-8613]

Location

Enter the location of the control measure in the text box provided.

[Q:2.971-10012]

Control Measure Feature: Is the

Identify features of the control measure by providing a Yes or No answer for each of

feature used in this control measure? | the control features that are listed. Identify all that apply.

[Q:2.971-8659)],
[Q:2.971-8665],
[Q:2.971-8666)],
[Q:2.971-8671]

Chemicals Covered by the Measure

Identify any COI that are covered by the control measure by selecting a Yes or No
option button for each of the COI that are listed. Identify all that apply.

When you are finished answering all of the shipping and receiving control measure description questions, select the Yes check box
for the question, “Has all appropriate information about the shipping and receiving control measure been completed?” at the bottom
of the screen, and then click the [Next] button to continue.

When you are finished naming and describing shipping and receiving control measures, answer Yes to the question “Have all
shipping and receiving control measures at the facility been entered?”, which is located beneath your list of shipping and receiving
control measures at the bottom of the Shipping and Receiving Control Measures screen. You will then click the [Next] button

to continue.

5.5.9 Post-Release Measures and Equipment

Facilities that have release toxic COI (as listed on the facility’s DHS initial notification letter) will need to answer the
following questions.
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If the facility has any post-release measures and/or equipment that would be considered useful in reducing the consequence of a
toxic release, select Yes on the top of the Post-Release Measures and Equipment screen and answer the additional questions on
the screen. If the facility does not have any post-release measures and/or equipment that would be considered useful in reducing the
consequence of a toxic release, select No and click the [Next] button on the bottom of the screen.

List any post-release measures and/or equipment that would be considered useful in reducing the consequence of a toxic release.
Do not list mitigation systems that only apply to a single asset (e.g., a secondary containment dike around toxic liquid storage).
Possible examples of post-release measures and/or equipment include:

e Community emergency warning system: auto-dialer
e Community emergency warning system: sirens

e Others identified by the facility.

Post-Release Measures and Equipment Location Support Systems Required
3 | Add |

Picture 5.13: Post-Release Measures and Equipment Columns

Follow these steps when entering information on the Post-Release Measures and Equipment screen:

1. Use the drop-down list box under the Post-Release Measures and Equipment heading to select the name of the post-
release measure or equipment. NOTE: If the facility has none of the post-release measures or equipment shown in the Post-
Release Measures and Equipment drop-down list box, leave this question blank and proceed to the question on the bottom
of the screen, as listed in step 5.

2. Enter the location of the post-release measure or equipment in the text box under the Location heading.

3. Enter any support systems required to run the post-release measure or equipment in the text box under the Support
Systems Required heading.
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4. When you are finished entering information, click the [Add] button. A new entry line will appear for additional post-release
measures or equipment. Continue adding entries until all applicable items have been provided. After each entry, the [Add]
button will change to a [Delete] button, which you can use if you choose to delete an entry from your submission.

5. If there are other types of post-release measures or equipment at the facility that are not included in the drop-down box,
answer Yes to the question at the bottom of the screen that reads, “Does the facility have other types of post-release
measures?” See Section 5.5.10 for more details. Click the [Next] button to continue.

Possible examples of information related to post-release measures or equipment are described in the table below:

Measures/Equipment Location Support Systems Required

Community emergency notification system Messages initiated from onsite security station or emergency
(auto-dialer system) — used in the event of a command center are distributed via county auto-dial system
toxic release that might have offsite impacts located at County Emergency Services Building

Normal or emergency
communications system

5.5.10 Additional Post-Release Measures

If you answered Yes to the question “Does the facility have other types of post-release measures?”, you will be taken to a screen
with three columns, as seen in Picture 5.14:

Post-Release Equipment/Application Description Location Support Systems Required

Picture 5.14: Additional Post-Release Measures and Equipment Columns

1. Use the text box under the Post-Release Equipment/Application Description heading to name and describe the post-
release measure or equipment that you were not able to submit on the previous screen.
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2. Enter the location of the post-release measure or equipment in the text box under the Location heading.

3. Enter any support systems required to run the post-release measure or equipment in the text box under the Support
Systems Required heading.

4. When you are finished entering information click the [Add] button. A new entry line will appear for additional post-release
measures or equipment. Continue adding entries until all applicable items have been provided. After each entry the [Add]
button will change to a [Delete] button that you can use if you choose to delete an entry from your submission.

5. When you are finished entering additional post-release measures and/or equipment information, enter the appropriate answer
to the question at the bottom of the screen, “Have all other post-release measures been entered?” Click the [Next] button

to continue.

5.5.11 Site Vulnerability Factors

If the facility has any features, offsite terrain, or infrastructure items that potentially increase the facility’s vulnerability to attack, select
Yes on the top of the Site Vulnerability Factors screen and answer the additional questions on the screen. If the facility does not
have any features, offsite terrain, or infrastructure items that potentially increase the facility’s vulnerability to attack, select No and
click the [Next] button on the bottom of the screen.

List any facility features, offsite terrain, or infrastructure items that potentially increase the facility’s vulnerability to attack. Possible
examples of such attributes include:

o Limited physical access to the facility for emergency responders and law enforcement.
e Terrain or buildings that allow surveillance or aid attacks of the facility from outside the facility’s boundaries.

o Other attributes identified by the facility.
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Site Vulnerability Comment

Picture 5.15: Site Vulnerability Factor Columns

Follow these steps when entering information on the Site Vulnerability Factors screen:

1.

Use the text box under the Site Vulnerability heading to enter any facility features, offsite terrain, or infrastructure items that
potentially increase the site’s vulnerability to attack.

Enter a comment or description about the vulnerability in the text box under the Comment heading.

When you are finished entering information, click the [Add] button. A new entry line will appear for additional vulnerabilities.
Continue adding entries until all applicable items have been provided. After each entry, the [Add] button will change to a
[Delete] button, which you can use if you choose to delete an entry from your submission.

When you are finished entering all site vulnerabilities, enter the appropriate answer to the question at the bottom of the
screen, “Have all site vulnerability factors been entered?” Click the [Next] button to continue.
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Possible examples of information related to site vulnerabilities are described in the table below:

Site Vulnerability Comments

Facility access for security or emergency

. The facility is accessible through one point of entry from a public road.
response vehicles

Electric power All offsite power to the facility is provided via a single substation.

A rail access line to other facilities passes though the facility property with gates controlled by
Railroad the railroad, and no notification to the facility when the rail line is to be used for accessing the
other facility.

A portion of a U.S. highway bridge passes over the facility, so items can be dropped from the

Highway bridge bridge inside the facility fence line and near specific storage areas.

The rail spur and rail company access road is located within 50 feet of the south fence line of the

Railroad access road and rail spur .
plant site.
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6. Asset Characterization

The second step of the CSAT SVA process is to identify one or more assets that are associated with the COIl and security issue(s)
that were entered in the Facility Security Issues section of the SVA. The assets selected for analysis by a facility for the SVA will
vary by:

e The quantity of COlI,
e The security issues associated with the specific COl,
e The configuration of the equipment; and

e The potential vulnerability of the equipment, based on the equipment’s location or other factors.

6.1 Identifying Assets

A “Primary COI” is the COI for which the consequences of damage to a particular facility asset will be estimated. The CSAT SVA is
arranged so that each facility asset is associated with one Primary COI; thus, your facility must identify at least one asset for each
COl included in the facility’s DHS initial notification letter (i.e., each COI must be listed as a “primary” COI for at least one asset).

An asset that is associated with more than one COI might need to be identified multiple times, with each COl listed as the Primary
COl for that asset. For example, if you have a building that houses both COI X and COI Y, then you would do the following:

1. Identify the building as Asset 1 and identify COI X as the Primary COI for Asset 1.
2. Identify the same building as Asset 2, but identify COI Y as the Primary COI for Asset 2.

The instructions in the following pages describe the criteria for identifying assets based on the type of COIl. The instructions address
asset characterization for each security issue that the COI presents (i.e., release, theft/diversion, or sabotage contamination). COI-
related assets may include, but are not limited to:

e Vessels;
e Process units;
e Piping;

e Equipment items;
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e Transportation packaging (or clusters of packages); or

o Other containers that hold a specific COl. For the purposes of these instructions, any hardware, packaging, or other
containers holding a COl is referred to as “equipment.”

Assets are required for each identified combination of COI and security issue. If a single COIl has more than one security issue
associated with it (e.g., a COI included in the DHS initial notification letter raises two security issues: release and theft/diversion), the
user should define a separate asset for each security issue. In most cases, these assets would be distinct equipment items (e.g., a
bulk storage tank and a portable container). Yet in other cases, the assets might be the same equipment (e.g., a portable tank that
contains an amount of COI that needs to be considered for release and for theft/diversion.)

The tables below outline the asset identification process in the context of particular security issues and COI.

Asset Identification
Category

Asset ldentification for Release COlI

Asset Identification
Description

Identify one or more assets for each Release COlI (i.e., Release-Toxic, Release-Flammable, or Release-Explosive)
included in the facility’s DHS initial notification letter. Assets must be characterized for each Release COI.

Asset Identification
Process

1.ldentify the equipment at the facility that contains the largest inventory of the specific COI being considered as an
asset. This could be a single item or multiple equipment items that contain the COIl and are connected in such a way
that severe damage to one of the equipment items could potentially result in the release of the inventory in all of them.

2.ldentify additional equipment items, or a collection of connected equipment, as an asset if the equipment is associated
with a COl inventory other than that identified in step 1 above and where the vulnerability of that asset to attack is

expected to be greater than for the asset identified in step 1 above due to accessibility, configuration, ease of use by
an adversary, and/or other factors.

3.ldentify additional equipment items, or a collection of connected equipment, as an asset if the equipment is associated
with a COlI inventory other than that identified in step 1 above and where the consequences of an attack on the asset
are expected to be different (e.g., involve other inventories of the COIl located nearby or might affect areas offsite that
are different from the areas affected by the asset identified in step 1 above).

4.1f an equipment item contains the largest inventory of two different COI identified in the Facility Security Issues
section, it should be treated as two separate assets (one for each COI).
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Asset Identification
Category

Asset Identification for Theft/Diversion COI

Asset Identification
Description

Identify one or more assets for each Theft/Diversion COIl included in the facility’s DHS initial notification letter. When
entering information for theft and/or diversion scenarios, a facility must identify assets that contain an amount at or above
the Theft/Diversion Screening Threshold Quantity (STQ) for that COl, as specified in Appendix A to 6 CFR Part 27.

Asset Identification
Process

1.1dentify an asset with the largest quantity of the COIl. As provided in 6 CFR 8§ 27.203, DHS uses the definition of
“transportation packaging” in 49 CFR 8§ 171.8. This includes, but is not limited to, cylinders, bulk bags, bottles (inside
or outside of a box), cargo tanks, and tank cars (detached from motive power).

2.1dentify additional assets with smaller quantities of COI in transportation packaging where vulnerability to attack (theft
or diversion) is expected to be greater than for the asset identified in step 1 above due to portability, availability, ease
of use by an adversary, and/or other factors.

Asset Identification
Category

Asset Identification for Sabotage/Contamination COI

Asset Identification
Description

Identify one or more assets for each Sabotage/Contamination COI identified in the facility’'s DHS initial notification letter.
When entering information for sabotage/contamination scenarios, the facility must identify assets that contain a quantity
of a Sabotage/Contamination COI at or above the applicable Screening Threshold Quantity (STQ) for the COl, as
specified in Appendix A to 6 CFR Part 27.

Asset Identification
Process

1.ldentify an asset with the largest amount of the Sabotage/Contamination COI that the facility ships and requires a
placard under Department of Transportation (DOT) hazardous materials regulations (Subpart F of 49 CFR Part 172).

2.Identify additional assets with smaller amounts of Sabotage/Contamination COI that the facility ships and require a
placard under DOT hazardous materials regulations (Subpart F of 49 CFR Part 172) where vulnerability to attack
(contamination) is expected to be greater than for the asset identified in step 1 above due to availability, ease of use
by an adversary, and/or other factors.
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6.2 Characterizing Assets

On the first screen of the Asset Characterization section, you will be asked to identify a facility asset by entering its name on the
text box provided and then click the [Add] button next to it (as seen in Picture 6.1).

[2:3.1-3413]

Picture 6.1: Asset Name Text Box

The Asset Name text box can be up to 34 characters in length and contain a mix of alphanumeric data. The names should be
distinct enough to identify the asset during the following screens. Examples of possible asset names, which include the equipment,
primary COIl, and/or the primary security issue, are listed in the table below:

Facility Name Facility Asset Names

e Asset 1: Bulk Storage Tank 1103-Chem X
Facility ABC e Asset 2: Isotainer Tank-Area 1-Chem X
e Asset 3: Isotainer Tank-Area 1-Diversion

» e Asset 1: Isotainer Tank-Unit 1-Rel. Toxic
Facility DEF

e Asset 2: Iso Tank-Material Receiving Area
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After you add the first asset name, the following changes will happen to the screen:

e The [Add] button will change to a [Delete] button, which you can use if you choose to delete that asset hame from
your submission.

e Another text box and [Add] button will appear the first that will allow you to add additional asset names. You can submit

as many asset names as needed.

o A [Describe] button will appear to the right of the text box where you entered the asset name.

To submit a detailed description of the asset you entered, click the [Describe] button. New screens will appear which will require you

[2:3.4-3443]

|Tank 123 - Acrolein - Release

|Tank 4456 - Propylene - Release

Describe: Tank 123 - Acrolein - Release
Describe: Tank 456 - Propylene - Release

!
Complete

[R&D Lab - Arsenic Trichloride - ThefUDiversiar

Describe: R&D Lab - Arsenic Trichloride - TheftfDiversion

Complete

Picture 6.2: Asset Name Delete and Describe Buttons

to provide details regarding the following questions:

Question #

SVA Question

Question Details

[Q:3.31-3831]

Provide a brief description of the asset in the text box provided, including:

Enter a brief description of the e Its primary function (e.g., storage, production, loading/unloading);

asset.

e The number and type of grouped or interconnected vessels; and
¢ Any additional facility-identifying number or name.
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Question # SVA Question Question Details
Each asset needs to have one primary security issue associated with it. The Primary COI
will be determined from the Primary Security Issue. The Primary Security Issue is the
security issue for which the vulnerability and consequence associated with attacks on the
[Q:3.2-10211- Select only one primary security asset are estimated. If more than one security issue is associated with an asset, the
10217] issue. asset should be considered as two separate assets and entered with two separate

names. Likewise, if an asset contains the largest inventory of two different COlI, it should
be considered as two separate assets, one for each COI. Check one—and only one—
primary security issue by using the check boxes provided.

[Q:3.31-12192]

Select the items below where the
COl is located or contained within
this asset.

Use the Yes and No option buttons to select the items where the COI is located or
contained within the asset. Select all that apply.

6.2.1 Chemical of Interest Associated with an Asset

After identifying the items below where the COI is located or contained within the asset, you will need to identify the chemicals
associated with the asset. All COI associated with the asset should be selected, regardless of whether they will be defined as
the Primary COI for the asset. NOTE: Only the COI that you entered in the Facility Security Issues section will be available

for selection.

Question #

SVA Question

Question Details

[Q:3.31-3473]

Select all Release-Toxic COIl
associated with this asset.

Any Release-Toxic COl identified in the Facility Security Issues section will be listed.
Select any which are associated with this asset.

[Q:3.31-3493]

Select all Release-Flammable
COl associated with this asset.

Any Release-Flammable COl identified in the Facility Security Issues section will be
listed. Select any which are associated with this asset.

[Q:3.31-3500]

Select all Release-Explosive COI
associated with this asset.

Any Release-Explosive COl identified in the Facility Security Issues section will be
listed. Select any which are associated with this asset.
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Question #

SVA Question

Question Details

[Q:3.31-3520]

Select all Theft/Diversion-
Explosive/Improvised Explosive
Device Precursor (EXP/IEDP)
COl associated with this asset.

Any Theft/Diversion-EXP/IEDP COl identified in the Facility Security Issues section will
be listed. Select any which are associated with this asset.

[Q:3.31-3514]

Select all Theft/Diversion-
Weapons of Mass Effect (WME)
COl associated with this asset.

Any Theft/Diversion-WME COl identified in the Facility Security Issues section will be
listed. Select any which are associated with this asset.

[Q:3.31-3507]

Select all Theft/Diversion-
Chemical Weapon/Chemical
Weapons Precursors (CW/CWP)
COl associated with this asset.

Any Theft/Diversion-CW/CWP COlI identified in the Facility Security Issues section will
be listed. Select any which are associated with this asset.

[Q:3.31-3527]

Select all
Sabotage/Contamination COI
associated with this asset.

Any Sabotage/Contamination COI identified in the Facility Security Issues section will
be listed. Select any which are associated with this asset.

6.2.2 Detailed Asset Chemical of Interest Information

You will be asked a series of questions for each COI that has been identified at the asset, including which chemical is the Primary
COl. When calculating the quantity of COI, use the same counting rules provided by CFATS for calculating the applicable STQs for
chemicals of interest. Only screens for the identified chemicals will be shown; for example, if no Release-Toxic COIl were indicated to
be associated with the asset, the Toxic Chemical screen will not be shown.

NOTE: If the same physical structure is defined as an asset multiple times f