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> Multiple organizations within a single visualization

> Flow level data only — highly aggregated

> Qver 1.5 billion flows per day

> 16 million IP addresses

> Too few analysts with no time for training
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Approach

> Take a visual analytics approach to investigating data
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Requirements

> System:
= Use SILK data (unidirectional flow data only)
= Scalability — 1.5 billion flows per day!

> Visualizations:

= Ability to detect patterns that are not detected currently
through other means (e.g., NOT scans! © )

= Find the needle in the haystack!
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Data Used for Examples

> 1024 IP addresses with — 100 active hosts
> Mix of research and workstation machines

> Addresses have been anonymized

> Contains 1 month of network activity from 2006
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> FlowBundle




Purpose

> Visualize the flow of traffic between entities on a network

(host-to-host, subnet-to-subnet)

> Deal with some key issues facing current connection-

=

=

based visualizations: occlusion, drill down, labeling, etc

g | W

Incorporate other interactive features \ ¥

and visualizations

Introduced by D. Holten in IEEE Transactions on
Visualization and Computer Graphics
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FlowBundle

JUsers/tptaylor (Prajects [FlawVis (data/ Tutorial - CtoE -Connect [ Tutorial -Otof_20060602-740-765-sb.txt £

Flow Vis

Destination IP

192.168.23.0130 | .
-

162.168.22.0/30

_.-—| 192.168.21.0/30

-

128.0.0.0/8

Start Date: 2006/06/02 14:53:42
End Date: 2006/06/02 15:36:11
Max Valume Count: 30576
 Unper Feld
Field Name: Destination P
High/Low Bits: Law Bits
Start Index: 2z
Number of Bits: 10

Bit Prefix (Dot Notation):  192.16E.20.0

Lower Field Information

Field Name: Source IP
HighLow Bits: Low Bits
Start Index: a
Number of Bits: 22

Bit Prefix (Dot Notation):  0.0.0.0

Distartian Taols

1| Enable Distortion Mode

Drill Down Taoks

11 Enable Drill Down Mode
# Launch Drill Down in New Tab

(_Drill Down ) ( Previous ) ( Next )

Launch Entiry Visualization

1! Enable Entity Visualization Mode

wjeets FluwVis fdata, Tuturial-CoE

E_20060602-740-765-sb.tat

Empty Statusbar space. What should we use me forf?
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Data Considerations

> Takes a SiLK bag indexed by portions of any two scalar
fields from NetFlow

> Total length of scalars must add to 32 bits
= e.g. Top 16 bits of source address/Lower 16 bits of
destination address

> Working towards creating full 64 bit indexes for full
connections

> Bag counts the number of flows/bytes/packets for the
Index over a specified time period (hours or days)
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> Activity Viewer
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Activity Viewer

> A visualization for displaying host activity as a function of
time.

> Activity can be host related, time related, simple,
complex etc.

> |Individual hosts are plotted against time in a simple two
dimensional grid.

> Categorized hosts as servers / clients / both

> Based on work by Phil Groce and Jefft Janies (FloCon 2008)
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Visualization Structure

192 168.22,178
192.168.22,149
192.168.22,133
192.168.22.132
192.168.22.131
192.168.22.130
192168.22.93
192 168.22.09
192.168.22.88
190 168.22.07

Sun Feb 12

Mon Feb

> Use color to display a small
number of activities

> Grid format used to display
activity and non-activity.

> 14 days of data visible at one
time at an hourly resolution.

> Days of the week used in the
time labels

> Background highlighting used
to group hours in a day.
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Implementation: Activity Viewer

8060 E_Graph App

Drill Down

Sun Feb 11 Mon Feb 13 Tue Feli 14 Wed Feb 15 ThuFeb {6 FiFea 11 St Feb 18 finFeb 14 MonFed 0 Tue Feb WedFeb 21 Thu Feb 23 Frifeb 4 Satfed input
HI il i p: | 192.168.2066 1%

Time: pare; 02/20/06 )

16216520178
192168.22.149
15116822131
152.168.22.132
19216621141
L1620 130

[+

Hour: 18

E7

Info

—_—
Ports: { Get Ports

11682182 T 1. 8O Client
|

921682181 ™ 2. 443 Client 0
BT ™ 3. 18102 Server

218207
WLIEALT
W18

MAIwavs Get Ports

e

Raw SILK Data: [ Get SiLK Data |

il gl sip

dIP|sPort|dPort|pro] packets|
bytes| flags| sTime|
dur|] eTima|sen|

=

192.168.20.66|
66.48.208.155/18102| 143| 6|

16| 846[ S PA
12006/02/20T18:01:17.000
1.000/2006/02/20T18:01:18.00
0[Tua|

192168, 21,197
162166.21,195
192168,21,1%4
152168,21,103
152.168.21,104
152.166.21.101
192165219

=

i
i T 192.168.20.66]

I Hi I 149.71.101.2/18133] 6
i1

15216820174
162.168.20,185
152.188,20,164
152168.20.130
151168,20 69
162.166.20,68
152168, 20.67
152168,20,66

I 2| 96! S
12006/02/20T18:53:29.000|
3.000/12006/02/20T18:53:32.00
o[Tuo|

I i
I LT 11
arver it MBofh {lnnogent)  18ath (SuspiciLe)

Days [ £ ) l»

o=
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Case Study 1: Lease Switching

ITL 109, LL.07 1l 1 LLLLLLL
92168.12.63 T
9116820 67 il

192 168,21 86

> Host 192.168.22.68 and 192.168.22.66

> Significant changes in their time based activity patterns
of both hosts.

> Further investigation with the SiLK tools supports the
conjecture.
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Case Study 2: Malicious Activity

WedFeb 13 | TwPebté | Frifeb 1l StFeb1d SnFeb 19 Monfeo20 | ToeFebf edFed2l | Twfebld FriFeb 14 fat Feb 2§ un Fed 1 Mafebl] | TeFed I8

1%L 168, 22178
151 18,21 148/
5L 168,221
151 164,21 100
1%L 168.22.131
5L 18,2130
1%L W82 30 ! |
LI ! |
150 8,238 |
I¥L 82007 I
151 8200
5L W82 08
5L 821

WLHAILN
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HLULILN
LALLM I I ]
15127 I 1] IR
15L .21 T8 | |
HLUAILT I l
IFLIEIL T i I

i -~

1%L 4, Ji
LWL R# il
WL H’

| ALY
i1 1 01 [l
i i

o

AININNININE
iINIRIENIEIES

> February 28, 2007 at 17:00 host i
192.168.22.82 started using the same |I”

port as a client and a server.

N
)
4

15 March 4, 2009  FloVis: Flow Visualization System  Copyright © 2009 CA m



>NetBytes Viewer




Purpose

> |nteractive visualization.

> Part of the FloVis framework along with the Activity
Viewer and FlowBundle.

> Visualizes Netflow traffic using an entity-based approach.
> Focuses on volumes (bytes, flows, packets).

> Provides a historical context to traffic volume patterns
using a 3D graph.
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NetBytes Viewer
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View Swap + Data Selection
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> Use Case




Scanning

-740-765-sh.oat JUsers [tpraylor/Projects /FlowVis data /Tutorial-OtoE-Connect/ Tutorial-OtoE_20060629-740-765-sh.txt @
Flow Vis 3

Destination IP

192.168.21.0/30
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Drilling Down

[Users/iptaylor/Projects,/FlowVis data, Tutorlal-OtoE-Connect / Tutorlal-OtoE_20060629-740-765-sbast @

Destination IP

X - Empty Statusbar space: What should we wse me forf? A
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Result

740-765-3b.txt [Users tptaylor/Projects /FlowVis/data/Tutorial -OtoE-Connect/ Tutorial-Otok_20060629-740-765-sbtxt Q)
Flow Vis | Flow Vis @

Destination IP
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Launch NetBytes Viewer

pguration B
fusers/tptaylor/Projects /FlowVis/data/ Tutorial -OtoE -Connect, Tutorial -Otok_20060629-740-765-sb.axt £

92.168.20.16

stination IP

[es000 ]
(0210272006 ]
| 192.168.20.163/32

192.168.20.64/32
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Suspicious Traffic

192.168.20.163 )

| TO-DST-TCP-FLOWS-0-65000~06/01/06-07/31/06 )

Flows

06/6/7 2
06/6/14/23

CE/%/ 2

06/06/010 06/06/010 06/07/310
- s = Pt A Dok OO O

" TRRRRRRLY

Select 4 file to load from the file menu
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raffic on Port 3306

26

| 19216820163 @

TO-DST-TCP-FLOWS=0-65000-06/01/06-07/31/06 0

10000 Flows wvs. Time for Port: 3306

1000

100

10

=2l =) = =

5.8 % =) =3
= = = =)
‘8‘ [{=} ke (&)

Flows (bg) 06/06/010 06/07/310 06/07/310

06/06/010 06/06/010 06/07/310

Time

| Enable Time Selector

Select 2 e to load from the file menu
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raffic on Port 137

192.168.20.163 | 92.166.20.163 | 192.168.20.163 ¢y
| TO~DST~UDP~FLOWS~0-65000~06/01/06-07/31/06 )

10000 Flows wvs. Time for Port: 137
1000
100
Fl 06/06/010 06/07/310 06/07/310
fons S ouy
06/06/010 06/06/010  06/07/310
10 - = P e o i o
1 L]
1 11 1
[
‘ TR TR RLRRALR
| Time Selector Shder
3 ] — - Lo Time =< ==
> Cé*_ c&'_ > > > 06/06/010  06/06/010 06/07/310
@ = = = =5 E=3 ) Enable Time Selector
Y = = < =] o
Select a file 1w load from the file menu [Empty Statusbar space: What should we use me forT?
— — -
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> Putting It All
Together




Approach

> Create a visualization suite:
= to help identify security events
= to obtain a general understanding of the network

> Develop a generic framework to support multiple
visualizations and the ability to easily add more

> |nvestigate and apply new visualization techniques to
deal with typical problems of current techniques

> Close integration (but not dependent) with the SiLK tool
suite

* Visualization approaches can generalize to other network
data
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FloVis Framework

EventManager

Chooses
Plugin

Generates
Event

NetBytes
Viewer
Plugin

FlowBundle Activity Framework
Plugin Viewer Plugin Interface

Creates

PanelContent:
NetBytes,

FlowBundle,
Activity Viewer
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Benefits of Visualization

Gain Insight
> Better understand own network

> Recognize when something has changed

> Know when 1 org is different from others

Easily Detect New Patterns / Attacks
> Take advantage of people’s strengths

> Do not waste people’s time
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Future Work

e Further integration with SiLK (possible
toolbox)

 Always looking for new visualizations

 E.g., bidirectional flow bundling, docuburst

« Metrics for prioritizing visualization development

e User feedback and user studies =

. Develop open source release of | | =
framework and visualizations

32 March 4, 2009  FloVis: Flow Visualization System  Copyright © 2009 CA m



> Carrie Gates
carrie.gates@ca.com

G



	FloVis: Flow Visualization System
	Need
	Approach
	Requirements
	Data Used for Examples
	FlowBundle
	Purpose
	FlowBundle
	Data Considerations
	Activity Viewer
	Activity Viewer
	Visualization Structure
	Implementation: Activity Viewer
	Case Study 1: Lease Switching
	Case Study 2: Malicious Activity
	NetBytes Viewer
	Purpose
	NetBytes Viewer
	View Swap + Data Selection
	Use Case
	Scanning
	Drilling Down
	Result
	Launch NetBytes Viewer
	Suspicious Traffic
	Traffic on Port 3306
	Traffic on Port 137
	Putting It All Together
	Approach
	FloVis Framework
	Benefits of Visualization
	Future Work
	Carrie Gates�carrie.gates@ca.com

