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The task of the MSB is to enhance and support 
societal capacities for preparedness for and 
prevention of emergencies and crises. When one 
does occur, we support the stakeholders involved by 
taking the right measures to control the situation. 

MSB – Swedish Civil 
Contingencies Agency 
 



Big country 

Few people 

Lot’s of ICT 

Sweden 



AXE: An automatic telephone 
switchboard, a cornerstone in Ericsson’s 
growth 

Color graphics: The basics of the 
Graphics Processing Unit, or GPU, 
established by Swedish inventor Håkan 
Lans 

NMT and GSM: Two parts of the basic 
technology behind cell phones are both 
Swedish.  

Kazaa, Skype and Joost: The file-
sharing program Kazaa and the internet 
calling service Skype revolutionized their 
respective markets. 

Swedish ICT Inventions 



Network Readiness Index 

Source: The Global Information Technology Report 2012  

World Economic Forum 











Swedish model 
of R&D financing 

Near 4% of BNP into R&D (amongst highest in the world) 

Approximately 75% is carried out in the private sector 

Very little public research is done outside academia 



Governement 

Academia 
Sector Specific 

Agencies 

Research Councils 

Publicly Financed 
Research 



Research Councils 



MSB – Information Assurance Section 
-current activities 

National Action Plan for Information Security 

National Cyber Security Exercise (November) 

Thematic call in Information Security 

Baseline Measurement – Information Security 
Awareness 

CERT-SE 

Security in ICS 



By co-ordinating the 
Sectors we can reach a 
critical mass 

Cyber Defence is  
interdiciplinary 

Each Sector cannot afford 
any ”major” projects 

Research Strategy 



Roads of R&D financing at MSB 

Annual calls (small fraction to cyber 
security) 

Thematic call in information 
secuity – focus on security culture  

Platforms and ”arenas” 

Collaboration with DHS 



International activites involving 
MSB and DHS 

The Meridian process 

International Watch and Warnings Network 

EU-US WG on Cybersecurity and Cybercrime 

Nato  
    Industrial Resources and Communication Services Group 

Common Criteria (MSB/CSEC) 



Avenues of Collaboration 



Workshop outcome of interesting 
areas 

ICT-platform  security 

Computing-platform  security 

Software  security 

Socio-technical security aspects 

Security metrics and assessment 

Privacy enhancing technologies 

Advavanced security functions-  
and countermeasures 



Degree of success 

Traditional  open 
source intelligence 

Evaluate and adapt 
information 

Generate unique 
knowledge 

Collaboration and Information 
Sharing Requires Capacity 
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