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Transition to Education 

 Over the past year, SRI investigated the degree to which 
CSD-funded PI’s research results could be used as 
educational materials in the Nation’s Education Enterprise* 
 

* Professors, instructional developers, curriculum specialists, and 
students in U. S. schools, colleges and Universities 
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CyberSTEP Value Proposition 

NEED 
 
 The Nation’s educators are poorly equipped to provide badly-

needed cyber security instruction* 
  
 A significant part of this problem is lack of appropriate 

curriculum materials, especially emerging research results* 
 

 *National K-12 Study, National Cyber Security Alliance 
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CyberSTEP Value Proposition 

APPROACH 
 

 Explored the feasibility of establishing multiple pipelines 
through which CSD-funded research results can flow to the 
Nation’s education enterprise   
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CyberSTEP Value Proposition 

BENEFITS 
 
 Adds value to CSD-funded research by broadening user 

community 
 Increases the currency and quality of cyber security education 

across the Nation   
 Leverages existing R&D effort w/ minimal cost 
 Maximizes transition / impact of CSD-funded research 

 

5 



CyberSTEP Brief History 

CyberSTEP 1  
 
 SRI International interviewed 20 PI’s to determine the 

educational uses of their research results 
 

 Virtually all felt their research results could be useful as 
instructional curriculum content and learning activities 
 

 Varying degrees of additional customizing needed for 
research results to be instructor-ready 
 

6 



Three Potential Transition Targets 
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Cyber 
Education 

Cyber 
Awareness 



CyberSTEP Brief History 

CyberSTEP2  
 
 SRI interviewed 4 additional PI’s in depth to select a “worked 

example” of instructor-ready research results  
 

 Dr. Dan Massey of Colorado State agreed to provide his 
research results AND instructional materials as the worked 
example for this project 
 

8 



Where Does My Research Fit? 

 BGPmon Project: Monitors and Analyzes Internet Routing 
 

 We’ll use the 2013 ACM/IEEE Computer Science Curriculum 
Strawman to help locate a potential home 
 
 http://ai.stanford.edu/users/sahami/CS2013/ 
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Where Does My Research Fit? 

KNOWLEDGE AREAS 
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Algorithms and Complexity (AL) 
Architecture and Organization (AR) 
Computational Science (CN)   
Discrete Structures (DS) 
Graphics and Visualization (GV) 
Human-Computer Interaction (HC) 
Intelligent Systems (IS) 
Information Assurance and Security 
(IAS) 
Information Management (IM)  

Networking and Communication (NC) 
Operating Systems (OS)  
Platform-Based Development (PBD)   
Parallel and Distributed Computing (PD)  
Programming Languages (PL)  Software 
Development Fundamentals (SDF)  
Software Engineering (SE) 
Systems Fundamentals (SF)  
Social and Professional Practice (SP)  



Where Does My Research Fit? 

KNOWLEDGE UNITS (KU) 
 
 Networking and Communication, for example 
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NETWORKING AND 
COMMUNICATION 

1. Introduction 
2. Networked Applications 
3. Reliable Data Delivery 
4. Routing and Forwarding 
5. Local Area Networks 
6. Resource Allocation 
7. Mobility 



Instructional Materials 

 
 Prepared instructional materials, including: 
 Overview of BGP routing 
 Simple student exercise to teach basic routing 
 Open-ended exercise to explore routing security 

 
 Collected as easy to edit and extend Wiki pages 

 
 
 

12 



BGPmon Wiki Page 
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BGPmon Wiki Page 
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Wiki Template 
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Transitioning Your Results 

 Your research results probably have a home in the Nation’s 
education enterprise 
 

 We’re available to explore this with you further: 
 
 Gary Bridges, 650.703.4570, gary.bridges@sri.com 
 David Balenson, 703.247.8551, david.balenson@sri.com 
 Dan Massey, 720-937-5755, massey@cs.colostate.edu 
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