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About Us 

 Founded 1987 

 40 people in Northport and Albany, NY 

 Commercial software product development 
 Hallmark, Reuters, AC Nielsen 

 Significant visualization experience 
 Software Vis, Cyber Security Vis, Military C2 Vis 

 Secure Decisions security division launched in 2000 
 Visual analytics of network data, Visual systems for CND 

training, Mission impact of cyber attacks 

 Classified portfolio 
  http://avi.com/          http://securedecisions.com/ 2 



There’s lots of bad software out there 
Our industry still hasn’t learned how 
to deploy secure software… 
 

 
 “ Software Assurance: poorly written 

software is at the root of all of our 
security problems 

Doug Maughan, DHS 
Top 10 Hard Problems in Cyber Security, CACM 53(2) 

 

The tools exist to help us 
deploy safer software… 
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…but there’s no single solution 

Different tools identify different 
problems… 

C 

B 
A 

D 

Source: MITRE 

One static analysis tool on 
average will only detect  

14% 
of all weaknesses 

“ No tool stands out as an uber-tool.  
Each has its strengths and weaknesses. 

Kris Britton, Technical Director 
NSA’s Center for Assured Software 
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… and present their results with different semantics: 

<problem> 
 <problemID>2</problemID> 
 <file>C:\Users\drscott\workspaceB\GMU Graph Viz 2.1.2\src\com\securedecisions\tva\common\Contract.java</f ile> 
 <method>Require</method> 
 <line>57</line> 
 <column>5</column> 
 <code>EXC.BROADTHROWS</code> 
 <message>The &apos;Require&apos; method throws a generic exception &apos;java.lang.Except ion&apos;</message> 
 <anchor>-1088321900</anchor> 
 <prefix>ed*@sinceVersion1.0,Mar12,2006*/</prefix> 
 <postfix>{if(assertion==false)throwexcept</postfix> 
 <severity>Style</severity> 
 <severitylevel>8</severitylevel> 
 <displayAs>Warning</displayAs> 
 <category>Java/Poor Error Handling</category> 
 <citingStatus>Analyze</cit ingStatus> 
 <lastCommit>0</lastCommit> 
 <state>New</state> 
 <dateOriginated>1264106407000</dateOriginated> 
 <url>http://NPT-0779-WV1:8080/klocwork/insight-review.html#goto:project=gmu212,pid=2</url> 
</problem> 
 

 <BugInstance type="NP_NULL_ON_SOME_PATH" priority="1" abbrev="NP" category="CORRECTNESS"> 
    <Class classname="com.securedecisions.tva.model.linksettransform.LinkSetAggregator"> 
      <SourceLine classname="com.securedecisions.tva.model.linksettransform.LinkSetAggregator" start="58" end="670" sourcefile="LinkSetAggregator.java" 
sourcepath="com/securedecisions/tva/model/linksettransform/LinkSetAggregator.java"/> 
    </Class> 
    <Method classname="com.securedecisions.tva.model.linksettransform.LinkSetAggregator" name="createFromExploit" 
signature="(Lcom/securedecisions/tva/model/xml/ag/LinkDocument$Link;Lcom/securedecisions/tva/model/xml/pdag/ProtectionDomainDocument$ProtectionDomain;Z)Lcom/securedecisions/tva/m
odel/xml/pdag/ExploitDocument$Exploit;" isStatic="false"> 
      <SourceLine classname="com.securedecisions.tva.model.linksettransform.LinkSetAggregator" start="540" end="563" startBytecode="0" endBytecode="479" 
sourcefile="LinkSetAggregator.java" sourcepath="com/securedecisions/tva/model/ linksettransform/LinkSetAggregator.java"/> 
    </Method> 
    <LocalVariable name="machine" register="5" pc="124" role="LOCAL_VARIABLE_VALUE_OF"/> 
    <SourceLine classname="com.securedecisions.tva.model.linksettransform.LinkSetAggregator" start="550" end="550" startBytecode="125" endBytecode="125" 
sourcefile="LinkSetAggregator.java" sourcepath="com/securedecisions/tva/model/ linksettransform/LinkSetAggregator.java" role="SOURCE_LINE_DEREF"/> 
    <SourceLine classname="com.securedecisions.tva.model.linksettransform.LinkSetAggregator" start="549" end="549" startBytecode="85" endBytecode="85" 
sourcefile="LinkSetAggregator.java" sourcepath="com/securedecisions/tva/model/ linksettransform/LinkSetAggregator.java" role="SOURCE_LINE_KNOWN_NULL"/> 
  </BugInstance> 

working with different tool vendors is a confusing 
and challenging and time-consuming process: 
the engines work differently, which is good since they catch different 
types of problems…  

Jim Bird, Building Real Software 
http://swreflections.blogspot.com/2009_04_01_archive.html 

Tool A Tool B Tool C Tool D 

Klockwork Output 

Findbugs Output 
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An application that brings together disparate SwA analysis runs and … 

 … normalizes the results in a standard format 

 … removes overlapping results 

 … visualizes and prioritizes key trouble spots by severity and frequency 

 … uses code context to assess the impact of those results 

 … filters and highlights based on weakness type and software class 

 … shows who is responsible for weaknesses  

 … helps assign repair of weaknesses 

 … uncovers trends  

Software Assurance Visual Analysis 

Coverage Priority Traceability Remediation 

Tool Output Integration Framework 

Enhances the speed and coverage for detection and 
remediation of software weaknesses 



Target Users for Code Dx 

Knows the Tools Knows the Code 
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Code Dx Workflow 
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Workflows tailored to 
each type of user 

Visualize thousands 
of weaknesses from 

multiple tools in a 
single view 

Quickly and effectively triage 
large weaknesses lists 

Interactive,  
powerful filtering 

Quickly disseminate 
findings 

Triage status 

Real-time 
collaboration Source code 

details 

Remediation 
guidance 
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Technology Transition 

 Phase II contract scheduled to end Jan 9, 2013 
 Alpha prototype made available in July 2012 
 Evaluations sent to over 30 government and commercial 

organizations  

 Beta prototype scheduled for Dec 2012 
 Datasheet and marketing movie available at: 

securedecisions.com/codedx 
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Software 
Assurance 

MarketPlace 
(SWAMP) 
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O

pen Source Softw
are (for starters) 

and potentially all governm
ent funded softw

are 

Other Resources (e.g., 
High Performance 
Computing Clusters) 

1. Help advance the quality and adoption rate of SWA tools 
2. Lower the threshold for using them 
3. Make it easier to interpret and use their output 12 
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15 PI: Hassan Radwan 



Ken Prole 
Ken.Prole@securedecisions.com 

631-759-3907 

Questions? 

securedecisions.com/codedx 
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