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= Significant visualization experience
= Software Vis, Cyber Security Vis, Military C2 Vis
= Secure Decisions security division launched in 2000

= Visual analytics of network data, Visual systems for CND
training, Mission impact of cyber attacks

» Classified portfolio

http://avi.com/ 2 http://securedecisions.com/




There’s lots of bad software out there

Our industry still hasn’t learned how  FESSEE
to deploy secure software...

6.4 Million Passwords Reportedly Stolen From LinkedIn
Website

Software Assurance: poorly written Unked®. T
software is at the root of all of our

security problems

Doug Maughan, DHS
Top 10 Hard Problems in Cyber Security, CACM 53(2)

The social networking website LinkedIn is investigating claims that more
than 6 million passwords were stolen and uploaded to a Russian-language
Bl Recommend 2.7k web forum today.

The tools exist to help us
deploy safer software...




...but there’s no single solution
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Non-overlap: Hits reported by one tool and no others (84%)

Differenttools identify different
problems...

Owerlap: Hits reported by more than one tool (16%)

2 wols

/ 3 tools 4 tools

L 2
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All 5 wols

Source: MITRE

One static analysis tool on
average will only detect

No tool stands out as an uber-tool.
Each has its strengths and weaknesses.
O Kris Britton, Technical Director
NSA’s Center for Assured Software

of all weaknesses 4



and present their results with different semantics:

<Buglnstance type="NP_NULL_ON_SOME_PATH" priority="1" abbrev="NP" category="CORRECTN
<Class classname="com.securedecisions.tva.model.linksettransform.LinkSetAggregator">

]
<SourceLine classname="com.securedecisions.tva.model.linksettransform.LinkSetAggregator" sta F I n d b u gs O u t p u t

sourcepath="com/securedecisions/tva/mode l/linksettransform/LinkSetAggregator.java"/>
</Class>

.model.linksettransform.LinkSetAggregator" name="createFromExploit"
decisions/tva/model/xml/pdag/P MnDomainDocument$ ProtectionDomain; se curedecisions/tva/m

ode="0" endBytecode=,

sform/LinkSetAggreg SOURCE_LINE_KNO

<file>r .s\drscott\we -eB\GMU Graph Viz 2.1.2\src\com\securedecisions\tva\common\Contract.java</file>
<m ~Require</m 2
< '</line>
>5</colum
with..ciff 1 e 1a| Y K|lOockwork Output
working with..Glllierent. Lool. \MuSiels 4" el utpu g
<ai.. -10883219u. . vnor>

wranec ﬁfiaﬂp@hglng and time-consuming process:

<sever|ty>Ster</se verity>

<sever @</%ﬂgiﬁes work differently, which is good since they catch different

<displayAs>Warning</displayAs>

=eopypes of problems...
<citingStatds>Analyze</citingStatus>

<lastCommit>0</lastCommit>

<state>New</state>

<dateOriginated>1264106407000</dateOriginated>
<url>http:/INPT-0779-WV1:8080/klocwork/insight-review.html#goto:project=g mu212,pid=2 </url>
</problem>

Jim Bird, Building Real Software
http://swreflections.blogspot.com/2009_04_01_archive.html
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Software Assurance Visual Analysis
An application that brings together disparate SwA analysis runs and ...

KDM Analytics”

Tool Output Integration Framework
... visualizes and prioritizes key trouble spots by severity and frequency

... normalizes the results in a standard format

... removes overlapping results

... uses code context to assess the impact of those results

... filters and highlights based on weakness type and software class
... shows who is responsible for weaknesses

... helps assign repair of weaknesses

... uncovers trends

Coverage Priority Traceability Remediation

Enhances the speed and coverage for detection and
remediation of software weaknesses
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£ Homeland

Code Dx W orkflow

Step 1 - Generate and upload data
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Code B

Home Projects Options About Admin Logout Lagged in as admin Snurslhciduis

WebGoat > Analysis Run 1 > Weakness 504 Ms_SHOULD_BE_FINAL detected by FindBugs

First seen on 6f22/2012 8 weaknesses in this file 3 similar weaknesses in this analysis run

Status : Description
New M Triage status
A mutable static field could be changed by malicious code or by accident from
- another package. The field could be made f| v
Activity Stream packag Remediation

guidance

« » Detailed Information
e

------------------------------------------------------ ~ Source Code
admin changed status to New
3 days a
e The weakness goes from line 61 to 61 in file lessons/XMLInjection.java

admin changed status to Assigned to jane show more: (1 weaknesses currently hidden from view)

3 days ago

®

admin changed status to Escalated

3 days ago * @author Sherif Koussa <a href="http://www.softwaresecured.co
- - * f

admin cha FQEEEiI-tIrTlEE public class XMLInjectign extend o

3 days ago . {

e collaboration Source code

3 days ago private final stati detaI|S NG = new Integer(

admin changed status to New private final static String ACCOUNTID = “"accountID";

21 days ago
public static HashMap<Integer, Reward> rewardsMap = new Has
public final static A MAC_LOGO = new A().setHref("http://ww
protected static HashMap<Integer, Reward> init()
{ Reward r = new Reward();
r.setName( "WebGoat t-shirt");

r.setPoints(50);
rewardsMap.put(1eel, r);

show more: (5 weaknesses currently hidden from view) 10
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Phase Il contract scheduled to end Jan 9, 2013

Alpha prototype made available in July 2012

= Evaluations sentto over 30 government and commercial
organizations

Beta prototype scheduled for Dec 2012

Datasheet and marketing movie available at:
securedecisions.com/codedx




Software Analysis Tools —

Software
Assurance
MarketPlace

Open Source and potentially commercial

(SWAMP)
° r 2
° Other Resources (e.g.,
High Performance
Computing Clusters)
\_ J

1. Help advance the qualityand adoption rate of SWA tools

2. Lower the threshold for using them

3. Make it easier to interpret and use their output

9JeM1J0S papun} jusawuianog ||e Ajjelnualod pue

(s1914e1S 40J) 94EMOS 924n0S UdQ
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() CWE-Vis

€ 5 C M ) cwevis.org/viz e [H A

B Do you have feedback? Please share it with us directly.

Home CWE Categories Browse Weaknesses Contact us

# Highlight

Text

categories in the inner-most
ring are the top level categories
and each level below that
contains the sub-categories for
the one above.

@ Tip
You can zoom with the mouse

wheel and pan around with the

left mouse button. -



Focus on resolving vulnerabilities in
the most important code paths

Coming in 2013

Code Pulse will provide an execution
context for static source analysis

Pl: Hassan Radwan 15



Questions?

Ken Prole

Ken.Prole@securedecisions.com
631-759-3907
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