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viaForensics Overview

Digital security and forensics, focus on mobile

= viaExtract™ forensic software

= |iveForensics®™ continuous monitoring

= Advanced forensics training and services
= appSecure™ mobile security audits

= Santoku Linux distro for mobile security and
forensics analysis
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Challenges

 Significant data on mobile devices, hard to
gain access

e Screen locks, passwords, encryption

o Authentication (admissibility) of forensic
Images

« Meaningful reporting on diverse data sets
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NAND Flash Memory

= High potential for data recovery,
but difficult to image

= No tool to create forensically
sound image (admissibility)

= We created on-the-fly hashing
for image verification

= Once data acquired, must reverse
engineer and then analyze
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Platform Codename API Level Distribution
Android 2.3.3———— Android 1.5 Cupcake 3 0.4%
Android 1.6 Donut 4 0.8%
—— Android 3.0 Android 2.1 Eclair 7 6.6%
=i :,E:: ceoic I Android 2.2 Froyo : 25.3%
1- :::: aroid 402 Android 23- | Gingerbread 9 0.5%
2 :ﬁ: , L Android 2.3.2
T Andrei 21 Android 2.3.3 - 10 61.5%
Android 2.3.7
2 Android 3.0 Honeycomb 11 0.1%
S Android 3.1 12 11%
Android 3.2 13 21%
Android 4.0 - lce Cream Sandwich 14 0.4%

‘Google 10/03/2011 Android 4.0.2

Android 4.0.3 15 1.2%

* More than 11 versions in commercial space
e Different boot loaders per handset manufacturer + device
* Rooting and custom ROMs widespread



Solutions

e Develop forensically  Incorporate into
sound flash write- viaExtract product
blocker » Support additional

e On-the-fly hashing of devices (10S, Windows)
NAND dumps « Catalogue techniques

* Temporary rooting of « Mobile forensics training

devices e Push-button forensics



Homeland
7 Security

Forensic Boot Image

= Startearly in the boot chain before
the system loads

= Provide ADB root shell over USB
which can be used to image the
device

= Do not mount anything, including
cache, to prevent any writes to
partitions

= Devices withraw NAND flash and R R
wear leveling implemented in
software (YAFFS2) can be
prevented from overwriting deleted
data




Cracking Encryption

Parse footer

Locate Salt and Encrypted Master
Key

Run a password guess through
PBKDF2 with salt, use resulting key
and IV to decrypt master key, use
resulting master key to decrypt first
sector of encrypted image.

If password is correct, plain text will
be revealed

Magic

Major Version 5 1

Minop Version
Footep S5ize
Flags

Key Size

Failed Decrypts

Crypto Type

Encrvptpd :
Serypted ke
Salt v

Thying Pa
Derived Key
Derived v

Decrypted Key :

Sswordg -

: BxBSESASQﬁd
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BxDBBSBlCd

e

> 184 bytes
. BX@BBBBBBB
© 128 bits
B

FQBBBIAF896808°

g JSZBQCESQS?ECSH

:‘z‘ fF:‘F; A ] ;Q‘ l; d-('}
EJ & Z_D _JEIZJ SE
e - =

1234

¢ 7??5E94 )

OxB3Fgn . T 76ES ﬂD@QC]DﬂC :

ganSQgg????ﬁ?ﬁzAlCFﬁE?DSB7;gi§931
__JbiQDjllBE@Zﬂﬁl?FQrgéhE;JC
2al3E1BR
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agic : @xDeB5B1C4
ajor Version : 1

inor Version : @

Footer Size : 184 bytes
Flags © AxAPERRORY
Key Size : 128 bits
Failed Decrypts: @

Crypto Type
Encrypted Key

Trying Password:
: @x38E6A59647776E94ADO9ICIDACATBA971
: @xB3F8D260076D92A1CFAE7D8A7DC1613C
: @xB552303822D311BEB23617F258C3E1BB

Derived Key
Derived IV
Decrypted Key

ESSIV IV

: aes-cbc-essiv:sha256
. ©x82AF933B1AFP968D835239CE69526C60
: Bx31D728E6F7F78A23D793E125378E5FA9

EPETIC orrect{RN]

: @xB31C2837995393102ECC539D460D77C1

Magic : @xDeB5B1C4
Major Version : 1

Minor Version : @

Footer Size : 184 bytes
Flags T Ax0POAROR.
Key Size : 128 bits
Failed Decrypts: @

Crypto Type
Encrypted Key
Salt

Trying Password:
Derived Key
Derived IV
Decrypted Key

ESSIV IV

: aes-chc-essiv:sha256
. ©x82AF933B1AF0968D835239CE69526C60
: Bx31D720E6F7F78A23D793E125378ESFAS

5555 (NEemEER )

: ©x3AC2D38F705281EBB45430D5770B2BFD
: ©xAFACBB6F2C3481C20B8430DEB696@8A4A
: ©x85BE68592503F89CBOF9BBDB2972AEQT7

: @x52989B5B082368326FBA014DB6ABAGTC

Decrypted Data : OxEE961EE40CCO36D88D2D29206D888F(500000020000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000200000000000000000000000000C00000C0R0REREV0RERONOREHCRCERORNERN0RB0A0EA
00000000000000000000000000000000000000000000000000000000000000000000000000000000
(alefeLeta Lo o o o s T la et ol ol Tale o aTalaTa o s Tae Ja s o slal sfe T la oo T la o la ol Lol ol ol o ala aTa o T Ja e o ol slaTote ol Lo Te o la o]
00000000000000000000000000000000000000000000000000000000000000000000000000000000
(eledelafalalelolalalaTale[lelalelolelalelalelalalalala L ol ol a o alalafeTale leala ol aale ol ol ol o el a alalala e o Ja o s el alelole e e ol a o]
00000002000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000
(Glefeleta e e a s sla Tt Lot ot ol T et aTa e Lo s Lo JaT o Tsla oo T te e L la o ta e Lot ot ol o ala o Ta o Ja T o T o Tsla ot ot et o to o]
00000000000000000000000000000000000000000000000000000000000000000000000000000000
(alefeletalola o e s ala T te o le e la e la el ala a o e Ja e o o alal afe Lo te o la ol e ol o ale o e ol ol o el o ala ala e s Ja T a s ol ala e o le o Te ol a o]

00000000000000000000000000000000000000000000000000000000000000000000000000000000
000

Decrypted Data : 0xBOD17B11AB13D1C432A4816ABF39319976187A54D58961B7808191E6AALFS
B6E8AADCC2DA4986F377981D79AD7C62539054583033472EBO69AEC33451BF8DDBBEABAAS02C41A61
13@9BDFC3E65A88027B7ECCB1B7D@A573EADE194C87COABDE61E62D942354EF218378E76EB30BFB2
5ES7391AC9A268BCD49F274680313ED1D1FFDA663B249A282CCC49D5C54EB528427FCCA3B3CDF2FC
86892271F89736CE53BBD117BFBBB0O25DAT5C7AEFA6025F6AC1547DABD3F1FCC6542DABEBAIF5DB7
08D3743E5440D61DADDAE26048018002C597335FDDB84AF89922E0C165128A3C51082877CEQF51840
12FFE73CA346922B1F931E3C6EE30AC781479D2DB6FB168965A92809854523DC228ACA73AE8164A8
F20A2BB74617CFB536AF3B61BBFOC273BE3OFO06EGA6817E42FDA579B8F3B34934C12F5D280CE764
F1381120D746683F2AC5AF825CC25AE089B355044E86CC207484A0F365E465C7B2E980456D4C0OBAS
A62A19EFA227E1E3AF92A9386BF585894327740647B537DBS6302B51899DEDI7B37FCA9D1B35F618
FCAF775E3FB155DD4800FB8577C38404AAD366E18E1AG2C2E944CDE4A5732A9B5E20F80DEDEG3FCAF
855CE41D1D8CE3DB33FE8BA5F861F781DCA180A18DFI1OEAS19A6E52C15DADCCCBCIOA42AC3D7BDO
DE37C3B28932131D37198BD/AB1D48CBBO5C8B1159715F49424887D245034C6510FA3FEDOE5CBE23
8CA

= Cracking PINs takes seconds. Passwords
are usually short or follow patterns due to
being the same as the lock screen

password
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Support More Devices

* |Increase number of 0 = =
supported Android devices F=Ten 1

= Add support for iOS logical i '
and physical acquisitions o 1
L& |
= Add support for Windows Lrele ¢ f |
Phone, provided they can CNOFT) T

reverse downward trend
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Training and Automation

Is the device

YES MNotes:
powered on?
1. Fastboot might work even
1 if the bootioader shows that
securityis on (5-0N). Some
Is the screen
- bootioaders were shipped
active or with nan-perfectad
u b bootioaders that will
I nlocked?
- J communicate through
fastboot
YES
Live
System @
Enable USE only
debugging You are here

YES
o] =
' |
YES
- | Imale IM Ii'l‘
memaory (if desired)

Y
<¢(g
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Santoku Linux

* Free and open bootable Linux
distribution full of tools

* Mobile Forensics
= Mobile App Security Testing
= Mobile Malware Analysis

= Project is a collaboration with other
mobile security and forensic pros

12
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Advanced Analytics

= Mustgo beyond simple presentation of logical data
= (Canonicalization and provenance

» Visualizations

= “Web 2.0” reporting interface

= EXportto standard formats for verification (DFXML) and additional

analysis
Dashboard
LA Host Last Updats DOryeradl Status (Last 5)
Fa f i M8 June 2012 03:22:58 PM COT m’ WAR
2 June N2 03:22:58 PR COT | NEHFMAL | [ cAMmICAL |
88 P CDT ) Y 1N,
Wl C | CHITICAL |

[ HORMAL WaR | CRITICAL |
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