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What is the I3P? 
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 A national consortium of 28 universities, national 
labs and non-profits doing cyber security research 

 10 years of impact 
 Focus on multi-institution, multidisciplinary projects 

to strengthen the nation’s information 
infrastructure 



What Makes a Good 
CSIRT? 

•3 

 Duration: October 2012 for 3 years 
 George Mason U: Organizational psychologists will look at 

knowledge, skills and abilities; teams; interactions 
 Hewlett-Packard: Runs Navy-Marine Corps Intranet (NMCI); 

will provide access to CSIRT, network analysts, help desk, 
etc. (NMCI is the largest internal computer network in the 
world: 363,000 computers, 707,000 sailors, 620 locations) 

 Dartmouth: Will analyze costs and benefits 
 



Project Activities 
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DEFINE EFFECTIVENESS 
Produce team characteristics 

and outcome measures 
RESPONSE TRIGGERS 

What starts CSIRT actions, size, 
escalation? 

CSIRT PROCESSES 
Interactions, trust, extreme cases 

 
KNOWLEDGE, SKILLS, 

ABILITIES 
Team types, 

novice/master/expert, multi-team 
system 

 

OPTIMIZE TEAM 
PERFORMANCE 

Simulate multi-team systems, 
tailor guidelines and aids 

TECHNOLOGY AND DECISION 
SUPPORT 

Process mapping, guidelines, 
decision aids 

ENCOURAGE CHANGE 
Technology transfer, workshop, 

publications 



 

 

Generating Taxonomy of CSIRT 
Criteria 
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Top-Down 
 Review existing 

taxonomies 
 Domain-general 
 Domains “similar” to 

CSIRTs 

 Adapt to CSIRT 
setting 
 Test extant 

dimensions 
 Focus groups 
 Archival information 

Bottom-Up 
 CSIRT “critical 

incidents” 
 Focus groups 
 Archival information 

 Develop taxonomy 
of CSIRT criteria 
 Obtain dimensions 



CSIRT Services 



P.M. Muchinsky (2012) Psychology Applied to Work. Summerfield, NC: Hypergraphic Press 

Task Analysis: What Do CSIRT 
Team Members Do? 



How Do Tasks Interact? 



How Do People Interact? 



Operations 

Help Desk 

CSIRT 

Events 

Triage 

Analysis 

False 
Positive

? 

Remediation 
Recommendation 

True/false negatives 

False positive 

Process Modeling 

• Develop models of CSIRT 
processes 

— Analyze and improve 
business process efficiency, 
quality and cost 

— Facilitate understanding and 
communication 

— Support process 
management 

— Seek ways to introduce 
automation 

— Develop best practices 

• Focus on process models 
that capture interactions 
between teams 
 



Skills and Escalation 

Anomalies from 
Operational 

Team 

Central Analysts 

Investigators 

APT Team 

Solved 

Solved 

Solved 

Solutions, 
Learning, 
and 
Prediction 



Bronk, H., Thorbruegge, M., & Hakkaja M. (2007). A Basic Collection of Good 
Practices for Running a CSIRT. Heraklion, Greece:  European  Network and 
Information Security Agency.   

How Do Teams Interact? 



Model Multiteam System Effectiveness 

Compositional  
Attributes  

Linkage 
Attributes  

Developmental 
Attributes  

Multiteam Intrateam  
Processes 

 
Multiteam Interteam  

Processes 

Multiteam  
Effectiveness 

Zaccaro, Marks, & DeChurch, 2012 with John Mathieu 



Compositional  
Attributes  

Multiteam Intrateam  
Processes 

 
Multiteam Interteam  

Processes  MTS size 
 Boundary status 
 Organizational 

diversity  
 Functional 

diversity  
 Geographic 

dispersion 
 Cultural diversity 
 Motive structure 
 Temporal 

orientation 
 

• Interdependence  
• Hierarchical 

arrangement  
• Power distribution 
• Communication 

structure 

Linkage  
Attributes  

• Initial formation  
• Direction of development 
• Tenure 
• Task stage 
• Membership constancy 
• Linkage fluidity vs. 

constancy  
 

Developmental  
Attributes  

Attributes Inform Processes 



CSIRT Cash Flows 
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Cost-Benefit Analysis:  
Trade-offs 



Deliverables 

 Basic principles of  
 Team composition 
 Training 
 Support 

 Decision aids 
 Guidelines for optimized processes 
 Results from  
 Interviews 
 Focus groups 
 Observation 
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Questions? 
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	Slide Number 1
	What is the I3P?
	What Makes a Good CSIRT?
	Project Activities
	Generating Taxonomy of CSIRT Criteria
	CSIRT Services
	Slide Number 7
	Slide Number 8
	Slide Number 9
	Process Modeling
	Skills and Escalation
	Slide Number 12
	Model Multiteam System Effectiveness
	Attributes Inform Processes
	CSIRT Cash Flows
	Slide Number 16
	Deliverables
	Questions?

