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Intro 

 TTA #4 Insider Threat 
 Focus on detection (vs. prevention or deterrence) 
 Detect anomalous accumulation of data 
 Indication and warning of exfiltration threat 
 Alert to criminal and/or exploitable behavior 

 Research Team  
 PI: Simson Garfinkel, Ph.D. 
 Naval Postgraduate School 

 Co-PI: Nicole Beebe, Ph.D. 
 The University of Texas at San Antonio 
 UTSA Co-Investigator, Dr. Daijin Ko, Ph.D. 
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Technical Approach 
The Problem 

 Indication and warning of exfiltration threat when 
 Information collected IAW access permissions 
 Data collected, transmitted, and deleted quickly 
 No “signature” exists for behavior 

 Past detection efforts focused on 
 Monitoring access patterns 
 Defining signatures 

 Detection solutions must  
 Be scalable to large, diverse, dislocated organizations 
 Be lightweight and not impact computational operations 
 Accommodate fluidity and variety in workforce 
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Technical Approach 
The Solution 

 Detect threatening insiders by detecting deviations in their 
individual storage profile on their workstation 
 Deviations in storage profile 
 Data focused (not quantity/quota) 
 Types (file/data type and content based) 
 Deviations measured from variety of baselines 
 Individual, role-based, department, organization 

 Tunable anomaly alert sensitivity 
 To balance false positive – false negative trade-off 
 To increase monitoring on individuals or units 
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Technical Approach 
The Solution 

 Benefits 
 System agnostic  
 Leverages but does not rely on file system 

 Scalable  
 Uses reliable sampling of stored data 

 Does not rely on policy statement or discovery 
 Does not require Internet connectivity 
 Does not rely on insider threat modeling or “signatures” 
 No intellectual property costs (uses GOTS) 
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Technical Approach 
The Solution 

 Approach 
 Local, lightweight, covert, secured surveillance agents 

installed on workstations calculates storage profiles 
 bulk_extractor  

 Open-source, demonstrated capability, v1.3 just released 
 Random sampling  
 Of disk data to minimize computational overhead 
 Of interval to minimize anti-forensics efforts  

 Central management console 
 Surveillance agents send line-based profile data for 

analysis and anomaly detection 
 Statistical cluster analysis detects outliers 
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Bulk Extractor Viewer Screen Shot 
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Technical Approach 
Technical Challenges 

 Science: Clustering algorithm selection/development 
 Accuracy and speed trade-off of extant algorithms 
 Develop combinatorial algorithm to improve accuracy 
 Need for automated parameter selection amidst noisy data 
 Feature selection 

 
 Engineering: Visualization component 
 Visual representation of anomalies 
 Facilitate analyst drill-down 

 
 
 

10 



Milestones & Schedule 

 Year 1 
 Milestone: Develop and test lightweight media forensics 

agent for Windows workstations 
 Done: Bulk Extractor v1.3 released 
 To do: Enhancements and sampling engine 

 Milestone: Develop and test optimal clustering algorithm 
 Leverage past research at UTSA 

 Self-organizing neural nets in digital forensics 
 Automated parameter estimation heuristics 
 Precision INdex (PIN) measure for combining classifiers 
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Milestones & Schedule 

 Year 2 
 Milestone: Develop and test management console tools, 

data aggregation agent, visualization components on 
limited scope production network at NPS 
 Currently investigating adaptation of open source network collection 

and remote management systems 

 Year 3 
 Milestone: Final development of outlier detection and 

visualization technology based on test results and large-
scale testing on partner network(s) 
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Deliverables & Schedule 

Knowledge Products 
(Tech Report / Academic Pub) 

Software 

Year 1 - Feature Extraction Technique 
- Anomaly Detection Algorithm 

- Workstation Agent (v1) 

Year 2 - Visual Component 
- Small-Scale Network Test 

- Workstation Agent (v2) 

- Server-Side Management Tool (v1) 

Year 3 - Large-Scale Network Test - Workstation Agent (v3 as needed) 

- Server-Side Management Tool (v2) 
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•Progress reporting all years 
•Monthly Program Reports 
•Quarterly Status/Financial Reports 
•Quarterly Detailed Technical Reports 
•Annual Program Report 
•Final Technical Report 



Technology Transition Plan 

 Open source releases 
 Bulk Extractor (BE) 
 BE sampling engine 
 BE plug-in for clustering engine 
 Clustering engine 
 Visualization front-end for clustering engine 

 Create GOTS product that integrates all above, plus 
 Secure transmission of data 
 Data aggregation agent 

 To get to pilot: production network tests with injects 
 DETER & PREDICT are not applicable 

 PI Garfinkel has extensive experience transitioning technology into 
open-source, commercial, and GOTS products 
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