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 Individual devices that make up the Internet substrate 
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• the (mips) ERET, or Exception-Return 
is an architecture invariant 
 

• ISR entry point is a binary invariant, 
typically found at 0x600080180, etc 
 

• Can just hijack entry point, but there is 
an ulterior motive 
 

• Use ERET locations in the image to 
fingerprint IOS version  

Version Agnostic Cisco IOS Rootkit 



Doppelgänger Approach 

 Challenges 
 

 Undocumented, proprietary OS 
& hardware 

 Over 300,000 firmware images 
in the wild 

 “No” mechanism to run third-
party code 

 No host-based defense 
 Resource-constrained, real-time 

environment 
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Doppelgänger Approach 

 Proposed Technical Approach 
 Novel code injection platform that embeds intrusion 

detection function into legacy routers 
 Demonstration of host-based intrusion detection 

functionality on different router platforms 
 Test @ DETER 

 
 Cisco IOS prototype now exists 
 Doppelgänger code injection ported to FRAK 
 FRAK: Firmware Reverse Analysis Konsole 
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 Doppelgänger 
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•Fortifying Cisco IOS  
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• EAWS: Early Attack Warning System 



Doppelgänger Milestones 
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 Emulator-based Sensor 
 Test function and safety on the network 

 Physical router Sensor 
 Test latency  

 Alert reporting infrastructure 
 Stealth channels & Open channels 

 Develop exploits and attacks 
 Test and Evaluation 
 Columbia network 
 DETER testbed 

 Do not be late with monthly reports 
 



Doppelgänger Tech Transfer 

 Red Balloon Security Inc. 
 
 FRAK will be available soon. 
 In discussion with large embedded & AV vendors. 
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Doppelgänger Quad Chart 
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Doppelgänger Questions 
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 Contact: 
 Sal@cs.columbia.edu 
 Ang@cs.columbia.edu 
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