CYBER SECURITY DIVISION

Homeland
Security

Science and Technology

2012 PRINCIPAL INVESTIGATORS’ MEETING

TUESDAY, OCTOBER 9, 2012

7:30 Registration
8:30 Introduction/Welcome Doug Maughan
9:15 Industry Partners and DHS Components
DHS National Protection and Programs Directorate (NPPD) Joe Jarzombek
10:00 Value Creation Workshop Overview Zach Tudor, SRI
10:15 BREAK
10:30 International Partners
United Kingdom Ciaran Osborne &
Scott Robertson
Australia David Mcllroy
Canada Guy Turcotte& Rod Howes
Netherlands Eelco Stofbergen &
Jan Piet Barthel
Sweden Martin Eriksson
12:15 LUNCH ON YOUR OWN/NETWORKING
1:30 Department of Homeland Security (DHS) Science and Technology
Directorate (S&T) Cyber Security Division (CSD) Programs
DETER Terry Benzel
HOST Luke Berndt
Assessments and Evaluations/Experiments and Pilots/Transition =~ Doug Maughan; Scott
to Practice Tousley; Greg Wigton
PREDICT Manish Karir
Transition to Education Doug Maughan; Gary
Bridges; Dan Massey
2:45 BREAK
3:15 Existing Programs
CAIDA, UCSD KC Claffy
usc/Isl John Heidemann
Georgia Tech Wenke Lee
CO State Dan Massey
4:35 Wrap up/Adjourn




CYBER SECURITY DIVISION

Homeland
Security

Science and Technology

2012 PRINCIPAL INVESTIGATORS’ MEETING

WEDNESDAY, OCTOBER 10, 2012

8:00 Introduction/Housekeeping Doug Maughan
8:15 DHS S&T Homeland Security Advanced Research Paul Benda
Projects Agency (HSARPA) Director Remarks
8:45 CSD Small Business Innovation Research (SBIR) Projects
Applied Visions Secure Decisions Ken Prole
Centripetal Sean Moore
Data Access/KDM Analytics Nikolai Mansourov
Grammatech Paul Anderson
viaForensics David Weinstein
Queralt Howard Kaplan
10:15 BREAK
10:30 Introduction of New Projects Doug Maughan
10:40 TTA 8 — Incident Response Communities Scott Tousley
Dartmouth College Shari Pfleeger
11:00 TTA 9 — Cyber Economics Joe Kielman
University of Maryland Lawrence Gordon
11:40 TTA 12 — Moving Target Defense Ed Rhyne
Princeton University Ruby Lee
Northrop Grumman Information Systems Jeffrey Foley
12:20 LUNCH ON YOUR OWN/NETWORKING
1:35 TTA 4 - Insider Threat Scott Tousley
Naval Postgraduate School Nicole L. Beebe, University of
Texas at San Antonio
2:15 TTA 7 — Network Mapping and Measurement Ann Cox/Manish Karir
International Computer Science Institute Nicholas Weaver
Naval Postgraduate School Robert Beverly
University of California, San Diego Bradley Huffaker
Merit Network Inc Joe Adams
3:35 BREAK
3:50 TTA 6 — Modeling of Internet Attacks Ann Cox/Manish Karir
Georgia Tech Research Corp Wenke Lee
Oak Ridge National Laboratory John Goodall
Columbia University Salvatore Stolfo
5:10 Wrap up/Adjourn Doug Maughan




CYBER SECURITY DIVISION

Homeland
Security

Science and Technology

2012 PRINCIPAL INVESTIGATORS’ MEETING

THURSDAY, OCTOBER 11, 2012

8:00 Introduction/Housekeeping Doug Maughan

8:15 TTA 14- SWAMP Kevin Greene
Morgridge Institute for Research Miron Livny

8:35 TTA 1 - Software Assurance Kevin Greene
Kestrel Technology, LLC Henny Sipma
HRL Laboratories, LLC George Kuan
Applied Visions, Inc. Hassan Radwan

9:35 BREAK

9:50 TTA 5 - Resilient Systems and Networks Ann Cox
Raytheon BBN Technologies Ronald Watro
Naval Postgraduate School Cynthia Irvine

10:30 TTA 11 - Hardware-enabled Trust Ed Rhyne
Def-Logix Paul Rivera
IBM Research Dimitrios Pendarakis

11:10 TTA 2 - Enterprise-level Security Metrics Greg Wigton
George Mason University Sushil Jajodia
University of lllinois at Urbana-Champaign David Nicol

11:50 LUNCH ON YOUR OWN/NETWORKING

1:05 TTA 3 - Usable Security Greg Wigton
Indiana University Jim Blythe, USC ISI
IBM Research Larry Koved

2:25 BREAK

2:45 TTA 10 - Digital Provenance Joe Kielman
University of North Carolina at Chapel Hill Fabian Monrose
ITT Advanced Engineering & Sciences Division Jeffrey Isherwood, Exelis
University of Alabama at Birmingham Ragib Hasan

3:45 TTA 13 — Nature-inspired Cyber Health Joe Kielman
Pacific Northwest National Laboratory Christopher Oehmen
Rutgers University — New Brunswick Campus Raj Rajagopalan, HP

Labs/Honeywell
4:25 Q&A and Next Steps Doug Maughan

4:30

ADJOURN




