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Question 

• Who likes getting calls from Telemarketers? 
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Public Interface Obfuscation 

PIO 
Router/

NAT 
Intranet Internet 

DMZ 



Public Interface Obfuscation 

No more ‘Phishing’ 

Port scanning stops working– ports are 
always changing! 

Window of opportunity very small for 
attackers as locations constantly shift. 



But what if…? 



Live Service Migration 

Windows Server 

IIS 

Normal operation: 
- Everyone using the web server. 



Live Service Migration 

Windows Server 

IIS 

Abnormal operation: 
- Someone/something bypasses web server. 



Live Service Migration 

Windows Server Windows Server 

IIS 

Live Service Migration: 
- Machine suspended, process migrated. 
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Windows Server 

IIS 

Normal operation: 
- Everyone using the web server. 



Live Service Migration 

• At regular intervals, services are migrated. 
 

• LSM interrupts the attackers mission, not the initial attack. 
 

• Ordinary legitimate use carries on 

Windows Server 

IIS 

Windows Server Windows Server 

LSM VM Manager and Process Migrator 
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• Public Interface Obfuscation 
 - Protects the front door 
 - Everything coming in is ‘pre’ authenticated 
 - Almost impossible to ID a system 
 - Very difficult to exploit a service 

 
• Live Service Migration:   

 - Protects the services 
 - Prevents exploits from persisting 
 - Stops root-kits and malware from working 
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• Questions? 
 
 

Will Hickie 
Will.Hickie@endeavorsystems.com 
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