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Top Stories

Officials approved October 14 NST Express LLC’s $60 to $80 million bid to build a 12-
inch diameter crude oil pipeline in McKenzie County by late 2016. — Bismarck Tribune

(See item 1)

The governor of California signed legislation October 15 banning products containing tiny
exfoliating microbeads after it was determined that the beads pass through water filtration
systems without disintegrating. — Fox News; Associated Press (See item 12)

Texas Governor declared a state of emergency October 15 due to the Smithville Fire that
has burned over 4,200 acres, destroyed 9 structures, and forced the evacuation of about 200
homes. — San Antonio Express-News (See item 14)

The U.S. Customs and Border Protection experienced a 90-minute outage October 14 with
its processing systems at airports of entry prompting U.S. international travelers to be
processed with substitute procedures. — WFOR 4 Miami (See item 15)
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Enerqy Sector

1. October 15, Bismarck Tribune — (North Dakota) Public Service Commission
approves new 23-mile Bakken oil pipeline. The North Dakota Public Service
Commission approved October 14 NST Express LLC’s $60 — $80 million bid to build a
12-inch diameter crude oil pipeline in McKenzie County by late 2016. The 23-mile
pipeline would transport oil from NST Express Alexander Facility to its NST Transload
East Fairview Facility with a maximum capacity of 100,000 barrels per day.

Source: http://www.inforum.com/news/3861366-public-service-commission-approves-
new-23-mile-bakken-oil-pipeline

Chemical Industry Sector

Nothing to report

Nuclear Reactors, Materials, and \Waste Sector

Nothing to report

Critical Manufacturing Sector

2. October 15, Associated Press — (National) Kia recalls 377,000 SUVs to fix shift lever
problem. Kia announced plans October 15 to recall over 377,000 model year 2011 -
2013 Sorento vehicles beginning November 24 due to an issue in which pushing the
gear shift lever too hard can crack the shifter, causing the vehicle to roll out of park
when a driver’s foot is not on the brake.

Source: http://www.mercurynews.com/california/ci_28973527/kia-recalls-377-000-
suvs-fix-shift-lever2011

Defense Industrial Base Sector

Nothing to report

Financial Services Sector

Nothing to report

Transportation Systems Sector

3. October 15, Washington Post — (Maryland) All lanes on Rockville Pike reopen after
water main break. All north and southbound lanes of Rockville Pike in Bethesda
reopened October 15 after being shut down for more than a day while crews worked to
repair a break in a 74-year-old water main.

Source: https://www.washingtonpost.com/blogs/dr-gridlock/wp/2015/10/15/all-lanes-
on-rockville-pike-reopen-after-water-main-break/

4. October 15, Dallas Morning News — (Texas) Southbound 1-35E reopens at LBJ after
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pileup involving jackknifed propane tanker. Interstate 35E was shut down October
15 for at least 2 hours due to a multi-vehicle accident after a semi-truck jackknifed near
the LBJ Freeway interchange and collided with another semi-truck. No injuries were
reported.

Source: http://thescoopblog.dallasnews.com/2015/10/southbound-i-35e-shut-down-in-
northwest-dallas-after-semi-jackknifes-near-1bj.html/

5. October 14, U.S. Department of Labor — (Nebraska) Railcar was unsafe for entry
before deadly blast killed two workers, injured a third at Omaha cleaning facility.
The Occupational Safety and Health Administration cited Nebraska Railcar Cleaning
Services October 13 with more than 30 violations after an April explosion prompted an
investigation at its Hickory Street, Pierce Street and South 30™ Street sites, following
an incident in which 2 employees died in a rail car due to the company’s lack of air
monitoring for explosive hazards. Proposed penalties total $963,000.

Source:
https://www.osha.gov/pls/oshaweb/owadisp.show_document?p_table=NEWS RELEA
SES&p id=28893

6. October 14, CNN — (Florida) 2 dead after plane crashes into mobile home park in
Lake Worth, Florida. The National Transportation Safety Board reported October 14
that a small plane headed from Orlando to Lantana, Florida crashed into a mobile home
in Lake Worth October 13, killing the pilot and one person on the ground. Officials are
investigating the incident.

Source: http://www.cnn.com/2015/10/14/us/lake-worth-florida-plane-crash/

7. October 14, KETV 7 Omaha — (Nebraska) 2 killed in fatal crash west of Fremont;
Highway 30 closed. Highway 30 west of Fremont near County Road 18 was shut down
for 9 hours October 14 while crew cleared debris off the highway following a fatal 2-
vehicle crash that involved a semi-truck and killed 2 people.
Source: http://www.ketv.com/news/crash-sends-smoke-over-fremont-area/35838842

8. October 14, KCRA 3 Sacramento — (California) Lanes reopen on EB 1-80 after
FedEx truck crash. A stretch of eastbound Interstate 80 near Colfax was shut down
for several hours October 14 after a FedEx truck overturned and blocked all lanes of the
interstate. The cause of the crash remains under investigation.

Source:
http://www.kcra.com/news/local-news/news-sierra/eastbound-i80-closed-at-colfax-due-
to-fedex-truck-crash/35834372

For additional stories, see items 1 and 15

Food and Agriculture Sector

9. October 15, U.S. Food and Drug Administration — (Texas) Nijay International, Inc.
recalls Coriander Powder because of possible Salmonella health risk. Anaheim,
California-based Nijay International, Inc., issued a recalled October 14 for 8 cases of its
Down to Earth Organic Coriander Powder after routine sampling revealed positive
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10.

11.

traces of Salmonella. The product was distributed to retail stores in several cities in
Texas.
Source: http://www.fda.gov/Safety/Recalls/ucm467062.htm

October 14, U.S. Food and Drug Administration — (National) Dole Fresh Vegetables
announces precautionary recall of limited number of spinach salads. Monterey,
California-based Dole Fresh Vegetables issued a voluntary recall October 13 for a
limited number of cases of its bagged spinach after random sampling revealed positive
traces of Salmonella. The product was shipped to several States nationwide.

Source: http://www.fda.gov/Safety/\Recalls/ucm466811.htm

October 14, U.S. Food and Drug Administration — (Oregon) Market of Choice recalls
Baked Brie Herb-Garlic due to possible health risk. Market of Choice recalled its
Market Cheese Shop Baked Brie Herb/Garlic variety October 13 due to misbranding
and undeclared pecans. The product was sold in Market of Choice stores in Oregon
from August 3 — September 27.

Source: http://www.fda.gov/Safety/Recalls/ucm467033.htm

Water and Wastewater Systems Sector

See item 3

Healthcare and Public Health Sector

12.

13.

October 15, Fox News; Associated Press — (California) California bans ‘microbeads’
in victory for environmentalists. The governor of California signed legislation
October 15 banning products containing tiny exfoliating microbeads, which will be
imposed in 2020, after it was determined that the beads pass through water filtration
systems without disintegrating. The plastic beads were found in the San Francisco bay,
as well as in open oceans, rivers, and the Great Lakes.

Source: http://www.foxnews.com/politics/2015/10/15/california-bans-microbeads-in-
victory-for-environmentalists/

October 14, U.S. Food and Drug Administration — (National) Medline Industries, Inc.
issues a voluntary nationwide recall of one lot of acetaminophen tablets, 500mg,
due to mislabeling with incorrect strength. Medline Industries, Inc., issued a
voluntary recall October 9 for one lot of its acetaminophen 500mg uncoated
compressed tablets due to mislabeling and improperly displaying the items as
“Acetaminophen 325mg.” The products were distributed nationwide and the company
continues to investigate the root cause of the mislabeling.

Source: http://www.fda.gov/Safety/Recalls/ucm467049.htm

Government Facilities Sector

14.

October 15, San Antonio Express-News — (Texas) Texas governor declares state of
disaster in Bastrop County for fire. Texas Governor declared a state of emergency
October 15 due to the Smithville Fire that has burned over 4,200 acres in Bastrop
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15.

County, Texas, destroyed 9 structures, and forced the evacuation of about 200 homes.
Crews reached 15 percent containment of the fire.

Source: http://www.mysanantonio.com/news/local/article/Bastrop-County-crews-
battle-fire-that-forces-6569034.php

October 14, WFOR 4 Miami — (National) Computer glitch temporarily knocks out
U.S. Customs processing system. The U.S. Customs and Border Protection announced
that it experienced a 90-minute outage October 14 with its processing systems at
airports of entry in the U.S. International travelers were processed with substitute
procedures while the technical disruption was addressed.

Source: http://miami.cbslocal.com/2015/10/14/computer-glitch-temporarily-knocks-
out-u-s-customs-processing-system/

Emergency Services Sector

Nothing to report

Information Technoloqy Sector

16.

17.

18.

October 15, Help Net Security — (International) Attackers can use Siri, Google Now
to secretly take over smartphones. Security researchers from the French Network and
Information Security Agency discovered that attackers could use a laptop running GNU
Radio, an amplifier, a universal software radio peripheral (USRP) software-defined
radio, and antenna to take over smartphones with headphones plugged in via the
Google Now and Siri personal assistants. The attack utilizes the device’s headphone
cord as an antenna, and can enable hackers to force phones to send emails and
messages, Vvisit malicious sites, or become an eavesdropping device.

Source: http://www.net-security.org/secworld.php?id=18984

October 15, Securityweek — (International) Serious vulnerabilities patched in SAP
products. SAP released 29 patches and support packages addressing 1 critical and 15
high priority issues, including missing authorization checks, information disclosure
vulnerabilities, cross-site scripting (XSS) flaws, buffer overflows, and a structured
query language (SQL) injection vulnerability, as well as a severe remote command
execution vulnerability affecting the SAP HANA database management system.
Source: http://www.securityweek.com/serious-vulnerabilities-patched-sap-products

October 14, Securityweek — (International) Zero-day flaw in Magento tool exploited
in the wild. Security researchers from Trustwave discovered a vulnerability in a
version of the Magmi mass importer tool for eBay’s Magento platform in which the
tool’s “download_file.php” opens a specified file without conducting checks to guard
against directory traversal attacks, potentially allowing access to sensitive files.
Magento identified and contacted the owners of 1,700 potentially vulnerable Web sites.
Source: http://www.securityweek.com/zero-day-flaw-magento-tool-exploited-wild
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Internet Alert Dashboard

To report cyber infrastructure incidents or to request information, please contact US-CERT at soc@us-cert.gov or
visit their Web site: http://www.us-cert.gov

Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and
Analysis Center) Web site: http://www.it-isac.org

Communications Sector

See item 16

Commercial Facilities Sector

19. October 14, Dallas Morning News — (National) Dallas Zoo gift shop among several
affected by security breach. Service Systems Associates, Inc., reported October 14
that its credit card payment system, used in gift shops in several zoos including the
Dallas Zoo, Houston Zoo, and Detroit Zoo was compromised from March 24 — May 20
after malware breached its systems. The malware was removed and the company
advised customers to contact their bank for any fraudulent activity.

Source: http://thescoopblog.dallasnews.com/2015/10/dallas-zoo-gift-shop-among-
several-affected-by-security-breach.html/

Dams Sector

Nothing to report
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Department of Homeland Security (DHS)
DHS Daily Open Source Infrastructure Report Contact Information

About the reports - The DHS Daily Open Source Infrastructure Report is a daily [Monday
through Friday] summary of open-source published information concerning significant critical
infrastructure issues. The DHS Daily Open Source Infrastructure Report is archived for 10 days on
the Department of Homeland Security Web site: http://www.dhs.gov/IPDailyReport

Contact Information

Content and Suggestions: Send mail to cikr.productfeedback@hg.dhs.gov or contact the DHS
Daily Report Team at (703) 942-8590

Subscribe to the Distribution List: Visit the DHS Daily Open Source Infrastructure Report and follow
instructions to Get e-mail updates when this information changes.

Removal from Distribution List: Send mail to support@govdelivery.com.

Contact DHS

To report physical infrastructure incidents or to request information, please contact the National Infrastructure
Coordinating Center at nicc@hq.dhs.gov or (202) 282-9201.

To report cyber infrastructure incidents or to request information, please contact US-CERT at soc@us-cert.gov or visit
their Web page at www.us-cert.gov.

Department of Homeland Security Disclaimer

The DHS Daily Open Source Infrastructure Report is a non-commercial publication intended to educate and inform
personnel engaged in infrastructure protection. Further reproduction or redistribution is subject to original copyright
restrictions. DHS provides no warranty of ownership of the copyright, or accuracy with respect to the original source
material.
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