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Top Stories 

• The U.S. President announced November 6 that he voted against the proposed Keystone 
XL pipeline, claiming that the pipeline would not advance U.S. interests. – Associated 
Press (See item 1)  
 

• The former CEO of the failed Nebraska-based TierOne Bank was found guilty November 6 
of concealing more than $100 million in loan and real estate losses. – Reuters (See item 6)  

 

• A Scottish national was charged November 5 after he set up Twitter accounts as market 
research firms and falsely reported that two companies were under Federal investigation, 
sending their stock prices plunging and costing investors $1.6 million in losses. – Reuters 
(See item 10)  

 

• Five tanker cars of a BNSF Railway freight train derailed near Alma, Wisconsin, 
November 7 and leaked ethanol into the Mississippi River, prompting the evacuation and 
the closure of the railway and area highways. – Associated Press (See item 14)  
 

 
Fast Jump Menu 

PRODUCTION INDUSTRIES SERVICE INDUSTRIES 
• Energy  • Financial Services  
• Chemical  • Transportation Systems  
• Nuclear Reactors, Materials, and Waste  • Information Technology  
• Critical Manufacturing  • Communications  
• Defense Industrial Base  • Commercial Facilities  
• Dams  FEDERAL and STATE 
SUSTENANCE and HEALTH  • Government Facilities  
• Food and Agriculture  • Emergency Services  
• Water and Wastewater Systems  
• Healthcare and Public Health  

 



 - 2 - 

Energy Sector 

1. November 6, Associated Press – (National) U.S. President quashes Keystone XL in 
bid to boost climate leverage. The U.S. President announced November 6 that he 
sided with the U.S. Department of State and voted against the proposed Keystone XL 
pipeline, claiming that the pipeline would not advance U.S. interests and would have 
undercut efforts towards a global climate change deal.  
Source: http://news.yahoo.com/ap-sources-obama-administration-nixes-keystone-xl-
pipeline-160930718--finance.html 
 

For another story, see item 14 
 

Chemical Industry Sector 

 Nothing to report 
 
Nuclear Reactors, Materials, and Waste Sector 

 Nothing to report 
 
Critical Manufacturing Sector 

2. November 9, Pittsburgh Tribune-Review – (Pennsylvania) Heavy fire contained, still 
smoldering at Ellwood City battery recycling plant. A November 8 fire at the 
Inmetco battery recycling plant in Lawrence County was contained, but continued to 
burn after it destroyed half of the facility. Officials remained at the site to conduct air 
quality monitoring. 
Source: http://triblive.com/news/adminpage/9402862-74/inmetco-ellwood-fire 

 
3. November 7, Associated Press – (National) Honda recalling 25,300 cars due to air 

bag issue. Honda Motor Company issued a nationwide recall November 7 for 25,367 
model year 2015 – 2016 Fit LX vehicles after internal testing revealed that the rear grab 
rail brackets could interfere with the deployment of side curtain airbags due to a design 
flaw. 
Source: http://6abc.com/automotive/honda-recalling-25300-cars-due-to-air-bag-
issue/1073481/ 
 

4. November 5, U.S. Consumer Products and Safety Commission – (National) Club Car 
recalls gas golf and transport vehicles due to fire hazard. The U.S. Consumer 
Products and Safety Commission announced November 5 that Club Car LLC issued 
recall for approximately 11,600 model year 2014 – 2016 Precedent gas golf and 
transport vehicles due to a fire hazard caused by an improperly factory-installed hose 
clamp that can rub and wear a hole in the fuel tank, potentially causing a leak. The 
company has received three consumer reports confirming the issue. 
Source: http://www.cpsc.gov/en/Recalls/Recall-Alerts/2016/Club-Car-Recalls-Gas-
Golf-and-Transport-Vehicles/ 
 

http://news.yahoo.com/ap-sources-obama-administration-nixes-keystone-xl-pipeline-160930718--finance.html
http://news.yahoo.com/ap-sources-obama-administration-nixes-keystone-xl-pipeline-160930718--finance.html
http://triblive.com/news/adminpage/9402862-74/inmetco-ellwood-fire
http://6abc.com/automotive/honda-recalling-25300-cars-due-to-air-bag-issue/1073481/
http://6abc.com/automotive/honda-recalling-25300-cars-due-to-air-bag-issue/1073481/
http://www.cpsc.gov/en/Recalls/Recall-Alerts/2016/Club-Car-Recalls-Gas-Golf-and-Transport-Vehicles/
http://www.cpsc.gov/en/Recalls/Recall-Alerts/2016/Club-Car-Recalls-Gas-Golf-and-Transport-Vehicles/
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For another story, see item 33 
 
Defense Industrial Base Sector 

Nothing to report 
 
Financial Services Sector 

5. November 7, Washington Post – (Virginia) FBI seeks a bandit ‘loyal’ to his trade. 
Agents from the FBI are looking for a suspect known as the “Forever Loyal Bandit” 
tied to a string of five bank robberies in the northern Virginia area beginning in June 
2014. The suspect’s most recent robbery took place at a Capital One bank branch in 
Arlington November 6. 
Source: https://www.washingtonpost.com/local/public-safety/fbi-seeks-forever-loyal-
bandit/2015/11/07/e4174ae4-85ae-11e5-8ba6-cec48b74b2a7_story.html 

 
6. November 6, Reuters – (National) Ex-CEO of failed Nebraska bank found guilty of 

fraud. The U.S. Department of Justice reported November 6 that the former CEO of 
the failed Lincoln, Nebraska-based TierOne Bank was found guilty of concealing more 
than $100 million in loan and real estate losses from shareholders and the Federal 
government during and after the financial crisis, in addition to falsely reporting the 
bank’s revenues.  
Source: http://www.reuters.com/article/2015/11/07/tierone-ceo-conviction-
idUSL1N1312P520151107 
 

7. November 6, KSNV 3 Las Vegas – (Nevada) Six charged in $2.7 million tax refund 
fraud scheme. Federal authorities charged six people November 6 for their roles in a 
$2.7 million Internal Revenue Service tax refund scheme where suspects would acquire 
the personal information of deceased persons from genealogical databases and use it to 
create fraudulent W-2 forms, driver’s licenses, and Social Security cards to file for tax 
refunds.  
Source: http://www.news3lv.com/content/news/local/story/tax-refund-fraud-scheme-
federal-Bogden/ozIX-4ppL0elVnvhzVsHuA.cspx 

 
8. November 6, South Florida Sun-Sentinel – (Florida) Broward man admits $10 million 

in investment fraud. A Broward County man pleaded guilty November 6 for his role 
in a three person scheme where the suspects lied to investors for more than a decade 
about the status of their investments to defraud them out of $10 million that was 
subsequently spent or deposited in offshore accounts. Officials believe that the third 
suspect is living overseas and has not yet been arrested. 
Source: http://www.sun-sentinel.com/local/broward/fl-burton-greenberg-guilty-brf-
20151106-story.html 

 
9. November 6, KOMO 4 Seattle – (Washington) ‘Beardo’ bandit wanted for 6 bank 

robberies. Police are searching for a suspect involved in six armed bank robberies in 
the Everett, Washington area beginning June 1 with the most recent robbery occurring 
at a Bank of Washington branch October 30. 

https://www.washingtonpost.com/local/public-safety/fbi-seeks-forever-loyal-bandit/2015/11/07/e4174ae4-85ae-11e5-8ba6-cec48b74b2a7_story.html
https://www.washingtonpost.com/local/public-safety/fbi-seeks-forever-loyal-bandit/2015/11/07/e4174ae4-85ae-11e5-8ba6-cec48b74b2a7_story.html
http://www.reuters.com/article/2015/11/07/tierone-ceo-conviction-idUSL1N1312P520151107
http://www.reuters.com/article/2015/11/07/tierone-ceo-conviction-idUSL1N1312P520151107
http://www.news3lv.com/content/news/local/story/tax-refund-fraud-scheme-federal-Bogden/ozIX-4ppL0elVnvhzVsHuA.cspx
http://www.news3lv.com/content/news/local/story/tax-refund-fraud-scheme-federal-Bogden/ozIX-4ppL0elVnvhzVsHuA.cspx
http://www.sun-sentinel.com/local/broward/fl-burton-greenberg-guilty-brf-20151106-story.html
http://www.sun-sentinel.com/local/broward/fl-burton-greenberg-guilty-brf-20151106-story.html
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Source: http://www.komonews.com/news/local/Beardo-bandit-wanted-for-six-bank-
robberies-342104181.html 

 
10. November 5, Reuters – (International) U.S. charges Scottish man over fake tweets 

that hurt stocks. The U.S. Department of Justice reported November 5 that a Scottish 
national was charged after he set up Twitter accounts as market research firms Muddy 
Waters Research and Citron Research and falsely reported that Audience Inc., and 
Sarepta Therapeutics Inc., were under Federal investigation, sending their stock prices 
plunging and costing investors $1.6 million in losses in an effort to profit from illegal 
trading. 
Source: http://www.reuters.com/article/2015/11/06/us-usa-crime-tweets-
idUSKCN0SV07G20151106 
 

For another story, see item 40 
 
Transportation Systems Sector 

11. November 9, KVVU 5 Henderson – (Nevada) Bird strike prompts plane to make 
emergency landing in Las Vegas. An American Airlines flight heading to Chicago 
returned to McCarran International Airport in Las Vegas for an emergency landing 
after striking a bird November 9. The plane landed safely and no injuries were reported.   
Source: http://www.fox5vegas.com/story/30470172/plane-makes-emergency-landing-
due-to-bird-strike  
 

12. November 8, Associated Press – (Wisconsin) 2nd train derails in Wisconsin in 2 
days, spills crude oil. Thirteen cars of an eastbound Canadian Pacific Railway train 
derailed and spilled less than 1,000 gallons of crude oil, and prompted evacuations of 
35 homes in Watertown, Wisconsin, near the Mississippi River November 8. No fires 
or injuries were reported.  
Source: http://abcnews.go.com/US/wireStory/2nd-train-derails-wisconsin-days-spills-
crude-oil-35057709 
 

13. November 7, KUSA 9 Denver – (Colorado) 1 killed in 4-vehicle crash on I-70 Friday 
night. Interstate 70 in Denver was shut down for about 2 hours November 6 – 7 while 
officials investigated a 4-vehicle accident that killed one person and injured three 
others.  
Source: http://www.9news.com/story/news/2015/11/07/1-killed-in-4-vehicle-crash-on-
i-70-friday-night/75366110/ 
 

14. November 7, Associated Press – (Wisconsin) Ethanol leaks into Mississippi River 
after train derailment. Five tanker cars of a BNSF Railway freight train derailed near 
Alma, Wisconsin, November 7 and leaked an unknown amount of ethanol into the 
Mississippi River, prompting the evacuation of 150 people and the closure of the 
railway and area highways while crews worked to clean the spill. 
Source: http://www.foxnews.com/us/2015/11/07/train-derails-in-wisconsin-prompting-
voluntary-evacuation/  
 

http://www.komonews.com/news/local/Beardo-bandit-wanted-for-six-bank-robberies-342104181.html
http://www.komonews.com/news/local/Beardo-bandit-wanted-for-six-bank-robberies-342104181.html
http://www.reuters.com/article/2015/11/06/us-usa-crime-tweets-idUSKCN0SV07G20151106
http://www.reuters.com/article/2015/11/06/us-usa-crime-tweets-idUSKCN0SV07G20151106
http://www.fox5vegas.com/story/30470172/plane-makes-emergency-landing-due-to-bird-strike
http://www.fox5vegas.com/story/30470172/plane-makes-emergency-landing-due-to-bird-strike
http://abcnews.go.com/US/wireStory/2nd-train-derails-wisconsin-days-spills-crude-oil-35057709
http://abcnews.go.com/US/wireStory/2nd-train-derails-wisconsin-days-spills-crude-oil-35057709
http://www.9news.com/story/news/2015/11/07/1-killed-in-4-vehicle-crash-on-i-70-friday-night/75366110/
http://www.9news.com/story/news/2015/11/07/1-killed-in-4-vehicle-crash-on-i-70-friday-night/75366110/
http://www.foxnews.com/us/2015/11/07/train-derails-in-wisconsin-prompting-voluntary-evacuation/
http://www.foxnews.com/us/2015/11/07/train-derails-in-wisconsin-prompting-voluntary-evacuation/
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15. November 6, Midlothian Mirror – (Texas) Accident causes power outage, Highway 
287 shutdown. U.S Highway 287 in Midlothian was shut down for 3 hours November 
5 after a vehicle crashed into an electrical pole and caused electrical lines to fall across 
the highway, prompting a power outage for an estimated 1,500 residents. The cause of 
the accident remains under investigation.  
Source: http://www.waxahachietx.com/article/20151106/NEWS/151109670 
 

16. November 6, KXAN 36 Austin – (Texas) ABIA flight cancellations, delays could 
continue through Thanksgiving. Dozens of delays and cancellations continued at 
Austin-Bergstorm International Airport in Texas November 6 after heavy rains during 
the week of November 2 inundated the air traffic control tower at the airport and 
prompted the use of a temporary tower. The airport is expected to operate at less than 
half its normal capacity for several weeks due to flooding. 
Source: http://kxan.com/2015/11/06/flight-cancellations-delays-continue-as-austin-
airport-recovers-from-flooding/  
 

For another story, see item 1 
 
Food and Agriculture Sector 

17. November 9, U.S. Department of Agriculture – (Kansas, Missouri, Oklahoma) Boulder 
Natural Meats recalls beef, pork, and poultry products due to misbranding and 
undeclared allergen. Denver-based Boulder Natural Meats issued a recall for 3,607 
pounds of beef, pork, and poultry products November 7 after routine inspection 
revealed that the products were misbranded and contained undeclared milk allergens. 
The products were shipped to one distributor and retail stores in Kansas, Missouri, and 
Oklahoma.  
Source: http://www.fsis.usda.gov/wps/portal/fsis/topics/recalls-and-public-health-
alerts/recall-case-archive/archive/2015/recall-140-2015-release 
 

18. November 9, U.S. Department of Agriculture – (National) Cloverdale Foods 
Company recalls beef and pork product due to misbranding and undeclared 
allergen. Mandan, North Dakota-based Cloverdale Foods Company issued a voluntary 
recall November 7 for 5,208 pounds of beef and pork jalapeno cheddar bratwurst 
products after a store audit discovered that the products were incorrectly labeled as beef 
frankfurters and contained undeclared milk allergens. Products were sold to three 
distributors and shipped nationwide. 
Source: http://www.fsis.usda.gov/wps/portal/fsis/topics/recalls-and-public-health-
alerts/recall-case-archive/archive/2015/recall-139-2015-release 
 

19. November 6, U.S. Department of Agriculture – (National) Athens Foods, Inc. recalls 
beef products due to misbranding and undeclared allergens. Cleveland-based 
Athens Food Inc., issued a voluntary recall November 6 for 168 pounds of its Athens 
Steak Fiesta Blossoms products after an internal labeling review discovered that the 
products contained undeclared soy allergens. The products were shipped to retail stores 
nationwide. 
Source: http://www.fsis.usda.gov/wps/portal/fsis/topics/recalls-and-public-health-

http://www.waxahachietx.com/article/20151106/NEWS/151109670
http://kxan.com/2015/11/06/flight-cancellations-delays-continue-as-austin-airport-recovers-from-flooding/
http://kxan.com/2015/11/06/flight-cancellations-delays-continue-as-austin-airport-recovers-from-flooding/
http://www.fsis.usda.gov/wps/portal/fsis/topics/recalls-and-public-health-alerts/recall-case-archive/archive/2015/recall-140-2015-release
http://www.fsis.usda.gov/wps/portal/fsis/topics/recalls-and-public-health-alerts/recall-case-archive/archive/2015/recall-140-2015-release
http://www.fsis.usda.gov/wps/portal/fsis/topics/recalls-and-public-health-alerts/recall-case-archive/archive/2015/recall-139-2015-release
http://www.fsis.usda.gov/wps/portal/fsis/topics/recalls-and-public-health-alerts/recall-case-archive/archive/2015/recall-139-2015-release
http://www.fsis.usda.gov/wps/portal/fsis/topics/recalls-and-public-health-alerts/recall-case-archive/archive/2015/recall-137-2015-release


 - 6 - 

alerts/recall-case-archive/archive/2015/recall-137-2015-release 
 

20. November 6, U.S. Department of Agriculture – (International) Maple Leaf Foods Inc. 
recalls boneless pork products produced without benefit of import inspection. 
Canada-based Maple Leaf Food Inc., issued a voluntary recall November 6 for 4,030 
pounds of Boneless Pork Shoulder Boston Butt products after U.S. import inspectors 
discovered November 3 that the products entered the U.S. without a necessary lot 
certificate.  
Source: http://www.fsis.usda.gov/wps/portal/fsis/topics/recalls-and-public-health-
alerts/recall-case-archive/archive/2015/recall-138-2015-release 

 
21. November 6, U.S. Food and Drug Administration – (National) World Variety 

Produce, Inc. voluntarily recalls Italian Pine Nuts because of possible health risk. 
Los Angeles-based World Variety Produce, Inc., issued a voluntary recall November 6 
for its Italian Pine Nuts products after random sample testing revealed that the finished 
products contained traces of Salmonella. Products were distributed to retailers in 
several States.  
Source: http://www.fda.gov/Safety/Recalls/ucm471648.htm 
 

22. November 6, WMAQ 5 Chicago – (Illinois) Apple cider suspected in western Illinois 
outbreak. Health officials in Pike and Adams counties released a statement November 
5 regarding an investigation into apple cider served at the Pike County Color Drive 
October 17 – 18 after more than 60 people fell ill from similar gastrointestinal 
symptoms. Officials believe that the cider may be contaminated with E. coli bacteria or 
a cryptosporidium parasite. 
Source: http://www.nbcchicago.com/news/local/Apple-Cider-Suspected-in-Illinois-
Outbreak-341597652.html 

 
Water and Wastewater Systems Sector 

23. November 9, Florence TimesDaily – (Alabama) 10-year water leak in Cherokee 
finally repaired; should save town thousands. Officials reported November 9 that a 
10-year leak that ran under U.S. 72  in Cherokee, Alabama, was finally repaired after 
workers from the Alabama Rural Water Association pinpointed the exact location of 
the leak using listening devices and other equipment, potentially saving the town tens 
of thousands of dollars. Officials estimated that 1.3 million gallons of water leaked per 
month over a period of 10 years costing the city approximately $70,000 per year.  
Source: http://www.timesdaily.com/news/year-water-leak-in-cherokee-finally-repaired-
should-save-the/article_d11a6960-15bc-5bf5-b2f9-22437aeb02f2.html 
 

24. November 8, Associated Press – (Iowa) 3 rural Iowa water get federal grants from 
USDA. The U.S. Department of Agriculture announced Federal funding for Iowa 
Lakes Regional Water utility, Lone Rock, and a YMCA camp near Cedar Rapids as 
part of a nationwide project that will share $314 million to help rural communities 
upgrade their infrastructure and wastewater.  
Source: http://www.sfgate.com/news/article/3-rural-Iowa-water-get-federal-grants-
from-USDA-6617996.php 

http://www.fsis.usda.gov/wps/portal/fsis/topics/recalls-and-public-health-alerts/recall-case-archive/archive/2015/recall-137-2015-release
http://www.fsis.usda.gov/wps/portal/fsis/topics/recalls-and-public-health-alerts/recall-case-archive/archive/2015/recall-138-2015-release
http://www.fsis.usda.gov/wps/portal/fsis/topics/recalls-and-public-health-alerts/recall-case-archive/archive/2015/recall-138-2015-release
http://www.fda.gov/Safety/Recalls/ucm471648.htm
http://www.nbcchicago.com/news/local/Apple-Cider-Suspected-in-Illinois-Outbreak-341597652.html
http://www.nbcchicago.com/news/local/Apple-Cider-Suspected-in-Illinois-Outbreak-341597652.html
http://www.timesdaily.com/news/year-water-leak-in-cherokee-finally-repaired-should-save-the/article_d11a6960-15bc-5bf5-b2f9-22437aeb02f2.html
http://www.timesdaily.com/news/year-water-leak-in-cherokee-finally-repaired-should-save-the/article_d11a6960-15bc-5bf5-b2f9-22437aeb02f2.html
http://www.sfgate.com/news/article/3-rural-Iowa-water-get-federal-grants-from-USDA-6617996.php
http://www.sfgate.com/news/article/3-rural-Iowa-water-get-federal-grants-from-USDA-6617996.php
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For another story, see item 14 

 
Healthcare and Public Health Sector 

25. November 6, Connecticut Mirror – (Connecticut) AG: Hartford Hospital, contractor 
to pay $90,000 in 2012 data theft. The Connecticut attorney general’s office 
announced November 6 that Hartford Hospital and its contractor EMC Corporation will 
pay the State $90,000 to resolve allegations following an investigation into the June 
2012 theft of a laptop containing unencrypted information for 8,883 patients that was 
stolen from the home of an EMC Corporation employee. As part of the settlement, the 
hospital will continue training and increase security measures, in addition to other 
requirements. 
Source: http://ctmirror.org/2015/11/06/ag-hartford-hospital-contractor-to-pay-90000-
in-2012-data-theft/ 
 

26. November 6, Jeffersonville News and Tribune – (Indiana) State to retest high-risk 
people in area for HIV. The Indiana State Department of Health and the U.S. Centers 
for Disease Control and Prevention announced November 6 that nearly 300 high-risk 
individuals who have had contact with people who tested positive for HIV in the 
southeastern Indiana HIV outbreak will be retested beginning November 7, if they have 
not had repeat HIV tests within the last 30 days.   
Source: http://www.newsandtribune.com/news/state-to-retest-high-risk-people-in-area-
for-hiv/article_8bc5ee18-84cd-11e5-8d10-cb0e61cfa163.html 
 

Government Facilities Sector 

27. November 7, Flint Journal – (Michigan) Three teens arrested in alleged school 
shooting plot at Linden community schools. Authorities arrested and charged 3 
teenagers October 29 following an investigation into an alleged plot to carry out a 
school shooting at Linden Middle School and Linden High School in Michigan October 
30. Police began an investigation after a school resource officer was given information 
on the alleged plot October 28. 
Source: 
http://www.mlive.com/news/flint/index.ssf/2015/11/three_teens_arrested_in_allege.ht
ml 
 

28. November 7, Hartford Courant – (Connecticut) DMV phone center back in service 
after shutdown. The Connecticut Department of Motor Vehicles Phone Center 
experienced issues with its phone line for 3 hours November 7, prompting the center to 
shut down while crews resolved the problem. The issue was due to a telephone line and 
a switching mechanism that services the department’s main number. 
Source: http://www.courant.com/breaking-news/hc-service-outage-shuts-down-dmv-
phone-center-20151107-story.html 
 

29. November 6, WQOW 18 Eau Claire – (Wisconsin) Neillsville power outage closes 
Clark County Courthouse. A power outage November 6 prompted the closure of the 

http://ctmirror.org/2015/11/06/ag-hartford-hospital-contractor-to-pay-90000-in-2012-data-theft/
http://ctmirror.org/2015/11/06/ag-hartford-hospital-contractor-to-pay-90000-in-2012-data-theft/
http://www.newsandtribune.com/news/state-to-retest-high-risk-people-in-area-for-hiv/article_8bc5ee18-84cd-11e5-8d10-cb0e61cfa163.html
http://www.newsandtribune.com/news/state-to-retest-high-risk-people-in-area-for-hiv/article_8bc5ee18-84cd-11e5-8d10-cb0e61cfa163.html
http://www.mlive.com/news/flint/index.ssf/2015/11/three_teens_arrested_in_allege.html
http://www.mlive.com/news/flint/index.ssf/2015/11/three_teens_arrested_in_allege.html
http://www.courant.com/breaking-news/hc-service-outage-shuts-down-dmv-phone-center-20151107-story.html
http://www.courant.com/breaking-news/hc-service-outage-shuts-down-dmv-phone-center-20151107-story.html


 - 8 - 

Clark County Courthouse in Wisconsin following an issue at an Xcel Energy-owned 
substation in Neillsville.  
Source: http://www.wqow.com/story/30456416/2015/11/06/neillsville-power-outage-
closes-clark-county-courthouse 
 

30. November 6, Associated Press – (Connecticut) State ex-tax worker charged with 
unauthorized records access. The Connecticut Department of Revenue Services 
reported November 6 that a former employee was arrested and charged for allegedly 
accessing confidential taxpayer information through a State-issued computer.  
Source: http://wtnh.com/2015/11/06/state-ex-tax-worker-charged-with-unauthorized-
records-access/ 
 

Emergency Services Sector 

 Nothing to report 
 
Information Technology Sector 

31. November 9, Securityweek – (International) User data compromised in Touchnote 
breach. UK-based postcard-sending service, Touchnote revealed that its systems were 
compromised in an attack that stole customers’ personal information including names, 
email addresses, postal addresses, and other histories that may be used to trick victims 
into supplying attackers with more sensitive information. The company has notified 
impacted customers and an investigation is ongoing to find the attackers.   
Source: http://www.securityweek.com/user-data-compromised-touchnote-breach 
 

32. November 9, IDG News Service – (International) No surprise here: Adobe’s Flash is 
a hacker’s favorite target. Researchers from Recorded Future released a new study 
November 9 revealing that Adobe Systems’ Flash plugin was the highest targeted 
software program used by cybercriminals to install malware onto computers following 
research that revealed 8 of the 10 top vulnerabilities were seen targeting Adobe’s Flash 
plugin.  
Source: http://www.computerworld.com/article/3003062/security/no-surprise-here-
adobes-flash-is-a-hackers-favorite-target.html#tk.rss_security 
 

33. November 8, Softpedia – (International) Security flaws found in Google Chromecast, 
Home Security Systems, Smart Coffee Makers. Security researchers from Kaspersky 
discovered several vulnerabilities in Internet of Things devices (IoT) including a 
“rickrolling” vulnerability in Google Chromecast devices that enables attackers to 
hijack smart TV content, a vulnerability in a smart coffee maker device that exposes the 
user’s Wi-Fi password, allowing attackers to spy on homeowners by connecting to 
Internet protocol (IP) cameras used in Webcams and baby monitors, as well as infiltrate 
a home security system by using powerful magnets that allows attackers to gain access 
to homes without triggering the alarm.  
Source: http://news.softpedia.com/news/security-flaws-found-in-google-chromecast-
home-security-systems-smart-coffee-makers-495864.shtml 
 

http://www.wqow.com/story/30456416/2015/11/06/neillsville-power-outage-closes-clark-county-courthouse
http://www.wqow.com/story/30456416/2015/11/06/neillsville-power-outage-closes-clark-county-courthouse
http://wtnh.com/2015/11/06/state-ex-tax-worker-charged-with-unauthorized-records-access/
http://wtnh.com/2015/11/06/state-ex-tax-worker-charged-with-unauthorized-records-access/
http://www.securityweek.com/user-data-compromised-touchnote-breach
http://www.computerworld.com/article/3003062/security/no-surprise-here-adobes-flash-is-a-hackers-favorite-target.html#tk.rss_security
http://www.computerworld.com/article/3003062/security/no-surprise-here-adobes-flash-is-a-hackers-favorite-target.html#tk.rss_security
http://news.softpedia.com/news/security-flaws-found-in-google-chromecast-home-security-systems-smart-coffee-makers-495864.shtml
http://news.softpedia.com/news/security-flaws-found-in-google-chromecast-home-security-systems-smart-coffee-makers-495864.shtml
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34. November 6, Softpedia – (International) Ransomware found targeting Linux servers 
and coding repositories. Researcher from Russian-based antivirus maker Dr. Web 
discovered a new ransomware that targets Linux Web servers and attacks Web 
development environments used to host Web sites or code via a downloaded file 
containing the public RSA key used to store AES keys that add .encrypt extension to 
each file, as well as a ransom text message where it encrypts data. The ransomware was 
detected as Linux.Encoder.1 and uses the PolarSSL library.   
Source: http://news.softpedia.com/news/ransomware-found-targetting-linux-servers-
and-coding-repositories-495836.shtml 
 

Internet Alert Dashboard 

To report cyber infrastructure incidents or to request information, please contact US-CERT at soc@us-cert.gov or 
visit their Web site: http://www.us-cert.gov 
 
Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and 
Analysis Center) Web site: http://www.it-isac.org  

 
Communications Sector 

35. November 9, Outer Banks Voice – (North Carolina) Fiber optic cable cut caused 
overnight AT&T outage. AT&T officials reported that a fiber optic cable was cut 
November 8 causing an overnight outage for wireless customers on the Outer Banks 
and across much of northeastern North Carolina. Technicians repaired the damage and 
restored service November 9.  
Source: http://outerbanksvoice.com/2015/11/09/update-fiber-optic-cable-cut-caused-
overnight-att-outage/ 

 
Commercial Facilities Sector 

36. November 8, Rutland Herald – (Vermont) 45 evacuated in Brattleboro apartment 
house fire. A 4-alarm fire November 7 in Brattleboro, Vermont, displaced 45 residents 
at a multi-unit apartment house while crews extinguished the blaze. No injuries were 
reported and the American Red Cross is assisting the displaced residents.  
Source: http://www.rutlandherald.com/article/20151108/THISJUSTIN/151109507 
 

37. November 8, WRC 4 Washington, D.C. – (Maryland) Buildings shake, damaged in 
Prince George’s County. Twenty-two apartments were evacuated and dozens of 
families displaced November 8 after two Lanham apartment buildings were deemed 
temporarily unsafe following an incident in which both buildings shook and caused 
large cracks along the walls and ceilings. An inspection was scheduled November 9 to 
assess the building.   
Source: http://www.nbcwashington.com/news/local/Buildings-Shake-Damaged-in-
Prince-Georges-County-343016532.html 
 

38. November 8, Los Angeles Times – (California) Smoke near Westside Pavilion leads 
to theater, mall evacuation. The Los Angeles Fire Department reported November 8 
that Landmark Theatres and part of the Westside Pavilion mall were evacuated and 

http://news.softpedia.com/news/ransomware-found-targetting-linux-servers-and-coding-repositories-495836.shtml
http://news.softpedia.com/news/ransomware-found-targetting-linux-servers-and-coding-repositories-495836.shtml
mailto:soc@us-cert.gov
http://www.us-cert.gov/
http://www.it-isac.org/
http://outerbanksvoice.com/2015/11/09/update-fiber-optic-cable-cut-caused-overnight-att-outage/
http://outerbanksvoice.com/2015/11/09/update-fiber-optic-cable-cut-caused-overnight-att-outage/
http://www.rutlandherald.com/article/20151108/THISJUSTIN/151109507
http://www.nbcwashington.com/news/local/Buildings-Shake-Damaged-in-Prince-Georges-County-343016532.html
http://www.nbcwashington.com/news/local/Buildings-Shake-Damaged-in-Prince-Georges-County-343016532.html
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power to a three-story building close to the mall was shut off after smoke was seen 
coming out of a nearby underground power vault. Crews were working to repair the 
vault.  
Source: http://www.latimes.com/local/lanow/la-me-ln-westside-pavilion-smoke-
evacuation-20151108-story.html 
 

39. November 8, KGO 7 San Francisco – (California) 3-alarm tire store fire displaces 21 
in SF’s mission district. A 3-alarm fire at Rolling Stock Tire Shop in San Francisco 
displaced 21 residents, caused extensive damage to the building, and prompted 100 
firefighters to remain on site for several hours November 8 after the fire reportedly 
began from garbage dropped onto the roof by nearby tenants. No injuries were 
reported.   
Source: http://abc7news.com/news/3-alarm-tire-store-fire-displaces-21-in-sfs-mission-
district/1074257/  
 

40. November 7, Southwest Michigan Herald-Palladium – (Michigan) Four Winds warns 
of credit card breach. An official from Four Winds Casino Resort reported November 
5 that its network system was compromised revealing cardholder names, card numbers, 
expiration dates, and internal verification codes for an unknown number of customers 
at its properties in New Buffalo, Hartford, or two facilities in Dowagiac following an 
investigation that found a program was installed onto the casino’s network to search for 
payment card data from October 2014 – October 2015.    
Source: http://www.heraldpalladium.com/news/local/four-winds-warns-of-credit-card-
breach/article_62ddc82a-64af-54e1-863c-b4052d000819.html  
 

41. November 6, KABC 7 Los Angeles – (California) Fire erupts at 2 adjacent apartment 
buildings in Anaheim; 40 displaced. A 3-alarm fire at the Rancho Benmore 
Apartments in Anaheim, California, displaced at least 40 residents, damaged 8 
apartment units, and caused $500,000 in structural damage November 6. One 
firefighter sustained injuries and the cause of the fire remains under investigation.  
Source: http://abc7.com/news/fire-erupts-at-2-adjacent-apartment-buildings-in-
anaheim;-40-displaced/1071321/  
 

42. November 6, Springfield State Journal-Register – (Illinois) Springfield woman 
accused of embezzling from auto repair business. A Springfield, Illinois woman was 
indicted November 4 in connection to a scheme that embezzled $500,000 from Kim’s 
Auto Body from 2009 to 2014. The suspect, who worked as an office assistant at the 
shop, used the proceeds to pay for personal expenses. 
Source: http://www.sj-r.com/article/20151106/NEWS/151109713 
 

For another story, see item 31 
 
Dams Sector 

43. November 8, The Guardian – (International) Brazil dam burst: BHP boss to inspect 
disaster zone with dozens still missing. The chief executive of BHP Billiton arrived to 
Brazil November 9 after 2 dams, co-owned by Vale, collapsed at an iron ore mine in 

http://www.latimes.com/local/lanow/la-me-ln-westside-pavilion-smoke-evacuation-20151108-story.html
http://www.latimes.com/local/lanow/la-me-ln-westside-pavilion-smoke-evacuation-20151108-story.html
http://abc7news.com/news/3-alarm-tire-store-fire-displaces-21-in-sfs-mission-district/1074257/
http://abc7news.com/news/3-alarm-tire-store-fire-displaces-21-in-sfs-mission-district/1074257/
http://www.heraldpalladium.com/news/local/four-winds-warns-of-credit-card-breach/article_62ddc82a-64af-54e1-863c-b4052d000819.html
http://www.heraldpalladium.com/news/local/four-winds-warns-of-credit-card-breach/article_62ddc82a-64af-54e1-863c-b4052d000819.html
http://abc7.com/news/fire-erupts-at-2-adjacent-apartment-buildings-in-anaheim;-40-displaced/1071321/
http://abc7.com/news/fire-erupts-at-2-adjacent-apartment-buildings-in-anaheim;-40-displaced/1071321/
http://www.sj-r.com/article/20151106/NEWS/151109713
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Samarco November 5, leaving at least 2 dead, dozens missing, and as many as 580 
others misplaced. The cause of the dam collapse is still under investigation and BHP 
Billiton has offered full support to help immediate rescue efforts and assist with the 
investigation.   
Source: http://www.theguardian.com/business/2015/nov/09/brazil-dam-burst-bhp-boss-
to-inspect-disaster-zone-with-dozens-still-missing 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

http://www.theguardian.com/business/2015/nov/09/brazil-dam-burst-bhp-boss-to-inspect-disaster-zone-with-dozens-still-missing
http://www.theguardian.com/business/2015/nov/09/brazil-dam-burst-bhp-boss-to-inspect-disaster-zone-with-dozens-still-missing
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