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Top Stories

A convenience store operator in Tampa Bay was charged January 12 for his involvement in
an area fraud scheme in which he bought 430 Electronic Benefit Transfer cards and caused
more than $1 million in losses to taxpayers. — Tampa Tribune (See item 3)

Snow storms traveling across Indiana caused three interstates to shut down for several
hours including westbound lanes of Interstate 70, southbound lanes of Interstate 65, and
lanes of Interstate 74 due to three separate multi-vehicle accidents. — WXIN 59 Indianapolis
(See item 4)

Eastbound lanes of Interstate 70 in Pennsylvania were closed for several hours January 13
due to a 12-vehicle accident that injured several people. - WTAE 4 Pittsburg (See item 5)

The governor of Michigan deployed the U.S. National Guard January 12 to assist in
distributing bottled water and water filters in Flint, Michigan due to elevated levels of lead
found in the water. — Associated Press (See item 8)
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Enerqy Sector

Nothing to report

Chemical Industry Sector

Nothing to report

Nuclear Reactors, Materials, and Waste Sector

Nothing to report

Critical Manufacturing Sector

1. January 12, U.S. Consumer Product Safety Commission — (National) Walmart recalls
Rival Griddles due to shock hazard; sold exclusively at Walmart. Walmart Stores
Inc., issued a nationwide recall for 330,000 of its Rival brand electric griddles that were
manufactured in China, due to a faulty heating element that can crack and cause water
to leak inside, which can pose a shock hazard when the product is plugged into an
electrical outlet.

Source: http://www.cpsc.gov/en/Recalls/2016/Walmart-Recalls-Rival-Griddles/

Defense Industrial Base Sector

Nothing to report

Financial Services Sector

2. January 13, SecurityWeek — (International) Android banking trojan “SlemBunk”
targets users worldwide. Researchers at FireEye discovered that the banking trojan,
SlemBunk has a longer infection chain and makes it difficult for detection, allowing the
malware to be more persistent on a victim’s device by initiating a drive-by download
and serving the SlemBunk dropper app, which unpacks the logic needed to recover a
downloader to later customize a command and control (C&C) server and retrieve the
final payload via in-app downloading.

Source: http://www.securityweek.com/android-banking-trojan-slembunk-targets-users-
worldwide

3. January 12, Tampa Tribune — (Florida) Police: Widespread fraud scheme made use
of EBT cards. Authorities announced January 12 that a convenience store operator was
charged with public assistance fraud, scheme to defraud, and trafficking in credit cards
after an investigation revealed that the man was linked to an area fraud scheme in
which he bought 430 Electronic Benefit Transfer (EBT) cards for 50 cents on the
dollar, used the cards to buy items for local businesses, and sold them to 6 other
convenience stores, which resulted in more than $1 million in losses to taxpayers.
Source: http://www.tbo.com/news/crime/police-15-arrests-in-fraud-ring-spanning-
tampa-bay-area-stores-20160112/
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Transportation Systems Sector

4. January 13, WXIN 59 Indianapolis — (Indiana) 1-70 in Richmond reopens after more
than a dozen vehicles involved in massive pileup. An intense snow storm traveling
across Indiana caused three interstates to shut down for several hours including
westbound lanes of Interstate 70, southbound lanes of Interstate 65, and lanes of
Interstate 74 after three multi-vehicle accidents occurred on each highway January 12.
Source: http://fox59.com/2016/01/12/i-70-in-richmond-reopens-after-more-than-a-
dozen-vehicles-involved-in-massive-pileup/

5. January 13, WTAE 4 Pittsburg — (Pennsylvania) TRAFFIC: 1-70 eastbound reopens
after seven-vehicle pileup. Eastbound lanes of Interstate 70 in Pennsylvania were
closed for several hours January 13 while crews worked to clear the wreckage from a
12-vehicle crash that injured several people.

Source: http://www.post-gazette.com/news/transportation/2016/01/13/TRAFFIC-
Crash-on-Parkway-East-inbound-snarls-commute-pittsburgh/stories/201601130165

6. January 12, KSAT 12 San Antonio — (Texas) Highway 281 N. at Borgfeld Road open
following fatal crash. Northbound lanes of Highway 281 in Bexar County, Texas were
shut down for more than four hours January 12 while officials investigated the scene of
a fatal crash that killed one person and sent another to the hospital.

Source: http://www.ksat.com/news/airlife-called-to-major-accident-on-highway-281-
north-at-borgfeld-road

7. January 12, KATV 7 Little Rock — (Arkansas) Traffic back open on 1-30 after
accident involving semi. Interstate 30 in Saline County, Arkansas was closed for
several hours January 12 while crews worked to clear the wreckage from an overturned
semi-truck, which first responders initially believed to be carrying hazardous material.
Source: http://katv.com/news/local/accident-involving-semi-on-i-30-wb-shuts-down-
insterstate

Food and Agriculture Sector

See item 3

Water and Wastewater Systems Sector

8. January 12, Associated Press — (Michigan) Michigan activates National Guard in
Flint drinking crisis. The governor of Michigan deployed the U.S. National Guard
January 12 to assist in distributing bottled water and filters in Flint due to elevated
levels of lead found in the water, resulting in 43 cases of high lead levels in resident’s
blood. The City has returned to the Detroit’s system for water, but officials are still
concerned about residual corrosion effects caused by the Flint River water.

Source:
http://www.oregonlive.com/today/index.ssf/2016/01/michigan_activates_national_gu.h
tml
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Healthcare and Public Health Sector

9.

January 12, U.S. Food and Drug Administration — (National) Perrigo initiates
voluntary product recall in the U.S. of children’s guaifenesin grape liquid and
guaifenesin DM cherry liquid due to a potential defect with the dosage cup. Perrigo
Company plc voluntary recalled January 11 two batches of its children’s guaifenesin
grape liquid and three batches of its children’s guaifenesin DM cherry liquid products,
packaged in 4-ounce bottles due to incorrect dose markings listed on some oral dosing
cups. The products were sold and distributed nationally.

Source: http://www.fda.gov/Safety/Recalls/ucm481411.htm

Government Facilities Sector

10.

11.

January 13, cleveland.com — (Ohio) List of school closings in Northeast Ohio. Severe
snow storms January 13 cancelled and delayed classes for several schools in Cleveland,
Ohio including Ashtabula County Tech, Bellevue City Schools, and Cardinal Local
Schools, among many others.

Source:

http://www.cleveland.com/metro/index.ssf/2016/01/list_of school_closings_in_nor.ht
ml

January 12, WBND 57 South Bend — (Indiana) Bomb threat causes evacuation at
Fulton Courthouse. The Fulton County Courthouse was evacuated for more than four
hours January 11 after a written bomb threat was found in the men’s bathroom. Two
Indiana State Police K-9 units were deployed and found no explosive devices.

Source: http://www.abc57.com/story/30949097/bomb-threat-causes-evacuation-at-
fulton-county-courthouse

Emergency Services Sector

12.

January 12, Associated Press — (Delaware) Ex-prison security boss admits to sex
with female inmate. The U.S. Department of Justice reported January 12 that the
former security chief at the Baylor Women’s Correctional Institute in New Castle was
charged with four counts of official misconduct after admitting to having sexual
relations with an inmate multiple times.

Source: http://www.delaware1059.com/story.php?id=21434

Information Technoloqy Sector

13.

January 13, Softpedia — (International) Three XSS bugs found on Mozilla’s add-ons
and support portals. Mozilla released one patch for its Add-ons portal addressing a
cross-site scripting (XSS) flaw that was exploited via the “Create new collection”
feature, allowing attackers to add malicious code to the collection’s name field. The
company reported they are also working to release patches for two other XSS flaws in
its Add-ons portal and in its Support Center.

Source: http://news.softpedia.com/news/three-xss-bugs-found-on-mozilla-s-add-ons-
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and-support-portals-498860.shtml

14. January 13, Help Net Security — (International) Fortinet says backdoor is found in
FortiOS is ““a management authentication issue.” Fortinet reported that a previously
reported secure shell (SSH) backdoor found in its operating system, FortiOS was not a
backdoor vulnerability, but a management authentication issue after its company
engineers implemented their own method of authentication for logging into FortiOS-
powered devices.

Source: http://www.net-security.org/secworld.php?id=19322

15. January 13, SecurityWeek — (International) SAP security updates patch 4 new
vulnerabilities. Software maker, SAP released security updates for its products that
resolved 23 vulnerabilities, 3 of which are Support Security notes, and 13 security
flaws including cross-site scripting (XSS) flaws, disclosure flaws, and denial of service
vulnerabilities, among other patched flaws.

Source: http://www.securityweek.com/sap-security-updates-patch-4-new-
vulnerabilities

16. January 13, SecurityWeek — (International) 10T devices easily hacked to be
backdoors: Experiment. Researchers from Vectra Networks reported that commercial
Internet of Things (10T) products including Wi Fi cameras, had security flaws and were
susceptible to attacks that can allow hackers to reprogram the firmware and use the
device as network backdoors without disrupting the device’s operations.

Source: http://www.securityweek.com/iot-devices-easily-hacked-be-backdoors-

experiment

For another story, see item 2

Internet Alert Dashboard

To report cyber infrastructure incidents or to request information, please contact US-CERT at soc@us-cert.gov or
visit their Web site: http://www.us-cert.gov

Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and
Analysis Center) Web site: http://www.it-isac.org

Communications Sector

Nothing to report

Commercial Facilities Sector

17. January 12, Newark Star-Ledger — (New Jersey) Feds seize hundreds of fake Fitbits
at port. The U.S. Customs and Border Protection Agency reported January 12 that it
seized over $35,000 worth of counterfeit smart wristbands, similar to the popular Fitbit
wristband, from a shipment sent from Hong Kong after an investigation revealed that
350 wristband items were counterfeit.

Source: http://www.metro.us/philadelphia/35-000-in-fake-fitbits-seized-at-port-of-
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18. January 12, WTMJ 4 Milwaukee — (Wisconsin) Crews battle Milwaukee apartment
fire Tuesday. A January 12 fire at a Milwaukee apartment complex displaced about 25
residents and injured 1 other after officials believe a space heater may have caused the
blaze. Additional firefighters and fire engine trucks were deployed to the scene as
crews battled freezing temperatures.

Source: http://www.tmj4.com/news/local-news/crews-battle-milwaukee-apartment-fire-

tuesday

Dams Sector

Nothing to report
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Department of Homeland Security (DHS)
DHS Daily Open Source Infrastructure Report Contact Information

About the reports - The DHS Daily Open Source Infrastructure Report is a daily [Monday
through Friday] summary of open-source published information concerning significant critical
infrastructure issues. The DHS Daily Open Source Infrastructure Report is archived for 10 days on
the Department of Homeland Security Web site: http://www.dhs.gov/IPDailyReport

Contact Information

Content and Suggestions: Send mail to cikr.productfeedback@hg.dhs.gov or contact the DHS
Daily Report Team at (703) 942-8590

Subscribe to the Distribution List: Visit the DHS Daily Open Source Infrastructure Report and follow
instructions to Get e-mail updates when this information changes.

Removal from Distribution List: Send mail to support@govdelivery.com.

Contact DHS

To report physical infrastructure incidents or to request information, please contact the National Infrastructure
Coordinating Center at nicc@hq.dhs.gov or (202) 282-9201.

To report cyber infrastructure incidents or to request information, please contact US-CERT at soc@us-cert.gov or visit
their Web page at www.us-cert.gov.

Department of Homeland Security Disclaimer
The DHS Daily Open Source Infrastructure Report is a non-commercial publication intended to educate and inform
personnel engaged in infrastructure protection. Further reproduction or redistribution is subject to original copyright

restrictions. DHS provides no warranty of ownership of the copyright, or accuracy with respect to the original source
material.
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