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Top Stories

The Federal Aviation Administration announced January 26 that it will transfer controllers
to address understaffing following an inspector general report which found that 13 airport
control facilities have few fully trained controllers. — Associated Press (See item 4)

Texas officials estimated that approximately 800,000 gallons of treated sludge wastewater
spilled out of the Aransas Pass city treatment plant and into Redfish Bay January 26. —
Corpus Christi Caller-Times (See item 10)

PayPal patched a critical remote code execution flaw in its Manager portal which could
potentially allow attackers to execute arbitrary shell commands to gain access to
production databases. — The Register (See item 19)

A six-alarm fire in a downtown New Orleans building halted all streetcar lines and closed
the historic Canal Street after the blaze began in a four-story building and spread to an
adjacent building January 27. — Associated Press (See item 23)
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Enerqy Sector

Nothing to report

Chemical Industry Sector

Nothing to report

Nuclear Reactors, Materials, and Waste Sector

Nothing to report

Critical Manufacturing Sector

1. January 27, U.S. Consumer Product Safety Commission — (International) Lunera
recalls LED lamps due to fire, burn and electric shock hazards (recall alert).
Lunera Lighting Inc., issued a recall for approximately 60,000 units of its Helen GX23
LED lamps January 27 due to fire, burn, and electric shock hazards after receiving 11
reports of lamps overheating.

Source: http://www.cpsc.gov/en/Recalls/Recall-Alerts/2016/Lunera-Recalls-LED-

Lamps/

2. January 25, U.S. Department of Labor — (Ohio) Ohio manufacturer of fasteners
exposes workers to amputation hazards. The Occupational Safety and Health
Administration cited Telefast Industries Inc., for 4 repeated, 2 serious, and 2-other-
than-serious safety violations January 21 after Federal inspections revealed that the
company failed to provide workers with head and face protection, install machine
guards, and use recommended safety procedures to prevent workers from coming in
contact with operating machinery at its in Berea, Ohio facility. Proposed penalties total
$121,000.

Source:
https://www.osha.gov/pls/oshaweb/owadisp.show_document?p_table=NEWS RELEA
SES&p id=29460

Defense Industrial Base Sector

Nothing to report

Financial Services Sector

3. January 26, Lincoln Journal Star — (lowa; Nebraska) 3 Cubans indicted in Nebraska
for credit card scam. Nebraska officials announced January 26 that 3 Cuban-born
Texas men were indicted for allegedly participating in a scheme in which they
allegedly stole credit and debit account numbers and re-encoded the information onto
251 fake credit cards to buy or redeem gift cards across lowa and Nebraska. The
scheme cost cardholders nearly $30,000 in losses.

Source: http://journalstar.com/news/local/911/cubans-indicted-in-nebraska-for-credit-
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Transportation Systems Sector

4. January 27, Associated Press — (National) Watchdog: Nation’s busiest airports lack
qualified air traffic controllers. The Federal Aviation Administration announced that
it is expediting the transfer of controllers from well-staffed traffic control centers to
address understaffing at other centers following the January 26 release of a U.S.
Department of Transportation’s inspector general report which found that 13 airport
control facilities and en route centers in Anchorage, Atlanta, Chicago, Denver, Dallas,
Houston, New York, Las Vegas, Miami, and Albuquerque have few fully trained
controllers. The report also questions the validity of minimum staffing levels required
by the administration after managers at 23 key facilities examined cited a higher
number of controllers needed to fill all work shifts.

Source: http://www.foxnews.com/us/2016/01/27/watchdog-nations-busiest-airports-
lack-qualified-air-traffic-controllers.html

5. January 27, Minneapolis Star Tribune — (Minnesota) Green Line trains are back on
the move in Minneapolis. Metro Green Line resumed full service between the
University of Minnesota and downtown Minneapolis nearly 4 hours after shutting down
January 27 as a precaution due to a small fire on the Washington Avenue bridge
connecting the East Bank and West Bank.

Source: http://www.startribune.com/fire-shuts-down-portion-of-green-line/366693201/

6. January 27, Florida Today — (Florida) Wet roads cause multiple accidents, deadly
SR 528 crash. Heavy rains in Brevard County, Florida, January 27 contributed to 104
accidents in a 4-county area, including a fatal crash on State Road 528 that left 1 person
dead and partially blocked the roadway for several hours while authorities investigated.
Source: http://www.floridatoday.com/story/news/local/2016/01/27/crash-blocks-
eastbound-traffic-beachline/79391396/

7. January 26, Fauquier Times-Democrat — (Virginia) Two airlifted, traffic on Route 50
delayed, after five-car accident near county line. A 5-vehicle crash January 26 shut
down a portion of the John S. Mosby Highway in Loudoun County, Virginia, for
several hours while officials investigated the scene and rescue crews transported drivers
to the hospital.
Source:http://www.faugquier.com/news/article/two_airlifted_traffic_on_route 50 delay
ed_after_five car_accident_near_coun

For another story, see item 23

Food and Agriculture Sector

8. January 25, U.S. Department of Labor — (Texas) Workplace hazards at Brownsville
frozen seafood distributor leads to $155K in OSHA fines; company named ‘severe
violator.” The Occupational Safety and Health Administration cited Rich Products
Corp., January 22 with 3 repeated and 11 serious safety citations and placed the
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company in its Severe Violator Enforcement Program following a programmed-
targeted inspection at the company’s Brownsville, Texas, facility which revealed that
the company failed to provide written notice of annual audiograms, failed to refit
employees for hearing protection, and failed to test ammonia detectors, among other
violations. Proposed penalties total $155,000.

Source:

https://www.osha.gov/pls/oshaweb/owadisp.show_document?p_table=NEWS RELEA
SES&p _id=29463

Water and Wastewater Systems Sector

9.

10.

January 26, Lima News — (Ohio) Water boil advisory issued in Kenton. The Kenton-
Hardin Health Department issued a boil water advisory for the city of Kenton January
26 requiring residents and restaurants in the municipal water district to adhere to boil
advisory protocols until further notice.

Source: https://limaohio.com/news/163193/water-boil-advisory-issued-in-kenton

January 26, Corpus Christi Caller-Times — (Texas) 800,000 gallons of wastewater
spilled in Redfish Bay. Officials estimated that approximately 800,000 gallons of
treated sludge wastewater spilled out of the Aransas Pass city treatment plant and into
Redfish Bay after the main pump to the clarifier failed January 26. All private water
well residents within a half-mile of the affected area were placed under a boil water
advisory.

Source: http://www.caller.com/news/local/800000-gallons-of-wastewater-spilled-in-
redfish-bay-2a485a28-b024-1385-e053-0100007f262d-366644131.html

Healthcare and Public Health Sector

11.

12.

13.

January 26, U.S. Food and Drug Administration — (National) Baxter initiates
voluntary nationwide recall of select lots of 1V solutions due to the potential for
leaking containers and particulate matter. Baxter International, Inc., issued a
voluntary recall January 26 for 4 lots of its Sodium Chloride, Metronidazole, and
Clinimix E sulfite-free intravenous (1V) solutions due to the potential for leaking
containers and particulate matter following 3 consumer complaints. The IV solutions
were distributed to hospitals and medical centers nationwide.

Source: http://www.fda.gov/Safety/Recalls/ucm483147.htm

January 26, Los Angeles Times — (California) No shooter found as shelter in place
orders are lifted at Navy medical center in San Diego. U.S. Navy officials issued an
all clear nearly 8 hours after initiating a shelter in place order at the Naval Medical
Center in San Diego following reports of a potential active shooter in Building 26.
Authorities found no signs of casualties or other evidence of a shooting.

Source: http://www.latimes.com/local/lanow/la-me-In-active-shooter-in-san-diego-
20160126-story.html

January 25, Middletown Times Herald-Record — (New York) St. Luke’s Hospital
reports possible data breach involving patients’ info. St. Luke’s Cornwall Hospital
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in New York notified 29,156 patients that their personal information may have been

breached after a thumb drive containing a limited amount of patient information was
stolen in October 2015. The hospital notified authorities and is offering identity-theft
services to all affected patients.

Source: http://www.recordonline.com/article/20160125/NEWS/160129598

Government Facilities Sector

14.

15.

16.

January 26, KXAS 5 Fort Worth — (Texas) Classes canceled Wednesday at Woodrow
Wilson High School. Classes at Woodrow Wilson High School in Dallas were
cancelled January 27 after the school was evacuated January 26 due to a 2-alarm fire
that began in a bathroom closet. Authorities are assessing the total amount of damage
and the cause of the fire.

Source: http://www.nbcdfw.com/news/local/Woodrow-Wilson-High-School-
Evacuated-After-Fire-Call-366573681.html

January 26, Easton Express-Times — (Pennsylvania) Wednesday school closings:
Updated list of cancellations. At least 9 schools remained closed across several school
districts in Pennsylvania January 27 while crews continued to clear snow and ice off
sidewalks and roadways following a severe winter storm that dumped over 30 inches of
Snow.

Source:
http://www.lehighvalleylive.com/weather/index.ssf/2016/01/wednesday_school_closin

gs_upda.html

January 26, Washington Post — (Maryland; Virginia) Weather closures in the D.C.
area for Wednesday, Jan. 27. At least 18 schools districts in Maryland and Virginia
remained closed January 27 while crews continued to clear several inches of snow off
roadways following a severe winter storm.

Source: https://www.washingtonpost.com/local/weather-closures-in-the-dc-area-for-
monday-jan-25/2016/01/23/13cbf26c-c1ff-11e5-bcda-62a36b394160_story.html

For another story, see item 12

Emergency Services Sector

17.

January 26, CNN — (Indiana) Influenza virus hits inmates in Indiana prison,
officials say. The Indiana Department of Corrections chief medical officer announced
January 26 that the HIN1 flu strain is responsible for an outbreak at the Putnamville
Correctional Facility, which has led to 1 inmate’s death and caused at least 37 others to
become ill. Inmates are being treated and prison workers are attempting to stop the
iliness from spreading by distributing face masks, bleaching common areas, and
replacing at least 100 air filters, among other precautions.

Source: http://www.cnn.com/2016/01/26/health/indiana-prison-inmates-sick/
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Information Technoloqy Sector

18.

19.

20.

21.

22,

January 27, SecurityWeek — (International) Hackers can abuse HP enterprise
printers for storage. A researcher from MacKeeper reported that misconfigured
enterprise devices can be susceptible to hosting malicious code and evading detection
by security products, in addition to allowing attackers to use free, open-source tools to
upload files to HP printers and interact with the devices over port 9100 through access
via a web browser at “http://<Printer_IP_Address>/ hp/device /<File_Name>.” HP
advised users to protect their printers by implementing a logging system on each device
and turning off unused ports and protocols.

Source: http://www.securityweek.com/hackers-can-abuse-hp-enterprise-printers-

storage

January 27, The Register — (International) PayPal patches deadly server remote code
execution flaw. PayPal patched a critical remote code execution flaw after an
independent security researcher discovered the flaw in PayPal’s Manager portal, hosted
at manager.paypal.com which could potentially allow attackers to execute arbitrary
shell commands on PayPal’s servers through a Java object deserialization bug to gain
access to production databases.

Source:

http://www.theregister.co.uk/2016/01/27/paypal_patches_deadly server_remote code
execution_flaw_pays 5k/

January 27, SecurityWeek — (International) Check Point unveils new threat
prevention appliances. Check Point network security firm released new hardware
appliances, including its 15000 and 23000 Series for enterprise networks targeted with
zero-day threats that allow each new hardware to run all security protections
simultaneously including full Secure Sockets Layer (SSL) traffic inspection, advanced
monitoring, and threat prevention protocols without creating a performance bottleneck
or compromising security effectiveness.

Source: http://www.securityweek.com/check-point-unveils-new-threat-prevention-

appliances

January 26, SecurityWeek — (International) Blended DDoS attacks grow in size,
complexity, frequency: Report. Arbor Networks released its 11th Annual Worldwide
Infrastructure Security Report (WISR) which revealed that distributed denial-of-service
(DDoS) attacks targeted enterprise networks’ infrastructure, applications, and services
simultaneously, increased through cloud-based services by 29 percent from 2015, and
focused on Doman Name System (DNS) servers rather than Hypertext Transfer
Protocol (HTTP) services. In addition, the report stated that 50 percent of enterprises
firewalls failed due to successful DDoS attacks.

Source: http://www.securityweek.com/blended-ddos-attacks-grow-size-complexity-
frequency-report

January 26, Softpedia — (International) NanoLocker ransomware can be cracked,
but only under certain conditions. A Canadian security researcher discovered a flaw
in the NanoLocker ransomware’s operations that can halt the ransomware’s encryption
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by restarting a victim’s personal computer (PC) or entering the PC into sleep mode,
which stops the encryption process and leaves the configuration file in an uncompleted
encryption stage. While in the uncompleted encryption state, the Canadian security
researcher created a decrypter to restore encrypted files from the ransomware, which
can be downloaded from GitHub or from Google Drive.

Source: http://news.softpedia.com/news/nanolocker-ransomware-can-be-cracked-but-
only-under-certain-conditions-499455.shtml

Internet Alert Dashboard

To report cyber infrastructure incidents or to request information, please contact US-CERT at soc@us-cert.gov or
visit their Web site: http://www.us-cert.gov

Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and
Analysis Center) Web site: http://www.it-isac.org

Communications Sector

Nothing to report

Commercial Facilities Sector

23. January 27, Associated Press — (Louisiana) No injuries as fire closes New Orleans’
historic Canal St. A six-alarm fire in a downtown New Orleans building halted all
streetcar lines and closed the historic Canal Street, which contains several restaurants
and businesses, after the blaze began in a four-story building and spread to an adjacent
building January 27. No injuries were reported and the cause of the incident is under
investigation.

Source: http://wkrn.com/2016/01/27/new-orleans-firefighters-battling-fire-on-canal-
street/

24. January 27, St. Louis Post-Dispatch — (Missouri) Cooking blamed for two-alarm fire
that destroys St. Louis church. An unattended cooking fire January 27 at the St. Louis
Metropolitan Church of Christ heavily damaged the building and prompted eight
residents to evacuate from surroundings homes while fire crews extinguished the blaze
for about 3 hours. No injuries were reported.

Source: http://www.stltoday.com/news/local/crime-and-courts/cooking-blamed-for-
two-alarm-fire-that-destroys-st-louis/article_ba4c1c9a-cae0-5554-b40e-
4205df68de00.html

25. January 27, WANE 15 Fort Wayne — (Ohio) Family owned grocery store destroyed
by fire. The River Street Market in Antwerp, Ohio, sustained extensive damage
January 26 after a fire began in the breakroom of the facility and spread to the entire
building, prompting eight fire departments to contain the incident. No injuries were
reported and an investigation is ongoing to determine the cause of the blaze.

Source: http://wane.com/2016/01/26/grocery-store-fully-engulfed-in-flames/

26. January 26, U.S. Department of Labor — (Connecticut) Lake Compounce Theme
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Park employees exposed to chemical, fire, other hazards: OSHA. The Occupational
Safety and Health Administration cited the Lake Compounce Family Theme Park in
Bristol, Connecticut, for 18 serious violations of workplace safety standards January 15
following an investigation which determined that the company exposed employees
working with caustic chemicals in the park’s paint room to chemical, burn, and
respirator hazards. Proposed penalties total $70,200.

Source:

https://www.osha.gov/pls/oshaweb/owadisp.show_document?p_table=NEWS RELEA
SES&p_id=29457

27. January 26, KRDO 13 Colorado Springs — (Colorado) Fire damages more than a
dozen storage facilities on Springs’ east side. A Colorado Springs Fire official
reported that at least 14 storage units were damaged at the Citadel Self Storage facility
January 26 after a fire began in a unit. Officials are investigating the cause of the
incident.

Source: http://www.krdo.com/news/fire-burning-in-apartment-storage-units-on-springs-
east-side/37652568

For another story, see item 9

Dams Sector

Nothing to report
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