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Top Stories 

• Continental Automotive Systems issued a recall February 4 for 1.5 – 2 million vehicles 
sold in the U.S. that are supplied with potentially defective air bag control units. – Reuters 
(See item 4)  
 

• Federal and State officials are investigating a February 7 explosion at the JCG Farms feed 
plant in Rockmart, Georgia, which caused $3 million in damages. – Rome News-Tribune 
(See item 9)  

 

• The U.S. Centers for Disease Control and Prevention announced February 8 that its 
emergency operations center in Atlanta was on its highest level of alert in response to the 
Zika virus, which is being monitored and investigated. – Washington Post (See item 17)  

 

• Kaspersky Lab security researchers reported that a remote access trojan (RAT) dubbed 
Adwind RAT had infected approximately 443,000 victims by 2015 and targets Windows, 
Linux, Mac OS X, and other platforms that run Java. – SecurityWeek (See item 22)  
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Energy Sector 

1. February 9, Associated Press – (North Carolina) NC regulator fines Duke Energy 
nearly $7 million for coal ash spill. The North Carolina Department of Environmental 
Quality announced February 9 that it issued Duke Energy a $6.6 million fine for 
violations stemming from the February 2014 coal ash spill at the company’s Dan River 
power plant in Eden that led to pollution in the area.   
Source: http://www.journalnow.com/news/state_region/nc-regulator-fines-duke-
energy-nearly-million-for-coal-ash/article_59c48302-cf3c-11e5-8f07-
477b61ada5ae.html#license-59c48302-cf3c-11e5-8f07-477b61ada5ae 
 

2. February 8, KWQC 6 Davenport – (Illinois) Abandoned gas station fined $1.18 
million by Knox County court. The Knox County Circuit Court issued a $1.18 million 
fine and penalty against the dissolved T-Mart Inc., February 8 for failure to remove 
abandoned underground petroleum storage tanks at a closed gasoline station in Wataga, 
Illinois, in addition to other Gasoline Storage Act violations. Officials asserted that two 
underground storage tanks containing fuel had the potential to cause soil and water 
contamination and posed a threat to the environment and human health. 
Source: http://kwqc.com/2016/02/08/abandoned-gas-station-fined-1-18-million-by-
knox-county-court/  
 

Chemical Industry Sector 

Nothing to report 
 

Nuclear Reactors, Materials, and Waste Sector 

3. February 9, Associated Press – (Louisiana) River Bend nuclear station to undergo 
special inspection. The U.S. Nuclear Regulatory Commission reported February 8 that 
it will be conducting a special inspection at Entergy-owned River Bend nuclear power 
plant after its St. Francisville facility’s reactor had an unplanned shutdown when 
lightning struck the plant January 9.   
Source: http://www.washingtontimes.com/news/2016/feb/9/river-bend-nuclear-station-
to-undergo-special-insp/  
 

Critical Manufacturing Sector 

4. February 5, Reuters – (International) Continental says 5 mln vehicles worldwide 
may have faulty air bags. Continental Automotive Systems issued a recall February 4 
for 1.5 – 2 million vehicles sold in the U.S. after it supplied potentially defective air 
bag control units built between 2006 and 2010 to Honda, Fiat Chrysler, Mercedes-
Benz, and three other manufacturers, which can cause air bags to inadvertently deploy 
without warning or fail to deploy in a crash. Honda Motor Co has reported two injuries 
related to the defect involving 5 million vehicles worldwide.  
Source: http://in.reuters.com/article/autos-continental-idINL2N15J11L  

 

http://www.journalnow.com/news/state_region/nc-regulator-fines-duke-energy-nearly-million-for-coal-ash/article_59c48302-cf3c-11e5-8f07-477b61ada5ae.html#license-59c48302-cf3c-11e5-8f07-477b61ada5ae
http://www.journalnow.com/news/state_region/nc-regulator-fines-duke-energy-nearly-million-for-coal-ash/article_59c48302-cf3c-11e5-8f07-477b61ada5ae.html#license-59c48302-cf3c-11e5-8f07-477b61ada5ae
http://kwqc.com/2016/02/08/abandoned-gas-station-fined-1-18-million-by-knox-county-court/
http://kwqc.com/2016/02/08/abandoned-gas-station-fined-1-18-million-by-knox-county-court/
http://www.washingtontimes.com/news/2016/feb/9/river-bend-nuclear-station-to-undergo-special-insp/
http://www.washingtontimes.com/news/2016/feb/9/river-bend-nuclear-station-to-undergo-special-insp/
http://in.reuters.com/article/autos-continental-idINL2N15J11L
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Defense Industrial Base Sector 

Nothing to report 
 
Financial Services Sector 

5. February 6, Associated Press – (Illinois) Chicago FBI: ‘Pinball Bandit’ suspected in 
5 bank robberies. The FBI is searching for a man dubbed the “Pinball Bandit” 
suspected of carrying out 5 robberies at 4 Chicago banks from January 13 – January 25. 
The suspect is considered armed and dangerous.  
Source: http://www.nwherald.com/2016/02/07/chicago-fbi-pinball-bandit-suspected-in-
5-bank-robberies/agmvuds/  

 
Transportation Systems Sector 

6. February 9, WTIC 61 Hartford – (Connecticut) Four remain in critical condition 
after charter bus headed to Mohegan Sun casino crashes. A bus carrying 55 
passengers crashed and shut down Interstate 95 in Madison, Connecticut, February 9 
sending approximately 25 people to area hospitals for critical injuries. Officials 
reported that the crash was due to snow-covered roads.   
Source: http://fox61.com/2016/02/09/updates-expected-on-conditions-of-passengers-
injured-in-madison-bus-crash/  
 

7. February 9, WHO 13 Des Moines – (Iowa) I-35 north of Ames remains closed due to 
hazardous conditions. Interstate 35 north of Ames remained closed February 9 after 
blizzard-like conditions caused multiple crashes on the highway and caused poor 
visibility to drivers February 8.   
Source: http://whotv.com/2016/02/08/i-35-north-of-ames-closed-due-to-crashes-poor-
visibility/ 
  

8. February 8, United Press International – (Texas) No reports of injuries, tears from 
spilled milk on Texas highway. Crews worked for more than 2 hours February 8 to 
clear the wreckage from a three vehicle crash on Interstate 45 in Houston involving an 
overturned semi-truck that spilled its load of milk cartons.  
Source: http://www.upi.com/Odd_News/2016/02/08/No-reports-of-injuries-tears-from-
spilled-milk-on-Texas-highway/9411454955036/ 

Food and Agriculture Sector 

9. February 9, Rome News-Tribune – (Georgia) $3 million in damage reported at JCG 
Farms after explosion that killed 1, injured 5. Officials from the Federal Bureau of 
Alcohol, Tobacco, Firearms and Explosives, the Georgia State fire marshal, and the 
Rockmart Fire Department are investigating a February 7 explosion at the JCG Farms 
feed plant in Rockmart, Georgia, which left one worker dead, injured five others, and 
caused $3 million in heavy structural damages to the warehouse, plant, and offices. 
Source: http://www.northwestgeorgianews.com/rome/news/local/million-in-damage-
reported-at-jcg-farms-after-explosion-that/article_5a9d8486-ceec-11e5-a93d-

http://www.nwherald.com/2016/02/07/chicago-fbi-pinball-bandit-suspected-in-5-bank-robberies/agmvuds/
http://www.nwherald.com/2016/02/07/chicago-fbi-pinball-bandit-suspected-in-5-bank-robberies/agmvuds/
http://fox61.com/2016/02/09/updates-expected-on-conditions-of-passengers-injured-in-madison-bus-crash/
http://fox61.com/2016/02/09/updates-expected-on-conditions-of-passengers-injured-in-madison-bus-crash/
http://whotv.com/2016/02/08/i-35-north-of-ames-closed-due-to-crashes-poor-visibility/
http://whotv.com/2016/02/08/i-35-north-of-ames-closed-due-to-crashes-poor-visibility/
http://www.upi.com/Odd_News/2016/02/08/No-reports-of-injuries-tears-from-spilled-milk-on-Texas-highway/9411454955036/
http://www.upi.com/Odd_News/2016/02/08/No-reports-of-injuries-tears-from-spilled-milk-on-Texas-highway/9411454955036/
http://www.northwestgeorgianews.com/rome/news/local/million-in-damage-reported-at-jcg-farms-after-explosion-that/article_5a9d8486-ceec-11e5-a93d-3fa6513877f0.html
http://www.northwestgeorgianews.com/rome/news/local/million-in-damage-reported-at-jcg-farms-after-explosion-that/article_5a9d8486-ceec-11e5-a93d-3fa6513877f0.html
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3fa6513877f0.html 
 

10. February 9, U.S. Department of Agriculture – (National) Vosges, LTD recalls 
Uncured Bacon Ganache chocolate products due to misbranding and undeclared 
allergens. The Food Safety and Inspection Service announced February 8 that Vosges, 
LTD., issued a recall for approximately 135 pounds of its Trade Joe’s-branded Uncured 
Bacon Ganache chocolate products sold in 3-ounce wrapped bars due to misbranding 
and undeclared coconut. The products were distributed to retail locations in Florida, 
Georgia, North Carolina, and South Carolina. 
Source: http://www.fsis.usda.gov/wps/portal/fsis/topics/recalls-and-public-health-
alerts/recall-case-archive/archive/2016/recall-014-2016-release 
 

11. February 8, U.S. Food and Drug Administration – (Pennsylvania; Ohio) Giant Eagle 
voluntarily recalls Japanese Hand Breaded Cod Fillets due to an undeclared soy 
allergen. Giant Eagle issued a voluntary recall February 8 for approximately 420 
packages of its Japanese Breaded Cod Fillets due to misbranding and undeclared soy. 
The products were sold at Giant Eagle and Market District supermarkets in 
Pennsylvania and Ohio.    
Source: http://www.fda.gov/Safety/Recalls/ucm485239.htm 
 

12. February 8, U.S. Food and Drug Administration – (National) Fresh Express 
announces precautionary recall of a limited quantity of Chopped Romaine Salad 
due to undeclared allergens. Fresh Express Incorporated issued a precautionary recall 
February 6 for a limited quantity of its Fresh Express Chopped Romaine products sold 
in 32-ounce packages due to possible exposure to undeclared allergens after it was 
discovered that sealed condiment packets containing individual packets of dressing, 
croutons, and parmesan cheese used in the brand’s Caesar salads were accidentally 
placed in the chopped romaine product. No illnesses have been reported and the 
products were distributed in eastern and southeastern States. 
Source: http://www.fda.gov/Safety/Recalls/ucm485126.htm 
 

13. February 8, U.S. Food and Drug Administration – (National) Living Tree 
Community Foods recalls macadamia nuts and macadamia butter because of 
possible health risk. Living Tree Community Foods issued a recall February 5 for its 
Organic Macadamia Nuts sold in 4-ounce packages and Organic Macadamia Butter 
sold in 8-ounce jars after testing at the company’s Hawaii-based supplier, Mahina 
Mele, revealed the presence of Salmonella. Production of the products, which were 
distributed to retail locations in California and Connecticut and to mail order customers 
nationwide, was suspended indefinitely.  
Source: http://www.fda.gov/Safety/Recalls/ucm485224.htm  
 

 For another story, see item 8 
 
Water and Wastewater Systems Sector 

14. February 8, Gwinnett County Daily Post – (Georgia) Grease causes sewage spill near 
Bromolow Creek in Duluth. Gwinnett County’s Department of Water Resources 

http://www.northwestgeorgianews.com/rome/news/local/million-in-damage-reported-at-jcg-farms-after-explosion-that/article_5a9d8486-ceec-11e5-a93d-3fa6513877f0.html
http://www.fsis.usda.gov/wps/portal/fsis/topics/recalls-and-public-health-alerts/recall-case-archive/archive/2016/recall-014-2016-release
http://www.fsis.usda.gov/wps/portal/fsis/topics/recalls-and-public-health-alerts/recall-case-archive/archive/2016/recall-014-2016-release
http://www.fda.gov/Safety/Recalls/ucm485239.htm
http://www.fda.gov/Safety/Recalls/ucm485126.htm
http://www.fda.gov/Safety/Recalls/ucm485224.htm
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reported that a grease clog in a Duluth sewer line caused 4,104 gallons of wastewater 
sewage to overflow from a manhole February 8 and spill into Bromolow Creek. 
Officials put up signs warning residents of the spill.   
Source: http://www.gwinnettdailypost.com/local/cities/duluth/grease-causes-sewage-
spill-near-bromolow-creek-in-duluth/article_cdc2d6ae-25eb-5460-bdcb-
c6d4276862db.html 
 

15. February 8, WAFB 9 Baton Rouge – (Louisiana) Boil advisory in effect for area of 
Ward Two Water District in Denham Springs. Officials issued a boil water advisory 
for approximately 300 customers in the Ward Two Water District February 8 in 
Denham Springs after officials found problems with the water supply system due to a 
broken water main.  
Source: http://www.ksla.com/story/31169576/boil-advisory-in-effect-for-area-of-ward-
two-water-district-in-denham-springs 
  

16. February 8, Valdosta Daily Times – (Georgia) Fla. issues Valdosta sewage overflow 
warning.  Heavy rains caused a sewage spill in Hamilton and Madison counties and 
prompted the Florida State Department of Health to issue an advisory to area residents 
February 5 after 1.3 million gallons spilled around the Withlacoochee River.   
Source: http://www.valdostadailytimes.com/news/local_news/fla-issues-valdosta-
sewage-overflow-warning/article_122f13af-7b98-5435-8261-eee2ba3a3bb9.html  

 
Healthcare and Public Health Sector 

17. February 8, Washington Post – (National) $1.8 billion to fight Zika: CDC moves to 
highest alert level. The U.S. Centers for Disease Control and Prevention announced 
February 8 that its emergency operations center in Atlanta was on its highest level of 
alert in response to the Zika virus, which is being monitored and investigated. The U.S. 
President’s administration will ask Federal legislatures to approve $1.8 billion to 
respond to the virus abroad and within the U.S.  
Source: https://www.washingtonpost.com/news/post-politics/wp/2016/02/08/obama-to-
ask-congress-for-1-8-billion-to-combat-zika-virus/  
 

Government Facilities Sector 

18. February 9, WTAE 4 Pittsburgh – (West Virginia) Two school districts closed 
Tuesday as snow falls in the Pittsburgh area. Monongalia County Schools, St. 
Francis Central Catholic School, Trinity Christian School, and Preston County School 
District in West Virginia were closed February 9 due to snowfall. 
Source: http://www.wtae.com/news/two-school-districts-close-as-snow-falls-in-the-
pittsburgh-area/37895970 
 

19. February 8, CNN – (National) Hackers publish contact info of 20,000 FBI 
employees. The U.S. Department of Justice (DOJ) stated February 8 that it is 
investigating unauthorized access of a system operated by one of its components 
containing employee contact information after hackers allegedly published contact 
information for 20,000 FBI employees and nearly 10,000 DHS employees. The DOJ 

http://www.gwinnettdailypost.com/local/cities/duluth/grease-causes-sewage-spill-near-bromolow-creek-in-duluth/article_cdc2d6ae-25eb-5460-bdcb-c6d4276862db.html
http://www.gwinnettdailypost.com/local/cities/duluth/grease-causes-sewage-spill-near-bromolow-creek-in-duluth/article_cdc2d6ae-25eb-5460-bdcb-c6d4276862db.html
http://www.ksla.com/story/31169576/boil-advisory-in-effect-for-area-of-ward-two-water-district-in-denham-springs
http://www.ksla.com/story/31169576/boil-advisory-in-effect-for-area-of-ward-two-water-district-in-denham-springs
http://www.valdostadailytimes.com/news/local_news/fla-issues-valdosta-sewage-overflow-warning/article_122f13af-7b98-5435-8261-eee2ba3a3bb9.html
http://www.valdostadailytimes.com/news/local_news/fla-issues-valdosta-sewage-overflow-warning/article_122f13af-7b98-5435-8261-eee2ba3a3bb9.html
https://www.washingtonpost.com/news/post-politics/wp/2016/02/08/obama-to-ask-congress-for-1-8-billion-to-combat-zika-virus/
https://www.washingtonpost.com/news/post-politics/wp/2016/02/08/obama-to-ask-congress-for-1-8-billion-to-combat-zika-virus/
http://www.wtae.com/news/two-school-districts-close-as-snow-falls-in-the-pittsburgh-area/37895970
http://www.wtae.com/news/two-school-districts-close-as-snow-falls-in-the-pittsburgh-area/37895970
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asserted that there was no indication of a breach of sensitive personally identifiable 
information. 
Source: http://www.cnn.com/2016/02/08/politics/hackers-fbi-employee-info/index.html 
 

20. February 8, Sarasota Herald-Tribune – (Florida) School bus crash injures 7 students 
in Englewood. Seven students, a bus driver, and three others were transported to area 
hospitals February 8 following an accident between a school bus and vehicle in 
Englewood, Florida.  
Source: http://www.heraldtribune.com/article/20160208/article/160209644  
 

Emergency Services Sector 

21. February 8, Los Angeles Times – (California; Nevada) Murder suspect mistakenly 
released from L.A. County jail is captured. A suspect who was mistakenly released 
from the Inmate Reception Center in Los Angeles County January 30 was recaptured 
without incident February 8 at a hotel in Boulder City, Nevada.  
Source: http://www.latimes.com/local/lanow/la-me-ln-la-sheriffs-escape-update-
20160208-story.html  
 

Information Technology Sector 

22. February 9, SecurityWeek – (International) Cross-platform backdoor adwind hits 
443,000 users: Kaspersky. Security researchers from Kaspersky Lab reported that a 
remote access trojan (RAT) dubbed Adwind RAT had infected approximately 443,000 
victims by 2015 and targets Windows, Linux, Mac OS X, and other platforms that run 
Java, to log keystrokes and steal virtual private network (VPN) certificates, 
cryptocurrency wallet keys, passwords and other data from web forms, among other 
malicious actions via spear-phishing campaigns. The trojan also uses command and 
control (C&C) servers to execute commands and relies on free Dynamic Domain Name 
System (DNS) providers.    
Source: http://www.securityweek.com/cross-platform-backdoor-adwind-hit-443000-
users-kaspersky  
 

23. February 9, Softpedia – (International) Download firmware 1.1.00.20 for 
NETGEAR’s D6200 modem router. NETGEAR released new firmware version 
1.100.20 for its D6200 modem router that removes a flaw that disabled wireless 
connections when the region was assigned as WW in flash, fixes the unit’s 
currentsetting.htm page to show the correct information in the region field, and 
removes a debug file (/tmp/yuziven1) and fixes unterminated tries when checkfw fails.   
Source: http://drivers.softpedia.com/blog/download-firmware-1-1-00-20-for-netgear-s-
d6200-modem-router-500135.shtml 
 

24. February 8, SecurityWeek – (International) Advantech failed to patch serious flaws 
in SCADA. The Zero Day Initiative (ZDI) published advisories that stated several 
unpatched vulnerabilities were affecting Advantech’s WebAccess 8.0  industrial 
automation SCADA/HMI products after researchers found unrestricted file upload, 
path traversal, improper access control, cross-site scripting (XSS), and SQL injections, 

http://www.cnn.com/2016/02/08/politics/hackers-fbi-employee-info/index.html
http://www.heraldtribune.com/article/20160208/article/160209644
http://www.latimes.com/local/lanow/la-me-ln-la-sheriffs-escape-update-20160208-story.html
http://www.latimes.com/local/lanow/la-me-ln-la-sheriffs-escape-update-20160208-story.html
http://www.securityweek.com/cross-platform-backdoor-adwind-hit-443000-users-kaspersky
http://www.securityweek.com/cross-platform-backdoor-adwind-hit-443000-users-kaspersky
http://drivers.softpedia.com/blog/download-firmware-1-1-00-20-for-netgear-s-d6200-modem-router-500135.shtml
http://drivers.softpedia.com/blog/download-firmware-1-1-00-20-for-netgear-s-d6200-modem-router-500135.shtml
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among other vulnerabilities, that were reported to be patched, but were improperly 
patched. The unpatched flaws can be exploited by a remote, authenticated attacker to 
execute arbitrary code on a victim’s system.    
Source: http://www.securityweek.com/advantech-failed-patch-serious-flaws-scada-
product 
 

Internet Alert Dashboard 

To report cyber infrastructure incidents or to request information, please contact US-CERT at soc@us-cert.gov or 
visit their Web site: http://www.us-cert.gov 
 
Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and 
Analysis Center) Web site: http://www.it-isac.org  

 
Communications Sector 

 Nothing to report 
 
Commercial Facilities Sector 

25. February 8, KENS 5 San Antonio – (Texas) Welding tool sparks massive fire in 
shops at Rivercenter garage. The San Antonio Fire Department reported that a 
February 8 fire on top of a parking garage at the Shops at Rivercenter prompted 
surrounding retail stores and restaurants to evacuate for over 2 hours and required 30 
fire units to extinguish the blaze after the fire began when a worker using a welding 
torch accidentally ignited some dry timber nearby. One man suffered smoke inhalation 
and officials stated that the incident was contained.    
Source: http://www.kens5.com/story/news/local/2016/02/08/least-21-units-responding-
fire-rivercenter-mall/80014722/ 
 

26. February 5, WDAF 4 Kansas City – (Missouri) Cinemark on the Plaza movie theater 
evacuated following phoned-in bomb threat. The Plaza Cinemark in Kansas City 
was evacuated and closed February 5 while police investigated reports of a phoned 
bomb threat. No injuries were reported.   
Source: http://fox4kc.com/2016/02/05/cinemark-on-the-plaza-movie-theater-evacuated-
following-phoned-in-bomb-threat/  
 

Dams Sector 

 Nothing to report  
 

http://www.securityweek.com/advantech-failed-patch-serious-flaws-scada-product
http://www.securityweek.com/advantech-failed-patch-serious-flaws-scada-product
mailto:soc@us-cert.gov
http://www.us-cert.gov/
http://www.it-isac.org/
http://www.kens5.com/story/news/local/2016/02/08/least-21-units-responding-fire-rivercenter-mall/80014722/
http://www.kens5.com/story/news/local/2016/02/08/least-21-units-responding-fire-rivercenter-mall/80014722/
http://fox4kc.com/2016/02/05/cinemark-on-the-plaza-movie-theater-evacuated-following-phoned-in-bomb-threat/
http://fox4kc.com/2016/02/05/cinemark-on-the-plaza-movie-theater-evacuated-following-phoned-in-bomb-threat/
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Department of Homeland Security (DHS)  
DHS Daily Open Source Infrastructure Report Contact Information 

 
About the reports - The DHS Daily Open Source Infrastructure Report is a daily [Monday 
through Friday] summary of open-source published information concerning significant critical 
infrastructure issues. The DHS Daily Open Source Infrastructure Report is archived for 10 days on 
the Department of Homeland Security Web site: http://www.dhs.gov/IPDailyReport 

Contact Information 
Content and Suggestions: Send mail to cikr.productfeedback@hq.dhs.gov or contact the DHS 

Daily Report Team at (703) 942-8590  

Subscribe to the Distribution List: Visit the DHS Daily Open Source Infrastructure Report and follow 
instructions to Get e-mail updates when this information changes.  

Removal from Distribution List: Send mail to support@govdelivery.com.  

Contact DHS 
To report physical infrastructure incidents or to request information, please contact the National Infrastructure 
Coordinating Center at nicc@hq.dhs.gov or (202) 282-9201.  
To report cyber infrastructure incidents or to request information, please contact US-CERT at soc@us-cert.gov or visit 
their Web page at www.us-cert.gov. 

Department of Homeland Security Disclaimer 
The DHS Daily Open Source Infrastructure Report is a non-commercial publication intended to educate and inform 
personnel engaged in infrastructure protection. Further reproduction or redistribution is subject to original copyright 
restrictions. DHS provides no warranty of ownership of the copyright, or accuracy with respect to the original source 
material.  
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