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Daily Open Source Infrastructure Report 
23 February 2016 

 
Top Stories 

• Crews worked to reopen all southbound lanes of Interstate 75 near North Port in Florida 
February 22 nearly 24 hours after a semi-truck crashed, overturned, and spilled several 
thousand gallons of fuel February 21. – WTSP 10 St. Petersburg (See item 5)  
 

• The Texas Commission on Environmental Quality issued a boil-water advisory February 
20 and urged residents in Crystal City to avoid drinking discolored water until the 
commission issues an all-clear notice. – CNN (See item 16)  

 

• An Oregon man was charged February 18 for violating the Computer Fraud and Abuse Act 
after he stole the usernames and passwords of 363 Apple and Google email accounts via a 
phishing scheme that tricked victims into clicking a malicious link to “verify” their 
accounts. – SecurityWeek (See item 22)  

 

• A couple was arrested February 19 after stealing $1.9 million from a Hardeeville car 
dealership by disguising themselves as parts vendors to receive company checks, which 
were later used to pay for the couple’s personal expenses. – Associated Press (See item 27)  
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Energy Sector 

1. February 21, WDIV 4 Detroit – (Michigan) DTE: 3,000 customers remain without 
power after high winds. DTE Energy Co. crews worked to restore power for 
approximately 3,000 Detroit customers who remained without service February 21 
following high winds that caused extensive damage to the city’s electrical system and 
knocked out power to 123,500 customers February 20.  
Source: http://www.clickondetroit.com/news/43000-dte-customers-without-power 
 

2. February 20, WTRF 7 Wheeling – (West Virginia) Oil spill reaches creek in Pine 
Gove, potentially contaminating water. The mayor of Pine Grove urged residents to 
avoid the water until it is tested after MarkWest Energy Partners, L.P. confirmed 
February 20 that heat transfer oil from its Mobley gas processing facility in Wetzel 
County was released and reached the North Fork of Fishing Creek. The Pine Grove 
Water Works water intake was closed indefinitely while authorities monitor the spill.   
Source: http://www.wtrf.com/story/31271645/oil-spill-reaches-creek-in-pine-grove-
potentially-contaminating-water 
 

Chemical Industry Sector 

Nothing to report 
 
Nuclear Reactors, Materials, and Waste Sector 

3. February 22, Japan Times – (International) Reactor coolant leak caused by weak 
bolt tension, Kansai Electric says. Kansai Electric Power Co., reported February 22 
that an estimated 34 liters of radioactive coolant water leaked into the No. 4 nuclear 
reactor building at its Takahama nuclear power plant in Fukui Prefecture due to an 
insufficient tension of a bolt in a valve installed in a pipe. The reactor was scheduled 
for a restart, but was put on hold after the leak was discovered.  
Source: http://www.japantimes.co.jp/news/2016/02/22/national/reactor-coolant-leak-
caused-weak-bolt-tension-kansai-electric-says/#.VsserPIrKUl 
 

Critical Manufacturing Sector 

Nothing to report 
 
Defense Industrial Base Sector 

Nothing to report 
 
Financial Services Sector 

Nothing to report 
 

http://www.clickondetroit.com/news/43000-dte-customers-without-power
http://www.wtrf.com/story/31271645/oil-spill-reaches-creek-in-pine-grove-potentially-contaminating-water
http://www.wtrf.com/story/31271645/oil-spill-reaches-creek-in-pine-grove-potentially-contaminating-water
http://www.japantimes.co.jp/news/2016/02/22/national/reactor-coolant-leak-caused-weak-bolt-tension-kansai-electric-says/%23.VsserPIrKUl
http://www.japantimes.co.jp/news/2016/02/22/national/reactor-coolant-leak-caused-weak-bolt-tension-kansai-electric-says/%23.VsserPIrKUl
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Transportation Systems Sector 

4. February 22, Oak Ridge Today – (Tennessee) Clinton woman dies after two vehicles 
hit her on Clinton Highway. A portion of Clinton Highway in Tennessee was closed 
for approximately 6 hours February 21 – February 22 while officials investigated the 
scene after a pedestrian walking on a southbound lane of the highway was struck and 
killed by 2 vehicles.  
Source: http://oakridgetoday.com/2016/02/22/clinton-woman-dies-after-two-vehicles-
hit-her-on-clinton-highway/ 
 

5. February 22, WTSP 10 St. Petersburg – (Florida) SB I-75 to reopen some lanes 
overnight after tanker crash. Crews worked to reopen all southbound lanes of 
Interstate 75 near North Port in Florida February 22 nearly 24 hours after an accident 
involving a semi-truck crashed, overturned, and spilled several thousand gallons of fuel 
onto the roadway from its load February 21. 
Source: http://www.wtsp.com/story/traffic/2016/02/21/traffic--75-southbound-lanes-
north-port-closed/80697924/ 
 

6. February 19, KOMO 4 Seattle – (Washington) Life-threatening injuries in head-on 
crash near Orting. Officials closed Highway 162 near Orting for more than 2 hours 
February 19 following a head-on collision involving 2 vehicles that sent both drivers to 
the hospital with injuries.  
Source: http://komonews.com/news/local/head-on-crash-near-orting-injures-both-
drivers-closes-highway 
 

7. February 19, Grass Valley Union – (California) Driver killed in Highway 49 wreck 
identified. A fatal 2-vehicle collision killed 1 driver and closed Highway 49 at 
Nishinam Gulch Road in Nevada City, California, for approximately 5 hour February 
18 while officials investigated the scene and crews worked to clear the wreckage from 
an overturned semi-truck.  
Source: http://www.theunion.com/news/20722404-113/driver-killed-in-highway-49-
wreck-identified# 
 

8. February 19, KTUU 2 Anchorage – (Alaska) Old Glenn Highway fully reopened 
following mixer truck accident. Old Glenn Highway from North Eagle River to South 
Birchwood was closed for several hours February 19 while officials investigated the 
scene of a crash involving an overturned concrete truck that struck a vehicle.  
Source: http://www.ktuu.com/news/news/old-glenn-highway-closed-due-to-accident-
overturned-concrete-truck/38086966 

 
Food and Agriculture Sector 

9. February 22, U.S. Department of Agriculture – (Texas; Oklahoma) Flying Food 
Group, LLC recalls ready-to-eat wraps due to adulteration, misbranding, and 
undeclared allergens. The Food Safety and Inspection Service announced February 19 
that the Flying Food Group, LLC, issued a recall for approximately 1,006 pounds of its 
Starbucks brand Edamame Hummus Wrap products sold in 6.8-ounce packages due to 

http://oakridgetoday.com/2016/02/22/clinton-woman-dies-after-two-vehicles-hit-her-on-clinton-highway/
http://oakridgetoday.com/2016/02/22/clinton-woman-dies-after-two-vehicles-hit-her-on-clinton-highway/
http://www.wtsp.com/story/traffic/2016/02/21/traffic--75-southbound-lanes-north-port-closed/80697924/
http://www.wtsp.com/story/traffic/2016/02/21/traffic--75-southbound-lanes-north-port-closed/80697924/
http://komonews.com/news/local/head-on-crash-near-orting-injures-both-drivers-closes-highway
http://komonews.com/news/local/head-on-crash-near-orting-injures-both-drivers-closes-highway
http://www.theunion.com/news/20722404-113/driver-killed-in-highway-49-wreck-identified
http://www.theunion.com/news/20722404-113/driver-killed-in-highway-49-wreck-identified
http://www.ktuu.com/news/news/old-glenn-highway-closed-due-to-accident-overturned-concrete-truck/38086966
http://www.ktuu.com/news/news/old-glenn-highway-closed-due-to-accident-overturned-concrete-truck/38086966
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misbranding, adulteration, and undeclared nut allergens after the company received a 
complaint that the products were mislabeled and contained Thai Style Chicken Peanut 
Wraps products which are formulated with nuts and may contain chicken. The items 
were distributed to retail locations in Texas and Oklahoma.   
Source: http://www.fsis.usda.gov/wps/portal/fsis/topics/recalls-and-public-health-
alerts/recall-case-archive/archive/2016/recall-019-2016-release 
 

10. February 22, KSNW 3 Wichita – (Kansas; Oklahoma) Kansas Salmonella outbreak 
linked to tainted sprouts. The Kansas Department of Health and Environment 
(KDHE) and the U.S. Centers for Disease Control and Prevention are investigating a 
Salmonella outbreak February 20 which sickened 5 in Kansas after consuming tainted 
sprouts from Sweetwater Farms in Inman, Kansas. KDHE also reported that three 
Oklahoma residents contracted Salmonella infections that matches the Kansas outbreak 
strain.   
Source: http://ksn.com/2016/02/20/kansas-salmonella-outbreak-linked-to-tainted-
sprouts/ 
 

11. February 21, U.S. Food and Drug Administration – (Texas) Fresh Creative Foods 
issues allergy alert on undeclared fish (anchovy) in H-E-B Tartar Sauce. Fresh 
Creative Foods issued a recall February 21 for its H-E-B Tartar Sauce products sold in 
8-ounce packages due to an undeclared fish (anchovy) allergen after routine restocking 
revealed that certain packages have lids correctly labeled as Cocktail Sauce and a 
container incorrectly labeled as Tartar Sauce, while the actual contents are Cocktail 
Sauce. The products were distributed to H-E-B stores in Texas and officials reported 
there have been no reports of allergic reactions.  
Source: http://www.fda.gov/Safety/Recalls/ucm487057.htm 
 

12. February 20, U.S. Food and Drug Administration – (National) Maytag Dairy Farms 
voluntarily recalls blue cheese products due to possible health risk. Maytag Diary 
Farms issued a voluntary recall February 19 for 5 lots of its Maytag Blue, blue cheese 
wedges and wheels, and 15 batches of its blue cheese crumbles after testing revealed 
the presence of Listeria monocytogenes in 2 lots of the product. The items were 
distributed to retail stores, restaurants, and direct mail orders nationwide.  
Source: http://www.fda.gov/Safety/Recalls/ucm487040.htm 
 

13. February 20, U.S. Food and Drug Administration – (International) Health Matters 
America Inc. issues nationwide recall of Sprouted Flax Seed Powder and Sprouted 
Chia & Flax Seed Powder because of possible health risk. Health Matters America 
Inc., issued a recall February 20 for specific lots of its Organic Traditions Sprouted 
Flax Seed Powder and Organic Traditions Sprouted Chia & Flax Seed Powder products 
due to a potential Salmonella contamination after Canadian health officials notified the 
company’s supplier that random sample testing revealed the presence of Salmonella in 
the product sold in Canadian retail stores, which may pose potential contamination to 
other products packaged from the same lot. The products were distributed nationwide.  
Source: http://www.fda.gov/Safety/Recalls/ucm487043.htm 
 

http://www.fsis.usda.gov/wps/portal/fsis/topics/recalls-and-public-health-alerts/recall-case-archive/archive/2016/recall-019-2016-release
http://www.fsis.usda.gov/wps/portal/fsis/topics/recalls-and-public-health-alerts/recall-case-archive/archive/2016/recall-019-2016-release
http://ksn.com/2016/02/20/kansas-salmonella-outbreak-linked-to-tainted-sprouts/
http://ksn.com/2016/02/20/kansas-salmonella-outbreak-linked-to-tainted-sprouts/
http://www.fda.gov/Safety/Recalls/ucm487057.htm
http://www.fda.gov/Safety/Recalls/ucm487040.htm
http://www.fda.gov/Safety/Recalls/ucm487043.htm
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14. February 19, U.S. Food and Drug Administration – (National) Wild Blue Yonder 
Foods issues recall for Chappaqua Crunch Granola with Blueberries and Bananas 
because of possible health risk. Wild Blue Yonder Foods issued a recall February 18 
for its Chappaqua Crunch Simply Granola with Blueberries & Bananas products sold in 
13-ounce packages after the supplier notified the company that the bananas in the 
granola products may be contaminated with Salmonella. The products were distributed 
in retail locations and through mail orders to 14 States and Washington, D.C.     
Source: http://www.fda.gov/Safety/Recalls/ucm486927.htm 
 

15. February 19, U.S. Food and Drug Administration – (National) Country Life Natural 
Foods recalls raw pistachios because of possible health risk. Country Life Natural 
Foods issued a recall February 19 for its shelled raw pistachio products sold in 2-pound 
bags and 30-pound boxes after testing revealed the presence of Salmonella in 1 of the 
19 samples, which may pose potential contamination to items packaged from the 
affected lot. The products were distributed to retail locations, mail orders, and direct 
delivery in 14 States.  
Source: http://www.fda.gov/Safety/Recalls/ucm487019.htm 

 
Water and Wastewater Systems Sector 

16. February 21, CNN – (Texas) Water runs black in Texas town already wracked by 
corruption arrests. The Texas Commission on Environmental Quality issued a boil-
water advisory February 20 and urged residents in Crystal City to avoid drinking 
discolored water until the commission issues an all-clear notice following sample test 
results for water pressure, chlorination, and bacteria. 
Source: http://www.cnn.com/2016/02/20/us/crystal-city-texas-water/ 
 

17. February 20, WKZO 590 AM St. Kalamazoo – (Michigan) Lawton issues boil water 
advisory. A boil-water advisory was issued in the Village of Lawton in Michigan 
February 20 after two routine water samples revealed the presence of E.coli 
contamination. Officials will flush pipes, apply anti-bacterial agents, and conduct more 
tests before lifting the advisory.  
Source: http://wkzo.com/news/articles/2016/feb/20/lawton-issues-boil-water-advisory/ 
 

For another story, see item 2 
 
Healthcare and Public Health Sector 

Nothing to report 
 

Government Facilities Sector 

18. February 19, WUSA 9 Washington, D.C. – (Washington, D.C.) Washington 
Monument closed until early next week for repairs. The National Parks Service 
announced February 19 that the Washington Monument in Washington, D.C. is closed 
until the week of February 22 for repairs after an elevator control box was inadvertently 
damaged by a contractor. 

http://www.fda.gov/Safety/Recalls/ucm486927.htm
http://www.fda.gov/Safety/Recalls/ucm487019.htm
http://www.cnn.com/2016/02/20/us/crystal-city-texas-water/
http://wkzo.com/news/articles/2016/feb/20/lawton-issues-boil-water-advisory/
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Source: http://www.wusa9.com/story/news/local/dc/2016/02/19/washington-
monument-closed-until-early-next-week-repairs/80635772/ 
 

19. February 19, Baltimore Sun – (Maryland) School bus, three other vehicles collide. A 
Baltimore City school bus driver, 44 North Bend Elementary School students, and 2 
other drivers were transported to area hospitals after the school bus collided with 3 
vehicles at an intersection February 19.  
Source: http://www.baltimoresun.com/news/maryland/baltimore-city/bs-md-ci-school-
bus-crash-20160219-story.html 
 

Emergency Services Sector 

20. February 22, Cincinnati Enquirer – (Ohio) ‘Anonymous’ hackers release CPD 
officers’ data. The Cincinnati Police Department announced February 22 that it is 
investigating to determine if its systems were breached and if any information was 
obtained following reports that the hacktivist group, Anonymous Anon Verdict, 
allegedly released the personal information of 52 department employees. 
Source: http://www.cincinnati.com/story/news/2016/02/22/anonymous-releases-
personal-info-52-cpd-officers/80722040/ 
 

Information Technology Sector 

21. February 22, SecurityWeek – (International) Comodo support tool allowed attackers 
to elevate privileges. Comodo’s security product, GeekBuddy was susceptible to a 
security vulnerability after a security researcher from Google Project Zero found that 
its virtual network computing (VNC) server was protected by a weak password 
generated using the first eight characters of an secure hash algorithm 1 (SHA-1) hash in 
relation to the device’s disk, which could allow attackers to generate a password, 
connect to the VNC server, and elevate their privileges. In addition, attackers could 
escape sandboxes including its Chromodo browser, Google Chrome, and Microsoft 
Internet Explorer.   
Source: http://www.securityweek.com/comodo-support-tool-allowed-attackers-elevate-
privileges  
 

22. February 22, SecurityWeek – (National) Oregon man pleads guilty to hacking 
celebrity email accounts. The U.S. Department of Justice reported February 18 that an 
Oregon man was charged with violating the Computer Fraud and Abuse Act after he 
allegedly stole the usernames and passwords of 363 Apple and Google email accounts 
through a phishing scheme that tricked victims into clicking a malicious link to “verify” 
their accounts. Once victims clicked on the malicious link, they were redirected to a 
fake Web site that impersonated an Apple or Google login page where the culprit 
collected email credentials. 
Source:  http://www.securityweek.com/oregon-man-pleads-guilty-hacking-celebrity-
email-accounts  
 

http://www.wusa9.com/story/news/local/dc/2016/02/19/washington-monument-closed-until-early-next-week-repairs/80635772/
http://www.wusa9.com/story/news/local/dc/2016/02/19/washington-monument-closed-until-early-next-week-repairs/80635772/
http://www.baltimoresun.com/news/maryland/baltimore-city/bs-md-ci-school-bus-crash-20160219-story.html
http://www.baltimoresun.com/news/maryland/baltimore-city/bs-md-ci-school-bus-crash-20160219-story.html
http://www.cincinnati.com/story/news/2016/02/22/anonymous-releases-personal-info-52-cpd-officers/80722040/
http://www.cincinnati.com/story/news/2016/02/22/anonymous-releases-personal-info-52-cpd-officers/80722040/
http://www.securityweek.com/comodo-support-tool-allowed-attackers-elevate-privileges
http://www.securityweek.com/comodo-support-tool-allowed-attackers-elevate-privileges
http://www.securityweek.com/oregon-man-pleads-guilty-hacking-celebrity-email-accounts
http://www.securityweek.com/oregon-man-pleads-guilty-hacking-celebrity-email-accounts
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Internet Alert Dashboard 

To report cyber infrastructure incidents or to request information, please contact US-CERT at soc@us-cert.gov or 
visit their Web site: http://www.us-cert.gov 
 
Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and 
Analysis Center) Web site: http://www.it-isac.org  

 
Communications Sector 

Nothing to report 
 
Commercial Facilities Sector 

23. February 21, Omaha World-Herald – (Nebraska) 1 injured, 15 displaced after fire at 
Poppleton Avenue apartments. A February 21 fire at an Omaha apartment house 
displaced 15 residents and injured 1 person after the blaze began in the basement of the 
building and spread to the first and second floor units. An investigation is ongoing and 
the total amount of damage was not disclosed.    
Source: http://www.omaha.com/news/metro/injured-displaced-after-fire-at-poppleton-
avenue-apartments/article_d2e6f03a-d919-11e5-9dd1-e33286e99888.html 
 

24. February 21, KIRO 7 Seattle – (Washington) One injured in SeaTac apartment fire, 
44 homeless. The Hanover Apartments in SeaTac, Washington sustained extensive 
damage February 19 after a 3-alarm fire damaged 18 units, displaced 44 residents, and 
injured 1 person. The cause of the fire is under investigation.   
Source: http://www.kiro7.com/news/one-injured-in-seatac-apartment-fire-44-
homeless/99689764  
 

25. February 20, Fredericksburg Free Lance-Star – (Virginia) Bomb threat closes 
Spotsylvania Towne Centre for part of Saturday. Virginia State Police reported 
February 20 that the Spotsylvania Towne Centre was reopened after being evacuated 
and closed for nearly 3 hours due to a bomb threat. Authorities reported no explosive 
devices were discovered.    
Source: http://www.fredericksburg.com/news/local/spotsylvania/bomb-threat-forces-
spotsylvania-towne-center-evacuation-closing/article_52c4d85e-d806-11e5-9469-
df0e40e21a77.html 
 

26. February 20, Indianapolis Star – (Indiana) Skating-rink disturbance follows nearby 
odor evacuation. The Indianapolis Fire Department reported February 20 that an 
unusual smell prompted the evacuation of 25 people and 3 businesses from the 
Westwood Plaza while police crews investigated the incident. The odor was deemed 
safe and no injuries were reported.    
Source: http://www.indystar.com/story/news/2016/02/20/strange-odor-leads-
evacuation-indianapolis-mall/80682224/ 
 

27. February 19, Associated Press – (South Carolina) South Carolina state police say a 
Georgia couple stole nearly $2 million from a car dealership in Hardeeville. South 

mailto:soc@us-cert.gov
http://www.us-cert.gov/
http://www.it-isac.org/
http://www.omaha.com/news/metro/injured-displaced-after-fire-at-poppleton-avenue-apartments/article_d2e6f03a-d919-11e5-9dd1-e33286e99888.html
http://www.omaha.com/news/metro/injured-displaced-after-fire-at-poppleton-avenue-apartments/article_d2e6f03a-d919-11e5-9dd1-e33286e99888.html
http://www.kiro7.com/news/one-injured-in-seatac-apartment-fire-44-homeless/99689764
http://www.kiro7.com/news/one-injured-in-seatac-apartment-fire-44-homeless/99689764
http://www.fredericksburg.com/news/local/spotsylvania/bomb-threat-forces-spotsylvania-towne-center-evacuation-closing/article_52c4d85e-d806-11e5-9469-df0e40e21a77.html
http://www.fredericksburg.com/news/local/spotsylvania/bomb-threat-forces-spotsylvania-towne-center-evacuation-closing/article_52c4d85e-d806-11e5-9469-df0e40e21a77.html
http://www.indystar.com/story/news/2016/02/20/strange-odor-leads-evacuation-indianapolis-mall/80682224/
http://www.indystar.com/story/news/2016/02/20/strange-odor-leads-evacuation-indianapolis-mall/80682224/
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Carolina State police reported February 19 that a Georgia couple was arrested after 
stealing $1.9 million from a Hardeeville car dealership by disguising themselves as 
parts vendors to steal company checks, which were later used to pay for the couple’s 
personal expenses.   
Source: 
http://www.therepublic.com/view/story/d6bacce89afd461883ac9c0f63c68a66/SC--
Millions-Stolen 

 
Dams Sector 

Nothing to report 
  

http://www.therepublic.com/view/story/d6bacce89afd461883ac9c0f63c68a66/SC--Millions-Stolen
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Department of Homeland Security (DHS)  
DHS Daily Open Source Infrastructure Report Contact Information 

 
About the reports - The DHS Daily Open Source Infrastructure Report is a daily [Monday 
through Friday] summary of open-source published information concerning significant critical 
infrastructure issues. The DHS Daily Open Source Infrastructure Report is archived for 10 days on 
the Department of Homeland Security Web site: http://www.dhs.gov/IPDailyReport 

Contact Information 
Content and Suggestions: Send mail to cikr.productfeedback@hq.dhs.gov or contact the DHS 

Daily Report Team at (703) 942-8590  

Subscribe to the Distribution List: Visit the DHS Daily Open Source Infrastructure Report and follow 
instructions to Get e-mail updates when this information changes.  

Removal from Distribution List: Send mail to support@govdelivery.com.  

Contact DHS 
To report physical infrastructure incidents or to request information, please contact the National Infrastructure 
Coordinating Center at nicc@hq.dhs.gov or (202) 282-9201.  
To report cyber infrastructure incidents or to request information, please contact US-CERT at soc@us-cert.gov or visit 
their Web page at www.us-cert.gov. 

Department of Homeland Security Disclaimer 
The DHS Daily Open Source Infrastructure Report is a non-commercial publication intended to educate and inform 
personnel engaged in infrastructure protection. Further reproduction or redistribution is subject to original copyright 
restrictions. DHS provides no warranty of ownership of the copyright, or accuracy with respect to the original source 
material.  
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mailto:support@govdelivery.com
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