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Top Stories

Marathon Pipe Line LLC reported April 18 that about 48,300 gallons of diesel fuel leaked
from a pipeline near Mount Carmel in southern Illinois, impacting the Wabash River. —
Associated Press (See item 1)

Severe flooding in the Houston area April 19 left at least 5 people dead and prompted the
closure of schools and universities, the shutdown of major highways, and the evacuation of
dozens of subdivisions after the U.S. National Weather Service issued a flash flood
warning through April 20. — Fox News; Associated Press (See item 11)

A hacking group titled, Team System Dz reportedly hacked and defaced 88 Web sites in
France, Israel, the U.K., and the U.S. April 14 — April 16, leaving pro-Islamic State
messages on each compromised Web page. — Softpedia (See item 14)

The Onion Creek Baptist Church in Austin, Texas, sustained about $700,000 in damages
and displaced 2 other churches who utilize the property due to an April 17 fire. - KVUE 24
Austin (See item 20)
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Enerqy Sector

1. April 19, Associated Press — (1llinois) Diesel spill reported on Ohio River in Illinois.
Marathon Pipe Line LLC reported April 18 that about 48,300 gallons of diesel fuel
leaked from a pipeline near Mount Carmel in southern Illinois, impacting the Wabash
River. The operator shut down its Two Rivers pipeline system as a precaution while
authorities worked to determine the source of the leak.

Source: http://wgad.com/2016/04/19/diesel-spill-reported-on-ohio-river-in-illinois/

2. April 18, Hawaii Tribune-Herald — (Hawaii) Out-of-service power plant leaves Big
Island vulnerable to power outages. Hawaii Electric Light Co., stated April 18 that
the Big Island’s power grid will be left vulnerable to outages following the Hamakua
Energy Partners plant’s shut down until at least April 22 after two unexpected trips
were tied to faulty fuel valves during the week of April 4. The utility company reported
that it is running all available units to make up for the loss.

Source: http://westhawaiitoday.com/news/local-news/out-service-power-plant-leaves-
big-island-vulnerable-power-outages

Chemical Industry Sector

Nothing to report

Nuclear Reactors, Materials, and Waste Sector

3. April 18, Associated Press — (Washington) Fluctuations in nuclear waste tank raise
concerns at Hanford. The Washington River Protection Solutions began investigating
whether hazardous chemicals leaked into the environment April 18 following a
fluctuation of nuclear waste in Tank AY 102 at the Hanford Nuclear Reservation in
Richland when nuclear waste leaked between two tank walls, rose by approximately 8
inches, and later dropped by half of an inch April 17.

Source: http://komonews.com/news/local/fluctuations-in-nuclear-waste-tank-raise-
concerns-at-hanford

Critical Manufacturing Sector

Nothing to report

Defense Industrial Base Sector

Nothing to report

Financial Services Sector

See item 16
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Transportation Systems Sector

4. April 19, Toledo Blade — (Ohio) Traffic resumes in Fostoria after train derailment.
Columbus Avenue in Fostoria reopened April 19 after it was closed when 11 empty
freight cars on a CSX Transportation Corporation train traveling from Willard to Lake
Township overturned April 18. The derailment disrupted train activity on three other
rail lines and the incident remains under investigation.

Source: http://www.toledoblade.com/local/2016/04/19/Traffic-resumes-in-Fostoria-
after-train-derailment.htmi

5. April 19, KMBC 9 Kansas City — (Missouri) Crash closes section of 1-70 near Odessa
for hours. Westbound lanes of Interstate 70 in Kansas City were closed for several
hours overnight April 19 after a vehicle that ran out of gas was struck by a semi-truck
April 18.

Source: http://www.kmbc.com/news/crash-closes-section-of-i70-near-odessa-for-
hours/39100268

6. April 18, KARE 11 Minneapolis — (Minnesota) Hwy 169 closed for 6 months between
St. Peter and Mankato. Highway 169 in St. Peter and Mankato was closed April 18
due to a scheduled road project that is expected to be completed in late October. The
project includes raising the road in places in order to help deter flooding, which has
caused previous highway closures.

Source: http://www.karell.com/traffic/hwy-169-closed-for-6-months-between-st-peter-
and-mankato/141849431

7. April 18, WCJIB 20 Gainesville — (Florida) Crash involving two semis closes traffic
on 1-75. The northbound lanes of Interstate 75 in Gainesville remained closed April 18
while southbound lanes reopened 4 hours after a chain-reaction crash involving 2 semi-
trucks and 2 other vehicles left several people injured.

Source: http://www.wcjb.com/local-news/2016/04/crash-involving-two-semis-closes-
traffic-i-75

For additional stories, see items 1 and 11

Food and Agriculture Sector

8. April 18, U.S. Food and Drug Administration — (New York) Midwest International
Corp issues allergy alert on undeclared milk in Hosdo Cake. Midwest International
Corp., issued a recall April 18 for its Hosdo Cake products packaged in seven-ounce
packages due to misbranding, undeclared milk, and an unidentified green/yellow
fluorescent dye that was discovered following routine sampling by State health
officials. The products were sold in New York City.

Source: http://www.fda.gov/Safety/Recalls/ucm496587.htm

9. April 18, U.S. Food and Drug Administrator — (National) Milky Way International
Trading Corp. issues voluntary nationwide recall of Nice! Peach Slices and Nice!
Mixed Fruits in 8-ounce glass jars due to possible glass in products. Milky Way
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International Trading Corp. issued a voluntary recall April 18 for its Nice! Peach Slices
and Nice! Mixed Fruit products packaged in eight-ounce glass jars due to potential
glass in the products following one consumer complaint on the peach slices. The
products were sold in Walgreens stores nationwide.

Source: http://www.fda.gov/Safety/Recalls/ucm496526.htm

Water and Wastewater Systems Sector

10.

April 18, Northwest Indiana Post-Tribune — (Indiana) Boil order issued after Porter
County water main break. Indiana American Water officials announced a boil water
advisory April 18 — April 19 for approximately 10,000 customers in northeastern Porter
County following a water main break April 18 near U.S. Interstate 12 and Indiana 149.
Source: http://www.chicagotribune.com/suburbs/post-tribune/news/ct-ptb-porter-boil-
order-st-0419-20160418-story.html

For another story, see item 1

Healthcare and Public Health Sector

Nothing to report

Government Facilities Sector

11.

12.

13.

April 19, Fox News; Associated Press — (Texas) Houston braces for second round of
flash flooding after storms leave 5 dead. Severe flooding in the Houston area April
19 left at least 5 people dead and prompted the closure of schools and universities, the
shutdown of major highways, and the evacuation of dozens of subdivisions after the
U.S. National Weather Service issued a flash flood warning through April 20.

Source: http://www.foxnews.com/us/2016/04/19/houston-braces-for-second-round-
flash-flooding-after-storms-leave-5-dead.html

April 18, Visalia Times-Delta — (California) Man pleads guilty to national forest
marijuana grow. A Mexican citizen pleaded guilty April 18 to conspiring to
manufacture, distribute, and possess with intent to distribute marijuana in the Brush
Creek drainage of Sequoia National Forest in California after authorities determined
that he was in charge of watering over 2,700 marijuana plants. The activities caused
extensive damage to public land and natural resources, including the removal of trees
and plants and water from nearby streams.

Source: http://www.visaliatimesdelta.com/story/news/local/2016/04/19/man-pleads-
quilty-national-forest-marijuana-grow/83215316/

April 18, WTLV 12 Jacksonville — (Florida) 23 junior high students taken to hospital
after Middleburg wreck. A rear-end collision involving 3 school buses at an
intersection near Middleburg High School in Clay County April 18 caused 23 students
to be transported to area hospitals with minor injuries.

Source: http://www.firstcoastnews.com/news/fire-rescue-3-school-buses-involved-in-
wreck-many-injured/141394073
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Emergency Services Sector

Nothing to report

Information Technoloqy Sector

14.

15.

16.

17.

April 19, Softpedia — (International) Pro-1SIS group defaces 88 websites in three-day
rampage. A hacking group titled, Team System Dz reportedly hacked and defaced 88
Web sites from France, Israel, the U.K, and the U.S. April 14 — April 16, leaving pro-
Islamic State messages on each compromised Web page, many of which were running
WordPress systems.

Source: http://news.softpedia.com/news/pro-isis-group-defaces-88-websites-in-three-
day-rampage-503153.shtml

April 19, SecurityWeek — (International) Google analyzes effectiveness of website
hack notifications. Google and the University of California, Berkeley released a study
revealing that nearly 60 percent of hijacking incidences were resolved by Webmasters
over an 11-month period with about 22 percent of Search Quality Web sites and 6
percent of Safe Browsing Web sites reinfected within 1 month. Google advised
Webmasters to sign up for Google’s Search Console to ensure they are notified when
their Web sites become compromised.

Source: http://www.securityweek.com/google-analyzes-effectiveness-website-hack-
notifications

April 19, Softpedia — (International) New CryptXXX ransomware locks your files,
steals bitcoin and local passwords. Security researchers from Proofpoint discovered
the CryptXXX ransomware had an infostealer component and could harvest
information and credentials about a user’s local instant messenger clients, email clients,
FTP clients, and Internet browser information, as well as steal bitcoins after finding that
the CryptX XX ransomware was similar to an older Reveton ransomware and allegedly
created by the authors of the Angler exploit kit (EK).

Source: http://news.softpedia.com/news/new-cryptxxx-ransomware-locks-your-files-
steals-bitcoin-and-local-passwords-503149.shtml

April 18, SecurityWeek — (International) Ransomware uses blockchains to transmit
decryption keys. Researchers from Sucuri discovered that ransomware developers
were using blockchains to deliver decryption keys to victims infected with ransomware,
after discovering that the usage of blockchains to transmit decryption keys is much
more reliable for attackers than using payment gates and third-party compromised Web
sites, ensuring that the entire transaction process is public and transparent while hiding
attackers’ real Internet Protocols (IPs) addresses.

Source: http://www.securityweek.com/ransomware-uses-blockchains-transmit-
decryption-keys
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Internet Alert Dashboard

To report cyber infrastructure incidents or to request information, please contact US-CERT at soc@us-cert.gov or
visit their Web site: http://www.us-cert.gov

Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and
Analysis Center) Web site: http://www.it-isac.org

Communications Sector

Nothing to report

Commercial Facilities Sector

18. April 19, KVIA 7 El Paso — (Texas) Firefighters battle large fire in downtown El
Paso. An April 18 fire at La Mexicanita retail store in EI Paso caused approximately
$250,000 in damages and left the store completely destroyed. The cause of the fire was
unknown and no injuries were reported.

Source: http://www.kvia.com/news/firefighters-battle-large-fire-in-downtown-el-
paso/39095600

19. April 19, KDKA 2 Pittsburgh — (Pennsylvania) Three-alarm fire rips through South
Side apartments & business. Fire officials are investigating the cause behind a three-
alarm fire that occurred in a Pittsburgh, Pennsylvania apartment complex April 18 and
spread to two adjacent buildings, damaged multiple apartment units and businesses, and
displaced several residents. Officials reported no injuries were reported and the incident
was contained.

Source: http://pittsburgh.cbslocal.com/2016/04/19/three-alarm-fire-rips-through-
apartments-in-the-south-side/

20. April 18, KVUE 24 Austin — (Texas) AFD: Cause of SE Austin church fire
undetermined. The Onion Creek Baptist Church in Austin sustained about $700,000 in
damages and displaced 2 other churches who utilize the property due to an April 17 fire
that began in the back area of the church. Officials reported they were investigating the
blaze.

Source: http://www.kvue.com/news/local/afd-investigating-fire-at-south-austin-
church/139575439

Dams Sector

Nothing to report
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Department of Homeland Security (DHS)
DHS Daily Open Source Infrastructure Report Contact Information

About the reports - The DHS Daily Open Source Infrastructure Report is a daily [Monday
through Friday] summary of open-source published information concerning significant critical
infrastructure issues. The DHS Daily Open Source Infrastructure Report is archived for 10 days on
the Department of Homeland Security Web site: http://www.dhs.gov/IPDailyReport

Contact Information

Content and Suggestions: Send mail to cikr.productfeedback@hg.dhs.gov or contact the DHS
Daily Report Team at (703) 942-8590

Subscribe to the Distribution List: Visit the DHS Daily Open Source Infrastructure Report and follow
instructions to Get e-mail updates when this information changes.

Removal from Distribution List: Send mail to support@govdelivery.com.

Contact DHS

To report physical infrastructure incidents or to request information, please contact the National Infrastructure
Coordinating Center at nicc@hq.dhs.gov or (202) 282-9201.

To report cyber infrastructure incidents or to request information, please contact US-CERT at soc@us-cert.gov or visit
their Web page at www.us-cert.gov.

Department of Homeland Security Disclaimer

The DHS Daily Open Source Infrastructure Report is a non-commercial publication intended to educate and inform
personnel engaged in infrastructure protection. Further reproduction or redistribution is subject to original copyright
restrictions. DHS provides no warranty of ownership of the copyright, or accuracy with respect to the original source
material.
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