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Top Stories 

• Polaris Industries Inc., issued a recall April 19 for approximately 133,000 of its model 
years 2013 – 2016 RZR 900 and RZR 1000 recreation off-highway vehicles (ROVs) due to 
fire and burn hazards. – U.S. Consumer Product Safety Commission (See item 1)  
 

• An April 18 barn fire at the Milford Hutterite Colony in Montana killed 3,100 pigs which 
were being raised for market, with an estimated value of $372,000 – $480,000. – Great 
Falls Tribune (See item 8)  

 

• The City of Buda advised the public to avoid water, waste material, or soil around the 
Garlic Creek, Texas, following an April 19 spill at a lift station that released approximately 
195,400 gallons of wastewater into the creek. – KVUE 24 Austin (See item 11)  

 

• Kaspersky launched a new cyber-security tool named Industrial CyberSecurity, which will 
help Industrial Control Systems/Supervisory Control And Data Acquisition (ICS/SCADA) 
equipment become more resilient against cyberattacks. – Softpedia (See item 21)  
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Energy Sector 

See item 21 
 

Chemical Industry Sector 

Nothing to report 
 
Nuclear Reactors, Materials, and Waste Sector 

See item 21 
 

Critical Manufacturing Sector 

1. April 19, U.S. Consumer Product Safety Commission – (National) Polaris recalls RZR 
recreational off-highway vehicles due to fire hazard; severe burns injuries, one 
death reported. The U.S. Consumer Product Safety Commission announced April 19 
that Polaris Industries Inc., issued a recall for approximately 133,000 of its model years 
2013 – 2016 RZR 900 and RZR 1000 recreation off-highway vehicles (ROVs) due to 
fire and burn hazards to drivers and passengers after the company received over 160 
reports of fires associated with the ROVs, resulting in 1 death and 19 injuries.  
Source: https://www.cpsc.gov/en/Recalls/2016/Polaris-Recalls-RZR-Recreational-Off-
Highway-Vehicles/ 

 
Defense Industrial Base Sector 

Nothing to report 
 
Financial Services Sector 

2. April 19, WCNC 36 Charlotte – (North Carolina) 3 wanted in Gaston Co. skimming 
case. Gastonia Police reported April 19 that they were searching for 3 suspects believed 
to be involved in 21 fraud cases after the trio installed skimming devices in Gaston 
County gas stations and stole customer’s debit card information and personal 
identification numbers (PINs). 
Source: http://www.wcnc.com/news/crime/frauds-in-gaston-county-apparently-
connected-to-skimmer/140980495 
 

3. April 19, U.S. Securities and Exchange Commission – (National) SEC announces 
financial fraud cases. The U.S. Securities and Exchange Commission (SEC) reported 
April 19 that Logitech International agreed to pay over $7.5 million in Federal penalties 
for allegations that the company inflated its 2011 financial records to meet its earning 
guidance during a 5-year period and that 4 of its executives violated Logitech’s 
warranty accrual accounting, minimized the write-downs of millions of dollars of 
excess component parts, and failed to remunerate an earlier acquisition. The SEC also 
stated that 3 former executives at Ener1, Inc., agreed to pay a total of $180,000 in 
penalties after the trio overstated revenues and assets in 2010 and overstated assets in 

https://www.cpsc.gov/en/Recalls/2016/Polaris-Recalls-RZR-Recreational-Off-Highway-Vehicles/
https://www.cpsc.gov/en/Recalls/2016/Polaris-Recalls-RZR-Recreational-Off-Highway-Vehicles/
http://www.wcnc.com/news/crime/frauds-in-gaston-county-apparently-connected-to-skimmer/140980495
http://www.wcnc.com/news/crime/frauds-in-gaston-county-apparently-connected-to-skimmer/140980495
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the first quarter of 2011.  
Source: https://www.sec.gov/news/pressrelease/2016-74.html  

 
Transportation Systems Sector 

4. April 20, WVUE 8 New Orleans – (Louisiana) Two killed in accident on Highway 
182 in Houma. Louisiana State Police closed Highway 182 in Houma for more than 3 
hours April 20 while they investigated the scene of fatal accident that left 2 people 
dead.  
Source: http://www.tucsonnewsnow.com/story/31769502/two-killed-in-accident-on-
highway-182-in-houma 
 

5. April 19, Eugene Register-Guard – (Oregon) Pedestrian, a 28-year-old man from 
Eugene, killed on Highway 99W. Highway 99 West near Clear Lake Road in Oregon 
was closed for 4 hours April 18 after a pedestrian was struck and killed by a vehicle. 
The accident remains under investigation. 
Source: http://registerguard.com/rg/news/local/34284550-75/pedestrian-struck-killed-
on-highway-99w.html.csp 

 
For additional stories, see items 14 and 21 

 
Food and Agriculture Sector 

6. April 20, U.S. Food and Drug Administration – (Pennsylvania; Maryland; Delaware) 
Mary’s Home Canning recalls Mary’s Home Made Vegetable Soup because of 
possible health risk. Mary’s Home Canning issued a recall April 15 for 516 jars of its 
Homemade Vegetable Soup products due to potential Clostridium botulinum 
contamination following U.S. Food and Drug Administration testing that determined 
pH levels in the sample were high and it did not receive adequate process time or 
temperature. The products were distributed to Pennsylvania, Maryland, and Delaware 
in retail stores and farmer’s markets. 
Source: http://www.fda.gov/Safety/Recalls/ucm496909.htm 
 

7. April 20, Associated Press – (Nebraska; Iowa) Equine herpes forces racehorse 
quarantine at Nebraska track. Officials placed 750 – 850 racehorses at Fonner Park 
in Grand Island, Nebraska, under a 21-day quarantine April 20 after 3 horses tested 
positive for equine herpes. Prairie Meadows Race Track in Altoona, Iowa, placed all 
horses that arrived from Fonner Park under quarantine.  
Source: http://www.valdostadailytimes.com/sports/national_sports/equine-herpes-
forces-racehorse-quarantine-at-nebraska-track/article_eae4e38e-de67-5b63-99ef-
13fbb321fe61.html 
 

8. April 20, Great Falls Tribune – (Montana) 3,100 pigs perish in barn fire on Milford 
Colony. An April 18 barn fire at the Milford Hutterite Colony in Montana killed 3,100 
pigs which were being raised for market with an estimated worth value of $372,000 – 
$480,000. Authorities are investigating the total amount of damages and the cause of 
the fire.   

https://www.sec.gov/news/pressrelease/2016-74.html
http://www.tucsonnewsnow.com/story/31769502/two-killed-in-accident-on-highway-182-in-houma
http://www.tucsonnewsnow.com/story/31769502/two-killed-in-accident-on-highway-182-in-houma
http://registerguard.com/rg/news/local/34284550-75/pedestrian-struck-killed-on-highway-99w.html.csp
http://registerguard.com/rg/news/local/34284550-75/pedestrian-struck-killed-on-highway-99w.html.csp
http://www.fda.gov/Safety/Recalls/ucm496909.htm
http://www.valdostadailytimes.com/sports/national_sports/equine-herpes-forces-racehorse-quarantine-at-nebraska-track/article_eae4e38e-de67-5b63-99ef-13fbb321fe61.html
http://www.valdostadailytimes.com/sports/national_sports/equine-herpes-forces-racehorse-quarantine-at-nebraska-track/article_eae4e38e-de67-5b63-99ef-13fbb321fe61.html


 - 4 - 

Source: http://www.greatfallstribune.com/story/news/local/2016/04/19/pigs-perish-
barn-fire-milford-hutterite-colony/83240628/ 
 

9. April 19, U.S. Food and Drug Administration – (National) Back to Nature expands 
voluntary recall for limited number of Classic Creme cookies due to undeclared 
milk. Back to Nature Foods, LLC expanded a previous recall April 15 to include four 
additional lots of its Classic Creme cookies distributed in 12-ounce packages due to 
misbranding and undeclared milk. The products were sold nationwide. 
Source: http://www.fda.gov/Safety/Recalls/ucm496787.htm 

 
10. April 19, U.S. Department of Labor – (Wisconsin) OSHA cites world’s largest 

sauerkraut cannery after worker falls into vat. GLK Foods LLC was cited April 13 
with one willful, two repeat, five serious, and one other-than-serious safety violations 
by the Occupational Safety and Health Administration following an October 2015 
injury inspection of the company’s Beer Creek, Wisconsin cannery where a worker fell 
more than 17 feet into an empty sauerkraut vat and broke several bones. The company 
was cited for failing to protect employees from falls, failing to develop procedures and 
implement permit confined space requirements, and failing to install safeguards, among 
other violations, and proposed fines total $143,550.  
Source: 
https://www.osha.gov/pls/oshaweb/owadisp.show_document?p_table=NEWS_RELEA
SES&p_id=31305 

 
Water and Wastewater Systems Sector 

11. April 19, KVUE 24 Austin – (Texas) Estimated 195K gallons wastewater spills in 
Buda. The City of Buda reported an April 19 spill at a lift station released 
approximately 195,400 gallons of wastewater into Garlic Creek, and prompted an 
advisory to the public to avoid water, waste material, or soil in the surrounding area. 
The city stated that the spill was likely caused when a bypass pump malfuncted while a 
contractor was installing new equipment. 
Source: http://www.kvue.com/news/local/estimated-195k-gallons-wastewater-spills-in-
buda/143363172  

 
Healthcare and Public Health Sector 

12. April 19, U.S. Food and Drug Administration – (National) Pharmakon 
Pharmaceuticals, Inc. issues voluntary nationwide recall of all sterile compounded 
products due to FDA concern of lack of sterility assurance. Pharmakon 
Pharmaceuticals, Inc., issued a voluntary recall April 19 for all lots of its sterile 
products aseptically compounded and packaged by the company following U.S. Food 
and Drug Administration concerns over a lack of sterility assurance and other quality 
issues. The products were distributed to hospitals nationwide. 
Source: http://www.fda.gov/Safety/Recalls/ucm496838.htm 
 

http://www.greatfallstribune.com/story/news/local/2016/04/19/pigs-perish-barn-fire-milford-hutterite-colony/83240628/
http://www.greatfallstribune.com/story/news/local/2016/04/19/pigs-perish-barn-fire-milford-hutterite-colony/83240628/
http://www.fda.gov/Safety/Recalls/ucm496787.htm
https://www.osha.gov/pls/oshaweb/owadisp.show_document?p_table=NEWS_RELEASES&p_id=31305
http://www.kvue.com/news/local/estimated-195k-gallons-wastewater-spills-in-buda/143363172
http://www.kvue.com/news/local/estimated-195k-gallons-wastewater-spills-in-buda/143363172
http://www.fda.gov/Safety/Recalls/ucm496838.htm
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Government Facilities Sector 

13. April 20, New Haven Register – (Connecticut) Connecticut DMV tells people to stay 
away – again. The Connecticut Department of Motor Vehicles announced that 
technicians were working April 20 to address intermittent computer outages at branches 
across the State after systems went down April 19 due to sudden computer processing 
outages during customer transactions. Customers were alerted of extended wait times 
during repairs. 
Source: http://www.nhregister.com/general-news/20160420/connecticut-dmv-tells-
people-to-stay-away-x2014-again 
 

14. April 20, WRAL 5 Raleigh – (North Carolina) Wildfire continues to grow in eastern 
NC; US 264 shut down in Hyde County. Fire crews worked to contain the Whipping 
Creek fire April 20 that burned nearly 10,000 acres in Hyde County and forced officials 
to shut down U.S. Highway 264 near the Dare County line. 
Source: http://www.wral.com/wildfire-continues-to-grow-in-eastern-nc-us-264-shut-
down-in-hyde-county/15652658/ 
 

15. April 20, Washington Post – (Virginia) Shenandoah wildfire extends to 4,000 acres, 
forces closure of 13 trails and Skyline Drive. Fire crews worked April 19 to contain 
the Rocky Mount fire that burned 4,000 acres in Shenandoah National Park in Virginia, 
and prompted the indefinite closure of Skyline Drive, a portion of the Appalachian 
Trail, and 13 other trails in the park. 
Source: https://www.washingtonpost.com/news/capital-weather-
gang/wp/2016/04/19/shenandoah-wildfire-grows-to-3000-acres-shuts-down-12-trails-
and-skyline-drive/ 
 

16. April 20, WJW 8 Cleveland – (Ohio) Norton, Barberton schools closed after water 
main break; boil alert issued. St. Augustine Catholic School, the main campus of 
Lake Erie College, Barberton City Schools, and Norton City Schools in Ohio were 
closed April 20 following an April 19 water main break that prompted a boil water 
advisory until further notice. 
Source: http://fox8.com/2016/04/20/norton-barberton-schools-closed-after-water-main-
break-boil-alert-issued/ 
 

Emergency Services Sector 

17. April 19, Columbia Daily Herald – (Tennessee) Lawrence County Fire and Rescue 
treasurer stole $265,000. The former treasurer of Lawrence County Fire and Rescue 
was indicted April 19 for allegedly stealing at least $265,000 by forging signatures on 
checks made out to himself while withdrawing funds from the organization and the 
Crossroads Volunteer Fire Department from May 2009 through March 2016. 
Source: http://columbiadailyherald.com/news/local-news/lawrence-county-fire-and-
rescue-treasurer-stole-265000 
 

http://www.nhregister.com/general-news/20160420/connecticut-dmv-tells-people-to-stay-away-x2014-again
http://www.nhregister.com/general-news/20160420/connecticut-dmv-tells-people-to-stay-away-x2014-again
http://www.wral.com/wildfire-continues-to-grow-in-eastern-nc-us-264-shut-down-in-hyde-county/15652658/
http://www.wral.com/wildfire-continues-to-grow-in-eastern-nc-us-264-shut-down-in-hyde-county/15652658/
https://www.washingtonpost.com/news/capital-weather-gang/wp/2016/04/19/shenandoah-wildfire-grows-to-3000-acres-shuts-down-12-trails-and-skyline-drive/
https://www.washingtonpost.com/news/capital-weather-gang/wp/2016/04/19/shenandoah-wildfire-grows-to-3000-acres-shuts-down-12-trails-and-skyline-drive/
http://fox8.com/2016/04/20/norton-barberton-schools-closed-after-water-main-break-boil-alert-issued/
http://fox8.com/2016/04/20/norton-barberton-schools-closed-after-water-main-break-boil-alert-issued/
http://columbiadailyherald.com/news/local-news/lawrence-county-fire-and-rescue-treasurer-stole-265000
http://columbiadailyherald.com/news/local-news/lawrence-county-fire-and-rescue-treasurer-stole-265000
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Information Technology Sector 

18. April 20, Softpedia – (International) New PWOBot Python malware can log 
keystrokes, mine for bitcoin. Security researchers from Palo Alto Networks 
discovered a new malware family dubbed PWOBot was encoded in Python and 
PWOBot modules can execute other binaries, launch an Hypertext Transfer Protocol 
(HTTP) server, log keystrokes, execute custom Python code, query remote Universal 
Resource Languages (URLs), as well as mine for bitcoins by using the victim’s central 
processing unit (CPU) or graphics processing unit (GPU).  
Source: http://news.softpedia.com/news/new-pwobot-python-malware-can-logs-
keystrokes-mine-for-bitcoin-503208.shtml  
 

19. April 20, Softpedia – (International) Oracle patches 138 bugs, 9 in Java, 31 in 
MySQL. Oracle released patches addressing 136 security issues, of which 9 were 
considered critical flaws, in 49 different product suites including Oracle Database, 
Java, MySQL, Solaris, Berkeley Database, and VirtualBox, among other products. 
Users were advised to update their software to the latest versions.  
Source: http://news.softpedia.com/news/oracle-patches-138-bugs-9-in-java-31-in-
mysql-503204.shtml  
 

20. April 19, Softpedia – (International) Security firm discovers secret plan to hack 
numerous websites and forums. Security researchers from SurfWatch Labs reported 
that they prevented a new trojan named Thanatos, from potentially infecting thousands 
of Invision Power Services (IPS) servers after researchers scanned the Dark Web and 
discovered attackers were planning to exploit a vulnerability in the infrastructure of IPS 
by accessing the Web sites of IPS’ customers and adding an exploit kit on each page. 
IPS was informed of the attacker’s scheme and shut down all its access points.  
Source: http://news.softpedia.com/news/security-firm-discovers-secret-plan-to-hack-
numerous-websites-and-forums-503186.shtml 
 

21. April 19, Softpedia – (International) Kaspersky announces antivirus for Industrial 
Control Systems (ICS). Kaspersky launched a new cyber-security tool, named 
Industrial CyberSecurity, which will help Industrial Control Systems/Supervisory 
Control And Data Acquisition (ICS/SCADA) equipment become more resilient against 
cyberattacks and will prevent attackers from damaging railway systems, nuclear power 
plants, oil and gas companies, and various other SCADA equipment by including an 
“observability mode” which will alert operators of cyberattacks, personnel faults, and 
anomalies inside an industrial network, among other features.  
Source: http://news.softpedia.com/news/kaspersky-announces-antivirus-for-industrial-
control-systems-ics-503174.shtml 

 
Internet Alert Dashboard 

To report cyber infrastructure incidents or to request information, please contact US-CERT at soc@us-cert.gov or 
visit their Web site: http://www.us-cert.gov 
 
Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and 
Analysis Center) Web site: http://www.it-isac.org  

http://news.softpedia.com/news/new-pwobot-python-malware-can-logs-keystrokes-mine-for-bitcoin-503208.shtml
http://news.softpedia.com/news/new-pwobot-python-malware-can-logs-keystrokes-mine-for-bitcoin-503208.shtml
http://news.softpedia.com/news/oracle-patches-138-bugs-9-in-java-31-in-mysql-503204.shtml
http://news.softpedia.com/news/oracle-patches-138-bugs-9-in-java-31-in-mysql-503204.shtml
http://news.softpedia.com/news/security-firm-discovers-secret-plan-to-hack-numerous-websites-and-forums-503186.shtml
http://news.softpedia.com/news/security-firm-discovers-secret-plan-to-hack-numerous-websites-and-forums-503186.shtml
http://news.softpedia.com/news/kaspersky-announces-antivirus-for-industrial-control-systems-ics-503174.shtml
http://news.softpedia.com/news/kaspersky-announces-antivirus-for-industrial-control-systems-ics-503174.shtml
mailto:soc@us-cert.gov
http://www.us-cert.gov/
http://www.it-isac.org/
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Communications Sector 

Nothing to report 
 
Commercial Facilities Sector 

22. April 20, KXAS 5 Fort Worth – (Texas) Dozens of TWU students displaced after 
apartment fire. The Lone Star Apartments near Texas Women’s University in Denton, 
Texas, sustained damage to all its apartment units and left dozens of residents displaced 
following an April 20 fire. No injuries were reported and crews contained the incident. 
Source: http://www.nbcdfw.com/news/local/Dozens-of-TWU-Students-Displaced-
After-Apartment-Fire-376353381.html 
 

For another story, see item 7 
 

Dams Sector 

Nothing to report 
  

http://www.nbcdfw.com/news/local/Dozens-of-TWU-Students-Displaced-After-Apartment-Fire-376353381.html
http://www.nbcdfw.com/news/local/Dozens-of-TWU-Students-Displaced-After-Apartment-Fire-376353381.html
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Department of Homeland Security (DHS)  
DHS Daily Open Source Infrastructure Report Contact Information 

 
About the reports - The DHS Daily Open Source Infrastructure Report is a daily [Monday 
through Friday] summary of open-source published information concerning significant critical 
infrastructure issues. The DHS Daily Open Source Infrastructure Report is archived for 10 days on 
the Department of Homeland Security Web site: http://www.dhs.gov/IPDailyReport

o

 

C
Content and Suggestions: 

ntact Information 
Send mail to cikr.productfeedback@hq.dhs.gov or contact the DHS 
Daily Report Team at (703) 942-8590  

Subscribe to the Distribution List: Visit the DHS Daily Open Source Infrastructure Report and follow 
instructions to Get e-mail updates when this information changes.  

Removal from Distribution List: Send mail to support@govdelivery.com.  

Contact DHS 
To report physical infrastructure incidents or to request information, please contact the National Infrastructure 
Coordinating Center at nicc@hq.dhs.gov or (202) 282-9201.  
To report cyber infrastructure incidents or to request information, please contact US-CERT at soc@us-cert.gov or visit 
their Web page at www.us-cert.gov. 

Department of Homeland Security Disclaimer 
The DHS Daily Open Source Infrastructure Report is a non-commercial publication intended to educate and inform 
personnel engaged in infrastructure protection. Further reproduction or redistribution is subject to original copyright 
restrictions. DHS provides no warranty of ownership of the copyright, or accuracy with respect to the original source 
material.  
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