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Top Stories

o Volkswagen officials agreed April 21 to fix or buy back nearly 480,000 of its Volkswagen,
Audi A3, and Porsche model years 2008 — 2015 with 2-liter or 3-liter diesel engines that
were equipped with illegal emissions software. — New York Times (See item 4)

e Nissan Motor Company Ltd., issued a recall April 21 for 12,616 of its Nissan Murano
crossovers and Maxima sedan vehicles due to faulty Anti-Lock Brake System (ABS)
actuators that may have been assembled with a damaged O-ring. — TheCarConnection.com
(See item 6)

e Wyoming Medical Center in Casper notified 3,184 patients April 20 that their personal and
medical information may have been potentially exposed in a phishing scam that targeted 2
employees February 22. — Casper Star-Tribune (See item 12)

e A Lincoln woman was charged April 21 for illegally obtaining credit card information
from business accounts in several States to purchase about $193,000 worth of Apple
MacBook Pro laptops from February 25 — March 23. — Lincoln Star Journal (See item 19)
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Enerqy Sector

1. April 22, Fairbanks Daily News-Miner — (Alaska) Boiler at UAF power plant fails,
shutting off heat. Crews restarted the University of Alaska Fairbanks power plant
April 21 after the plant was temporarily taken offline when a boiler tube failed in Boiler
1, causing a steam flash and fire. The tube failure was reportedly caused by aging and
thinning of the tube.

Source: http://www.newsminer.com/news/local _news/boiler-at-uaf-power-plant-fails-
shutting-off-heat/article_07eb8a0a-07ed-11e6-84a4-3b7f659f0631.html

Chemical Industry Sector

2. April 21, WKMG 6 Orlando — (Florida) Truck dumps 300 gallons of sulfuric acid
solution in Flagler. The Dumont Chemical Company in Apopka lost its load April 21
when a vehicle transporting chemicals in Flagler Beach, Florida spilled about 300
gallons of sulfuric acid solution onto State Road A1A after a skid holding the
containers slipped off the vehicle. The U.S. Department of Environmental Protection
Agency was notified and HAZMAT crews were working to clear the spill.

Source: http://www.clickorlando.com/traffic/truck-dumps-300-gallons-of-sulfuric-acid-
solution-in-flagler

Nuclear Reactors, Materials, and Waste Sector

3. April 21, York Daily Record — (National) Peach Bottom must upgrade safety
equipment, NRC says. The U.S. Nuclear Regulatory Commission (NRC) reported
April 21 that the York County-based Peach Bottom Atomic Power Station and four
other nationwide nuclear power plants were identified to have issues in their nuclear
waste storage following an April 7 NRC letter which revealed that Peach Bottom’s
panels were degraded and their fuel pools were spent. Peach Bottom will be required to
send the NRC corrective actions to fix the issues.

Source: http://www.ydr.com/story/news/2016/04/21/nrc-peach-bottom-must-fix-
nuclear-fuel-pool/83344280/

Critical Manufacturing Sector

4. April 22, New York Times — (National) Volkswagen reached deal in U.S. over
emissions scandal. VVolkswagen officials agreed April 21 to fix or buy back nearly 480,
000 of its Volkswagen, Audi A3, and Porsche model years 2008 — 2015 with 2-liter or
3-liter diesel engines sold in the U.S. that were equipped with illegal emissions
software. Federal officials were negotiating the total amount of fines and compensation
Volkswagen will have to pay.

Source: http://www.nytimes.com/2016/04/22/business/international/volkswagen-
emissions-settlement.html

5. April 21, U.S. Department of Labor — (Ohio) Findlay auto parts manufacturer again
exposes workers to machine hazards. The Occupational Safety and Health
Administration cited Sanoh America Inc., with two repeated and two serious safety
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violations April 18 after an investigation at the Findlay, Ohio facility revealed that the
company exposed workers to fall and amputation hazards by failing to de-energize
rollers prior to maintenance, failing to install adequate guard rails and ladders, and
failing to implement lockout/tag out procedures to prevent unintentional machine starts,
among other violations. Proposed penalties total $82,500.

Source:

https://www.osha.gov/pls/oshaweb/owadisp.show_document?p_table=NEWS RELEA
SES&p id=31431

6. April 21, TheCarConnection.com — (National) 2016 Nissan Murano, Maxima
recalled for braking problem. Nissan Motor Company Ltd., issued a recall April 21
for 12,616 of its model year 2016 Nissan Murano crossovers and Maxima sedan
vehicles sold in the U.S. due to faulty Anti-Lock Brake System (ABS) actuators that
may have been assembled with a damaged O-ring which can cause the brake fluid
pressure to be improperly controlled during ABS and Vehicle Dynamic Control (VDC)
activation, thereby increasing the required vehicle stopping time and increasing the risk
of an accident.

Source: http://www.thecarconnection.com/news/1103536_2016-nissan-murano-
maxima-recalled-for-braking-problem

Defense Industrial Base Sector

Nothing to report

Financial Services Sector

Nothing to report

Transportation Systems Sector

7. April 22, WCPO 9 Cincinnati — (Kentucky) Multi-vehicle crash stalls NKY traffic,
sets loose 146 pigs on highway. Interstate 71 in Gallatin County, Kentucky was closed
for several hours April 21 following a 2-vehicle crash that caused a semi-truck hauling
several pigs to overturn and release 146 pigs onto the road. No injuries were reported.
Source: http://www.wcpo.com/news/region-northern-kentucky/multi-vehicle-crash-
stalls-nky-traffic-sets-loose-150-pigs-on-highway

8. April 22, Battle Creek Enquirer; WZZM 13 Grand Rapids — (Michigan) Semi hits
stopped car on 1-94 at 1-69; 1 person dead. A fatal 2-vehicle crash April 22 left 1
person dead and shut down Interstate 94 in Marshall, Michigan, for more than 3 hours
while officials investigated the scene of the crash.

Source: http://www.wzzm13.com/news/local/semi-hits-stopped-car-on-i-94-at-i-69-1-
person-dead/149274211

For another story, see item 2
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Food and Agriculture Sector

9. April 22, U.S. Food and Drug Administration — (National) Exceptional Health
Products issues allergy alert on undeclared soy and milk allergens in Angel Wings
— Daily Multi 120 Capsules. Exceptional Health Products issued a recall April 19 for
its Angel Wings Daily Multi 120 Capsules products sold in 7 variations due to
undeclared soy and milk allergens following inconsistencies with the supplier’s
allergen statement on the Amino Acid ingredient used in the capsules. No illnesses
have been reported and the products were distributed via mail orders nationwide.
Source: http://www.fda.gov/Safety/Recalls/ucm497169.htm

10. April 22, U.S. Department of Agriculture — (New York) Meating Place recalls beef
product due to possible E. coli O157:H7 contamination. Meating Place issued a
recall April 21 for 325 pounds of its Loringo brand frozen beef patty products sold in 5-
pound packages due to a potential E. coli 0157:H7 contamination discovered during
routine in-plant review of testing results. There have been no confirmed reports of
adverse reactions and the products were distributed to retail and intuitional locations in
New York.

Source: http://www.fsis.usda.gov/wps/portal/fsis/topics/recalls-and-public-health-
alerts/recall-case-archive/archive/2016/recall-031-2016-release

11. April 21, U.S. Food and Drug Administration — (National) Urgent product recall for
undeclared soy and milk allergens. MagZuma Nutrition issued a recall April 21 for
affected lots of its Life’s Qik Fix Daily Multi 180 Capsules and Zuma Supreme Daily
Multi 120 Capsules products due to undeclared soy and milk allergens following
inconsistencies with the supplier’s allergen statement on the Amino Acid ingredients
used in the capsules. The products were distributed via mail orders nationwide.
Source: http://www.fda.gov/Safety/Recalls/ucm497168.htm

For another story, see item 7

Water and Wastewater Systems Sector

Nothing to report

Healthcare and Public Health Sector

12. April 21, Casper Star-Tribune — (Wyoming) Wyoming Medical Center informs 3,200
patients of email breach. Wyoming Medical Center in Casper notified 3,184 patients
April 20 that their personal and medical information may have been potentially
exposed in a phishing scam that targeted 2 employees February 22. Medical center
officials do not believe any of the information was misused, and stated that the access
was immediately blocked upon discovery of the scheme.

Source: http://trib.com/news/local/casper/wyoming-medical-center-informs-patients-of-
email-breach/article_b88e758c-28fa-5470-9dd8-ad962f978b0d.html
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Government Facilities Sector

13.

14.

15.

April 21, WBAY 2 Green Bay — (Wisconsin) Little Chute gas leak stopped;
elementary students evacuated. Approximately 600 students from Little Chute
Elementary School in Wisconsin were evacuated and classes were dismissed April 21
due to a gas leak caused by a construction crew that hit a nearby gas line. Crews
stopped the leak and worked to repair the line.

Source: http://wbay.com/2016/04/21/little-chute-elementary-evacuated-for-nearby-gas-
leak/

April 21, Associated Press — (New Hampshire) 4 students, driver, injured when car
hits school bus. Four students and a driver were transported to an area hospital with
injuries after a vehicle collided with a school bus at an intersection in Nashua, New
Hampshire, April 21.

Source: http://www.ksl.com/?nid=157&sid=39447956

April 21, Associated Press — (Illinois) 2 Illinois state parks close due to lack of
electric, trash. The Illinois Department of Natural Resources announced that the
Ramsey Lake State Recreation Area and Horseshoe Lake State Park were closed
indefinitely April 20 due to termination of electrical and trash service.

Source: http://www.sj-r.com/article/20160421/NEWS/160429904

For another story, see item 1

Emergency Services Sector

Nothing to report

Information Technology Sector

16.

17.

April 22, SecurityWeek — (International) Adobe patches flaw in analytics
AppMeasurement for Flash Library. Adobe release its Analytics AppMeasurement
for Flash library version 4.0.1 which patched a Document Object Model (DOM)-based
cross-site scripting (XSS) vulnerability after a security researcher discovered the
vulnerability when the debugTracking feature was enabled. The flaw affects version 4.0
and earlier platforms.

Source: http://www.securityweek.com/adobe-patches-flaw-analytics-appmeasurement-

flash-library

April 21, Softpedia — (International) Law enforcement, government agencies see
phishing as main cyber risk. The Global Cyber Alliance (GCA), a group of
government representatives from the U.S. and the United Kingdom, agreed to promote
the usage of Domain-based Message Authentication, Reporting & Conformance
(DMARC) protocol to make it more difficult for attackers to tamper with original
documents as phishing attacks were ranked as the top cyber threat following research
that revealed spear-phishing campaigns increased by 55 percent from 2015.

Source: http://news.softpedia.com/news/law-enforcement-government-agencies-see-
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18.

phishing-as-main-cyber-risk-503272.shtml

April 21, SecurityWeek — (International) DDoS attacks continue to rise in power and
sophistication. Imperva released its Global DDoS Threat Landscape Q1 2016 report
which revealed that distributed denial of service (DDoS) attacks were more advanced
and sophisticated after an analysis revealed that attackers increased the use of browser-
like DDoS bots with capabilities of bypassing security challenges by 36.6 percent and
attackers were seen executing new ways to perform application layer assaults including
Hypertext Transfer Protocol Secure (HTTPS) POST flood.

Source: http://www.securityweek.com/ddos-attacks-continue-rise-power-and-

sophistication

Internet Alert Dashboard

To report cyber infrastructure incidents or to request information, please contact US-CERT at soc@us-cert.gov or
visit their Web site: http://www.us-cert.gov

Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and
Analysis Center) Web site: http://www.it-isac.org

Communications Sector

Nothing to report

Commercial Facilities Sector

19.

20.

21.

April 22, Lincoln Star Journal — (National) Police: Woman buys $190,000 worth of
laptops with stolen credit cards. Officials arrested and charged a Lincoln woman
April 21 for 9 counts of theft after she allegedly obtained credit card information from
business accounts in several States and used the information to illegally purchase about
$193,000 worth of Apple MacBook Pro laptops from February 25 — March 23.

Source: http://journalstar.com/news/local/911/police-woman-buys-worth-of-laptops-
with-stolen-credit-cards/article_0775c624-30e8-50c1-bf9d-24298d96b2cc.html

April 22, WESH 2 Orlando — (Florida) Crews begin repairing apartment complex
damaged by fire. Fifty-eight residents were displaced from the Regency Gardens in
Orlando following an April 21 fire that allegedly began in mulch located next to the
building. All 22 apartment units were damaged and the cause of the fire is under
investigation

Source: http://www.wesh.com/news/fire-breaks-out-at-orlando-apartment-
complex/39147818

April 22, WOOD 8 Grand Rapids — (Michigan) Soaring Eagle Casino reopens after
bomb threat. The Soaring Eagle Casino and Resort and the Slot Palace in Mt.
Pleasant, Michigan, was evacuated and closed for several hours April 21 while crews
investigated the facility following a phoned-in bomb threat. No bomb devices or
suspicious packages were found and officials stated the casino will reopen April 22.
Source: http://woodtv.com/2016/04/22/bomb-threat-forces-casino-evacuation/



http://news.softpedia.com/news/law-enforcement-government-agencies-see-phishing-as-main-cyber-risk-503272.shtml
http://www.securityweek.com/ddos-attacks-continue-rise-power-and-sophistication
http://www.securityweek.com/ddos-attacks-continue-rise-power-and-sophistication
mailto:soc@us-cert.gov
http://www.us-cert.gov/
http://www.it-isac.org/
http://journalstar.com/news/local/911/police-woman-buys-worth-of-laptops-with-stolen-credit-cards/article_0775c624-30e8-50c1-bf9d-24298d96b2cc.html
http://journalstar.com/news/local/911/police-woman-buys-worth-of-laptops-with-stolen-credit-cards/article_0775c624-30e8-50c1-bf9d-24298d96b2cc.html
http://www.wesh.com/news/fire-breaks-out-at-orlando-apartment-complex/39147818
http://www.wesh.com/news/fire-breaks-out-at-orlando-apartment-complex/39147818
http://woodtv.com/2016/04/22/bomb-threat-forces-casino-evacuation/

Dams Sector

Nothing to report

NO ACTIVE ALERTS
www.DHS.gov/alerts

Department of Homeland Security (DHS)
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About the reports - The DHS Daily Open Source Infrastructure Report is a daily [Monday
through Friday] summary of open-source published information concerning significant critical
infrastructure issues. The DHS Daily Open Source Infrastructure Report is archived for 10 days on
the Department of Homeland Security Web site: http://www.dhs.gov/IPDailyReport

Contact Information

Content and Suggestions: Send mail to cikr.productfeedback@hg.dhs.gov or contact the DHS
Daily Report Team at (703) 942-8590

Subscribe to the Distribution List: Visit the DHS Daily Open Source Infrastructure Report and follow
instructions to Get e-mail updates when this information changes.

Removal from Distribution List: Send mail to support@govdelivery.com.

Contact DHS

To report physical infrastructure incidents or to request information, please contact the National Infrastructure
Coordinating Center at nicc@hqg.dhs.gov or (202) 282-9201.

To report cyber infrastructure incidents or to request information, please contact US-CERT at soc@us-cert.gov or visit
their Web page at www.us-cert.gov.

Department of Homeland Security Disclaimer
The DHS Daily Open Source Infrastructure Report is a non-commercial publication intended to educate and inform
personnel engaged in infrastructure protection. Further reproduction or redistribution is subject to original copyright

restrictions. DHS provides no warranty of ownership of the copyright, or accuracy with respect to the original source
material.
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