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Top Stories

Toyota Motor Corporation issued a recall April 22 for 16,656 of its model year 2016
Toyota RAV4, Lexus RX350, and Lexus ES350 vehicles due to faulty brake actuators that
may have been assembled with a damaged O-ring. — TheCarConnection.com (See item 3)

Fiat Chrysler Automobiles (FCA) issued a recall April 22 for approximately 812,000 of its
model years 2012 — 2014 Dodge Charger and Chrysler 300 vehicles, and model years 2014
— 2015 Jeep Grand Cherokee SUVs due to a problematic gear selector. — CNN (See item 5)

Service between the Van Ness-UDC and Medical Center stations on Washington
Metropolitan Area Transit Authority’s Red Line was disrupted for several hours April 23
due to a track fire that forced passengers to evacuate. — Washington Post (See item 7)

A 6-alarm fire April 24 in Brooklyn, New York, damaged 6 homes and 1 church, displaced
more than a dozen people, and prompted the response of more than 200 firefighters. —
WABC 7 New York City (See item 25)
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Enerqy Sector

1. April 22, New Orleans Times-Picayune — (Louisiana) Oil company agrees to pay
$715,000 for Atchafalaya basin spills. ORB Exploration LLC of Lafayette reached a
settlement April 22 with the U.S. Department of Justice (DOJ) and the State of
Louisiana resolving alleged violations of the Federal Clean Water Act, oil spill
prevention rules, and Louisiana pollution laws following three spills in 2013 and 2015
at company sites at Frog Lake and Crocodile Bayou on the Atchafalaya River basin that
caused environmental damage. The company agreed to pay $615,000 to the DOJ and
$100,000 to the Louisiana Department of Environmental Quality.

Source:
http://www.nola.com/environment/index.ssf/2016/04/o0il_company agrees_to_pay 715
0.html

Chemical Industry Sector

Nothing to report

Nuclear Reactors, Materials, and Waste Sector

Nothing to report

Critical Manufacturing Sector

2. April 23, CNN — (International) FAA orders ‘urgent’ engine fixes for Boeing 787
Dreamliners. The U.S. Federal Aviation Administration ordered April 23 General
Electric Aviation to modify its GEnx-1B PIP2 engines used on 43 of its 787
Dreamliners aircrafts in the U.S. due to an icing problem that could force the engines to
shut down during flight following a January 29 incident where ice shedding from an
aircraft’s fan blades caused the blades to rub against the fan case, resulting in engine
vibration, thereby forcing the engine to shut down while in flight. The mandate affects
approximately 176 Dreamliners at 29 airlines worldwide.

Source: http://www.cnn.com/2016/04/23/us/boeing-dreamliner-engine-fix/index.html

3. April 22, TheCarConnection.com — (National) Brake-related recalls widens to
include 2016 Toyota RAV4, Lexus RX350, ES350. Toyota Motor Corporation issued
a recall April 22 for 16,656 of its model year 2016 Toyota RAV4, Lexus RX350, and
Lexus ES350 vehicles sold in the U.S. due to faulty brake actuators that may have been
assembled with a damaged O-ring which can cause the brake fluid pressure to be
improperly controlled during Anti-Lock Braking System (ABS), Traction Control
System (TRAC), and Vehicle Stability Control System (VSC) activation, thereby
increasing the required stopping distance and increasing the risk of a crash.
Source: http://www.thecarconnection.com/news/1103559 brake-related-recall-widens-
to-include-2016-toyota-rav4-lexus-rx350-es350

4. April 22, Detroit News — (International) GM to temporarily close 4 North American
plants. General Motors Company announced April 22 that its assembly plants in
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Spring Hill, Tennessee; Lordstown, Ohio; Fairfax, Kansas; and a facility in Canada will
be closed April 25 and remain idle for 2 weeks due to an electrical parts shortage
following recent earthquakes in Japan.

Source: http://www.detroitnews.com/story/business/autos/general-
motors/2016/04/22/gm-idling-four-plants/83386806/

April 22, CNN — (International) Gear shift confusion causes Chrysler recall. Fiat
Chrysler Automobiles (FCA) issued a recall April 22 for approximately 812,000 of its
model years 2012 — 2014 Dodge Charger and Chrysler 300 vehicles, and model years
2014 — 2015 Jeep Grand Cherokee SUVs sold in the U.S. due to a problematic gear
selector that does not move position when set to park, reverse, or drive, thereby making
it difficult to determine what gear the vehicle is in after FCA received reports of 41
driver injuries potentially related to the selector. The recall affects a total of 1.1 million
vehicles worldwide.

Source: http://money.cnn.com/2016/04/22/autos/chrysler-gearshift-recall/

Defense Industrial Base Sector

Nothing to report

Financial Services Sector

Nothing to report

Transportation Systems Sector

6. April 25, Astoria Daily Astorian — (Oregon) Manzanita couple killed in Highway 101

8.

crash. Highway 101 in Cannon Beach was closed for more than 3 hours April 23
following a head-on collision involving two vehicles that killed two people and left two
others injured.

Source: http://www.dailyastorian.com/Free/20160424/manzanita-couple-killed-in-
highway-101-crash

April 24, Washington Post — (Washington, D.C.) Federal officials investigating
Saturday’s Metro track fire. Service between the Van Ness-UDC and Medical Center
stations on Washington Metropolitan Area Transit Authority’s Red Line was disrupted
for several hours April 23 while Federal Transit Administration officials investigated a
track fire near the Friendship Heights station in Washington, D.C. that sent smoke into
a Metro tunnel, forcing passengers to evacuate. A preliminary investigation determined
that the incident involved an insulator and was potentially the result of electrical arcing.
Source: https://www.washingtonpost.com/local/trafficandcommuting/metro-red-line-
service-resumes-after-saturday-track-fire/2016/04/24/253c7a6e-0a2d-11e6-a6b6-
2e6de3695b0e_story.html

April 23, Chattanooga Times Free Press — (Tennessee) Tennessee Highway Patrol
investigating crash between THP trooper and motorcycle that left one dead.
Eastbound Interstate 24 in Marion County, Tennessee, was closed for more than 8
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10.

hours April 23 following a three-vehicle crash involving a highway patrol officer,
motorcycle, and another vehicle that left one driver dead.

Source: http://www.timesfreepress.com/news/local/story/2016/apr/23/i-24-east-closed-
mile-marker-161-after-very-serious-crash/361827/

April 23, KSL 5 Salt Lake City — (Utah) 1 dead in 1-15 accident near Spanish Fork.
Southbound lanes of Interstate 15 near Spanish Fork in Utah were closed for 5 hours
April 23 after one person was killed and two others were injured in a 2-vehicle accident
involving a semi-truck that swerved into another vehicle.

Source: https://ksl.com/?sid=39469201&nid=148

April 23, San Gabriel Valley Tribune — (California) Highway 39 will reopen to
Crystal Lake in Angeles National Forest. The California Department of
Transportation announced April 21 that Highway 39 to Crystal Lake in the Angeles
National Forest will reopen April 22 following the completion of a $2 million project to
repair several sections of the State highway. The highway was closed in January due to
damage caused by storms that clogged the drainage system and sent rocks and mud
down the slopes.

Source: http://www.sgvtribune.com/general-news/20160421/highway-39-will-reopen-
to-crystal-lake-in-angeles-national-forest

For another story, see item 2

Food and Agriculture Sector

11.

12.

13.

April 25, U.S. Food and Drug Administration — (International) CRF Frozen Foods
recalls frozen vegetables due to possible health risk. CRF Frozen Foods issued a
recall April 23 for 15 of its frozen vegetable products due to a potential Listeria
monocytogenes contamination after one lot of its Individually Quick Frozen (IQF)
organic petite green peas products and one lot of its IQF organic white sweet cut corn
products tested positive for the bacteria during routine testing. No illnesses have been
reported and the products were shipped to retailers and distribution centers nationwide
and in Canada.

Source: http://www.fda.gov/Safety/Recalls/ucm497297.htm

April 24, U.S. Food and Drug Administration — (National) CVS Pharmacy announces
voluntary recall of Gold Emblem Abound Organic Spiced Herbal Tea due to
possible health risk. CVS Pharmacy issued a voluntary recall April 24 for
approximately 200 cases of its Gold Emblem Abound Organic Spiced Herbal Tea
products sold in 1.41-ounce packages due to a potential Salmonella contamination after
the manufacturer notified the company that an ingredient used in the tea tested positive
for Salmonella in another company’s product. No illnesses have been reported and the
products were distributed to CVS Pharmacy stores nationwide.

Source: http://www.fda.gov/Safety/Recalls/ucm497299.htm

April 22, U.S. Food and Drug Administration — (National) Nuvi Global Corporation
issues allergy alert on undeclared milk and soy in StemVitae 300z liquid
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multivitamin. Nuvi Global Corporation issued a recall April 19 for its StemVitae
liquid multivitamin products sold in 30-ounce packages due to misbranding and
undeclared milk and soy lecithin after it was discovered that a whey protein ingredient
was not listed on the label. No illnesses have been reported and the products were
distributed in 24 States.

Source: http://www.fda.gov/Safety/Recalls/ucm497238.htm

Water and Wastewater Systems Sector

Nothing to report

Healthcare and Public Health Sector

14. April 22, Softpedia — (International) Windows XP, IE, and Flash Usage blamed for

poor security of healthcare sector. Security researchers from Duo Security reported
that many healthcare organizations were using outdated software or software prone to
exploit kits (EK) after discovering that 33 percent of healthcare organizations were
using Internet Explorer 11 rather than using updated versions of Google Chrome, and
that 52 percent of healthcare organizations were using Flash Player software on all their
computers, among other collected data.

Source: http://news.softpedia.com/news/windows-xp-ie-and-flash-usage-blamed-for-
poor-security-of-healthcare-sector-503342.shtml

For another story, see item 12

Government Facilities Sector

15.

16.

17.

April 25, WSAW 7 Wausau — (Wisconsin) Schools begins in Antigo, press conference
at 2 p.m. The Antigo Police Department announced that a gunman was shot and killed
by an officer after he shot and injured two students at random April 23 at Antigo High
School as they left for prom. Classes at the high school resumed April 25 while the
incident remains under investigation.

Source: http://www.wsaw.com/content/news/Breaking-News-Shooting-at-Antigo-
High-School-Prom-376879681.html

April 24, WCYB 5 Bristol — (Tennessee) Carter County wildfire 90 percent
contained. Fire crews reached 90 percent containment April 23 of the Railroad Grade
fire that burned 1,753 acres of the Cherokee National Forest in Carter County.
Source: http://www.wcyb.com/news/carter-county-wildfire-90-percent-
contained/39190702

April 24, KHOU 11 Houston — (Texas) Flood-damaged schools to reopen Monday.
Classes at several school districts in the Houston area resumed April 25 after schools
were closed for a week due to widespread flooding. Crews repaired a number of
classrooms and hallways that were damaged by the floods.

Source: http://www.khou.com/news/local/flood-damaged-schools-to-reopen-monday-
1/152121684
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18.

April 23, Washington Post — (Virginia) Firefighters continue to battle Shenandoah
National Park blaze. Fire crews expected the 9,000-acre wildfire burning in the
southern section of Shenandoah National Park in Virginia to be contained by April 28.
Sections of the Appalachian Trail and Skyline Drive remained closed April 23 while
the park remained open to visitors.

Source: https://www.washingtonpost.com/local/firefighters-continue-to-battle-
shenandoah-national-park-blaze/2016/04/23/912ade92-0969-11e6-bdcb-
0133dal8418d_story.html

For additional stories, see items 10 and 23

Emergency Services Sector

19.

April 22, Akron Beacon Journal — (Ohio) Edwin Shaw employee loses flash drive,
and some patient information with it. Akron General Edwin Shaw Rehabilitation
hospital notified 975 patients April 22 that their personal, health, and insurance
information may have been compromised after an employee from the Cuyahoga Falls
rehab center lost a flash drive containing the data February 19. The hospital does not
believe any information was misused and all employees at Cleveland Clinic Akron
General were re-trained on protecting patient information.

Source: http://www.ohio.com/news/local/edwin-shaw-employee-loses-flash-drive-and-
some-patient-information-with-it-1.677983

For another story, see item 25

Information Technology Sector

20.

21.

April 25, Help Net Security — (International) Compromised credentials still to blame
for many data breaches. A Cloud Security Alliance survey found that a lack of
scalable identity access management systems, a lack of ongoing automated rotation of
cryptographic keys, passwords, and certificates, as well as failure to use multifactor
authentication were the major causes of data breaches. The findings also indicated that
22 percent of companies who suffered a data breach, attributed the breach to
compromised credentials.

Source: https://www.helpnetsecurity.com/2016/04/25/compromised-credentials-data-
breaches/

April 25, Help Net Security — (International) Critical flaws in HP Data Protector
open servers to remote attacks. Hewlett Packard released security updates for its HP
Data Protector software patching six critical vulnerabilities for all versions prior to
7.03_108, 8.15, and 9.06 which could allow a remote code execution flaw or
unauthorized disclosure of information via unauthenticated users or through an
embedded Secure Sockets Layer (SSL) private key, which could increase the chance of
man-in-the-middle (MitM) attacks.

Source: https://www.helpnetsecurity.com/2016/04/25/critical-flaws-hp-data-protector/



https://www.washingtonpost.com/local/firefighters-continue-to-battle-shenandoah-national-park-blaze/2016/04/23/912ade92-0969-11e6-bdcb-0133da18418d_story.html
https://www.washingtonpost.com/local/firefighters-continue-to-battle-shenandoah-national-park-blaze/2016/04/23/912ade92-0969-11e6-bdcb-0133da18418d_story.html
https://www.washingtonpost.com/local/firefighters-continue-to-battle-shenandoah-national-park-blaze/2016/04/23/912ade92-0969-11e6-bdcb-0133da18418d_story.html
http://www.ohio.com/news/local/edwin-shaw-employee-loses-flash-drive-and-some-patient-information-with-it-1.677983
http://www.ohio.com/news/local/edwin-shaw-employee-loses-flash-drive-and-some-patient-information-with-it-1.677983
https://www.helpnetsecurity.com/2016/04/25/compromised-credentials-data-breaches/
https://www.helpnetsecurity.com/2016/04/25/compromised-credentials-data-breaches/
https://www.helpnetsecurity.com/2016/04/25/critical-flaws-hp-data-protector/

22. April 22, SecurityWeek — (International) Attackers use PowerShell, Google Docs to
deliver “Laziok” trojan. Security researchers from FireEye reported that attackers
were able to bypass Google’s security checks and upload a trojan named Laziok to
Google Docs with the intention to steal information about the user’s system by loading
obfuscated JavaScript code known as “Unicorn,” as well as using “Godmode” and
PowerShell to execute the malware.

Source: http://www.securityweek.com/attackers-deliver-laziok-trojan-google-docs

23. April 22, SecurityWeek — (International) Attacker friendly hosting firm leveraged by
Pawn Storm hackers. Security researchers from Micro Trend reported that the Pawn
Storm Group was abusing a small Virtual Private Server (VPS) registered in United
Arab Emirates (UAE) to attack governments in 80 counties including Bulgaria, Greece,
Malaysia, Ukraine, and the U.S., and were seen executing more than 100 cyber-attacks
within the past year. In addition, it was discovered that the group used the VPS hosting
provider for command & control (C&C) servers, exploit sites, spear-phishing
campaigns, domestic espionage in Russia, and Web mail phishing sites targeting high-
profile users.

Source: http://www.securityweek.com/attacker-friendly-hosting-firm-leveraged-pawn-
storm-hackers

For another story, see item 14

Internet Alert Dashboard

To report cyber infrastructure incidents or to request information, please contact US-CERT at soc@us-cert.gov or
visit their Web site: http://www.us-cert.gov

Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and
Analysis Center) Web site: http://www.it-isac.org

Communications Sector

Nothing to report

Commercial Facilities Sector

24. April 25, WABC 7 New York City — (New York) Dozens displaced after fire burns
through stores and apartments in Oceanside. At least 54 residents were displaced
following an April 25 fire that damaged or destroyed several stores and 14 apartments
in Oceanside, New York, that began in a convenience store and spread to surrounding
buildings. The cause of the fire is under investigation and no injuries were reported.
Source: http://abc7ny.com/news/li-fire-burns-through-stores-and-apartments;-60-left-
homeless/1307547/

25. April 25, WABC 7 New York City — (New York) Fast-moving fire destroys several
homes in Brooklyn. A 6-alarm fire April 24 in Brooklyn, New York, damaged 6
homes and 1 church, displaced more than a dozen people, and prompted the response of
more than 200 firefighters. Nine people were injured and officials believe that the fire


http://www.securityweek.com/attackers-deliver-laziok-trojan-google-docs
http://www.securityweek.com/attacker-friendly-hosting-firm-leveraged-pawn-storm-hackers
http://www.securityweek.com/attacker-friendly-hosting-firm-leveraged-pawn-storm-hackers
mailto:soc@us-cert.gov
http://www.us-cert.gov/
http://www.it-isac.org/
http://abc7ny.com/news/li-fire-burns-through-stores-and-apartments;-60-left-homeless/1307547/
http://abc7ny.com/news/li-fire-burns-through-stores-and-apartments;-60-left-homeless/1307547/

began in a three-story home and spread to surrounding areas.
Source: http://abc7ny.com/news/fast-moving-fire-destroys-several-homes-in-
brooklyn/1307258/

26. April 25, KSHB 41 Kansas City — (Kansas) Olathe Fire Department: Investigators
believe fire was accidental. The Edge Apartments in Olathe, Kansas, sustained
approximately $750,000 in damages due to an April 25 fire that displaced 50 residents
and destroyed 24 apartment units. No injuries were reported and officials believe that
the fire started above an electrical panel on the third floor.

Source: http://www.kshb.com/news/region-kansas/olathe/overnight-50-people-
displaced-in-olathe-apartment-fire

27. April 25, WIS 10 Columbia — (South Carolina) Dozens displaced from 2-alarm
apartment complex fire. Thirty-three people were displaced from the Lake Shore
Village Apartments in Columbia, South Carolina, and 16 apartments units were
damaged April 24 after a fire began on the first floor of the building and spread to
surrounding units. No injuries were reported.

Source: http://www.wyff4.com/news/Dozens-displaced-from-2-alarm-apartment-
complex-fire/39196652

28. April 24, KPNX 12 Mesa — (Arizona) Residents evacuated as 5-alarm fire burns at
Gilbert construction site. Authorities reported that a 5-alarm fire April 23 destroyed a
Gilbert, Arizona apartment complex under construction, prompted an evacuation of
nearby neighborhoods, and caused 120 firefighters to remain on site for several hours
containing the incident. A firefighter and three police officers sustained injuries.
Source: http://www.12news.com/news/local/valley/residents-evacuated-as-5-alarm-
fire-burns-at-gilbert-construction-site/151516111

29. April 22, WVIT 30 New Britain — (Connecticut) Employees stole almost $300K of
Home Depot merchandise: Police. Trumbull, Connecticut authorities issued arrest
warrants April 22 for 7 Home Depot employees after the group allegedly stole
approximately $300,000 worth of merchandise following a store manager’s report of
missing power tools in October 2015. Police reviewed security camera footage and
discovered that the group borrowed a store manager’s key to steal products.

Source: http://www.nbcconnecticut.com/news/local/Trumbull-Home-Depot-Robbed-
Blind-by-Store-Employees-Police-376801121.html

Dams Sector

Nothing to report
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DHS Daily Open Source Infrastructure Report Contact Information

About the reports - The DHS Daily Open Source Infrastructure Report is a daily [Monday
through Friday] summary of open-source published information concerning significant critical
infrastructure issues. The DHS Daily Open Source Infrastructure Report is archived for 10 days on
the Department of Homeland Security Web site: http://www.dhs.gov/IPDailyReport

Contact Information

Content and Suggestions: Send mail to cikr.productfeedback@hg.dhs.gov or contact the DHS
Daily Report Team at (703) 942-8590

Subscribe to the Distribution List: Visit the DHS Daily Open Source Infrastructure Report and follow
instructions to Get e-mail updates when this information changes.

Removal from Distribution List: Send mail to support@govdelivery.com.

Contact DHS

To report physical infrastructure incidents or to request information, please contact the National Infrastructure
Coordinating Center at nicc@hqg.dhs.gov or (202) 282-9201.

To report cyber infrastructure incidents or to request information, please contact US-CERT at soc@us-cert.gov or visit
their Web page at www.us-cert.gov.

Department of Homeland Security Disclaimer
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restrictions. DHS provides no warranty of ownership of the copyright, or accuracy with respect to the original source
material.
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