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Top Stories

A Miami woman was arrested April 23 at Miami International Airport after an inspection
of her suitcase revealed 371 counterfeit credit cards. — WPLG 10 Miami (See item 5)

A 62-mile stretch of Interstate 10 eastbound in southeastern Arizona was closed for 2 hours
April 25 following a dust storm and collision involving 3 vehicles. — Eastern Arizona
Courier; Arizona Range News (See item 9)

Sixty people were evacuated and eight sanitation workers were sent to area hospitals April
23 following an ammonia leak at the Tyson Foods, Inc., poultry plant in Hope, Arkansas. —
KSLA 12 Shreveport (See item 12)

Tennessee American Water officials announced that a new $18 million dewatering system
was activated April 25 in Chattanooga, which will help cut sludge effluents sent to the
Moccasin Bend Sewage Treatment plant by 95 percent. — Chattanooga Times Free Press
(See item 14)
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Enerqy Sector

1. April 25, Lansing State Journal — (Michigan) BWL.: Cyber attack didn’t
compromise customer info. Lansing Board of Water and Light announced April 25
that email, phones, computers, printers, and other technology on the corporate
computer network remained shut down following a cyber-attack that utilized
ransomware. The company asserted that customer and employee personal information
was not compromised and that operations will continue.

Source: http://www.lansingstatejournal.com/story/news/2016/04/25/police-investigate-
cyber-attack-bwl1/83500826/

2. April 25, KGO 7 San Francisco — (California) Power fully restored to thousands
following massive outage in East Bay. Equipment failure inside a transformer at the
Pacific Gas and Electric Company substation in El Cerrito knocked out power to
43,000 East Bay residents and businesses for several hours April 25. The Downtown
Berkeley Bay Area Rapid Transit station was also closed for about 2 hours due to the
failure.

Source: http://abc7news.com/news/massive-power-outage-affecting-40000-customers-
in-east-bay/1308065/

Chemical Industry Sector

Nothing to report

Nuclear Reactors, Materials, and Waste Sector

Nothing to report

Critical Manufacturing Sector

3. April 26, Tampa Bay News 9 — (Florida) Fire damages welding business and
warehouse in Plant City. An April 26 fire at JJ’s Welding and Repair Shop in Plant
City, Florida, caused a partial collapse of the roof and side of the structure while other
areas of the building suffered smoke and fire damage. The cause of the fire remains
under investigation.

Source:
http://www.baynews9.com/content/news/baynews9/news/article.html/content/news/arti
cles/bn9/2016/4/26/fire_damages_welding.html

4. April 25, U.S. Department of Labor — (Pennsylvania) Allentown manufacturer
willfully exposed workers to amputation hazards. The Occupational Safety and
Health Administration cited Lynar Corp., with nine serious, one willful, and two other-
than-serious safety violations April 22 after an investigation at the Allentown,
Pennsylvania facility revealed that the company failed to develop and provide
procedures for training to prevent the release of hazardous energy during machine
maintenance, failed to develop and implement a hazard communication program, and
failed to equip employees with personal protective equipment, among other violations.


http://www.lansingstatejournal.com/story/news/2016/04/25/police-investigate-cyber-attack-bwl/83500826/
http://www.lansingstatejournal.com/story/news/2016/04/25/police-investigate-cyber-attack-bwl/83500826/
http://abc7news.com/news/massive-power-outage-affecting-40000-customers-in-east-bay/1308065/
http://abc7news.com/news/massive-power-outage-affecting-40000-customers-in-east-bay/1308065/
http://www.baynews9.com/content/news/baynews9/news/article.html/content/news/articles/bn9/2016/4/26/fire_damages_welding.html
http://www.baynews9.com/content/news/baynews9/news/article.html/content/news/articles/bn9/2016/4/26/fire_damages_welding.html

Proposed penalties total $54,000.

Source:

https://www.osha.gov/pls/oshaweb/owadisp.show document?p table=NEWS RELEA
SES&p id=31488

Defense Industrial Base Sector

Nothing to report

Financial Services Sector

5. April 25, WPLG 10 Miami — (Florida) Miami woman had 371 counterfeit credit

cards in luggage, police say. A Miami woman was arrested April 23 at Miami
International Airport after authorities noticed suspicious masses in her luggage during a
security checkpoint screening, prompting a secondary hand inspection of her suitcase
which revealed 371 counterfeit credit cards. A subsequent search revealed two
additional fraudulent credit cards in the woman’s wallet.

Source: http://www.local10.com/news/miami-woman-had-371-counterfeit-credit-cards-
in-luggage-police-say

Transportation Systems Sector

6. April 26, WTAE 4 Pittsburgh — (Pennsylvania) Portion of Interstate 80 remains

9.

closed after crash, fuel spill. Interstate 80 in Clinton Township, Pennsylvania, was
shut down for several hours April 26 while crews worked to clear the wreckage from a
crash involving 2 semi-trucks that spilled 3,600 gallons of an oil-water mix.

Source: http://www.wtae.com/news/crash-and-fuel-spill-shuts-down-part-of-interstate-
80/39216350

April 25, Atlanta Journal-Constitution — (Georgia) Drivers: Give utility workers
some space, says new Georgia Law. The governor of Georgia signed a bill into law
the week of April 18 requiring drivers in the State to move one lane over or slowdown
when passing electric power line crews or other public and private utility crews and
vehicles.

Source: http://www.ajc.com/news/business/drivers-give-utility-workers-some-space-
says-new-g/nrBn8/

April 25, York Dispatch — (Pennsylvania) Crash shuts Route 15 near Dillsburg for
nearly seven hours. A four-vehicle, chain-reaction crash involving three semi-trucks
and another vehicle shut down Route 15 in Dillsburg, Pennsylvania, for approximately
7 hours April 25. At least one driver was injured.

Source: http://www.yorkdispatch.com/story/news/2016/04/25/truck-crash-haz-mat-
dillsburg/83500574/

April 25, Eastern Arizona Courier; Arizona Range News — (Arizona) 1-10 crash, dust
storm forces traffic through Safford. A 62-mile stretch of Interstate 10 eastbound
between U.S. Highway 191 in southeastern Arizona and Lordsburg, New Mexico, was
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closed for 2 hours April 25 following a dust storm and collision involving three
vehicles.

Source: http://www.eacourier.com/news/i--crash-dust-storm-forces-traffic-through-
safford/article_cea99fda-0b51-11e6-864e-67dd519ac922.html

For another story, see item 2

Food and Agriculture Sector

10. April 25, U.S. Food and Drug Administration — (National) CSM Bakery Solutions
issues allergy alert on undeclared peanut in Chick-fil-A Chocolate Chunk Cookies.
CSM Bakery Solutions issued a voluntary recall April 22 for its Chick-fil-A Chocolate
Chunk Cookies products due to misbranding and the presence of peanuts after post-
production testing revealed that a supplier provided flour which had inadvertently come
into contact with peanuts. No illnesses have been reported and the products were
distributed via Chick-fil-A restaurants nationwide.

Source: http://www.fda.gov/Safety/Recalls/ucm497373.htm

11. April 25, U.S. Food and Drug Administration — (New York; California) Krasnyi
Oktyabr USA Inc. recalls Vobla (Roach) Dry Eviscerated Salted Fish and Bream
Dry Eviscerated Salted Fish due to possible health risk. Krasnyi Oktyabr Inc.,
issued a recall April 25 for its Vobla (Roach) Dry Eviscerated Salted Fish and Bream
Dry Eviscerated Salted Fish products sold in 5.29-ounce packages due to a potential
Clostridium botulinum contamination following routine sampling and inspection, and
subsequent analysis which revealed that the Bream fish products were not properly
eviscerated before processing. No illnesses have been reported and the products were
distributed to retail stores in New York and California.

Source: http://www.fda.gov/Safety/Recalls/ucm497548.htm

12. April 24, KSLA 12 Shreveport — (Arkansas) Ammonia leak at Tyson poultry plant
sends 8 to hospitals, evacuates 60. Sixty people were evacuated and eight sanitation
workers were sent to area hospitals April 23 following an ammonia leak at the Tyson
Foods, Inc., poultry plant in Hope, Arkansas. Officials reported that the leak was
contained and the cause of the leak is under investigation.

Source: http://www.wlox.com/story/31802269/ammonia-leak-at-tyson-poultry-plant-
sends-8-to-hospitals-evacuates-60

Water and Wastewater Systems Sector

13. April 26, KWCH 12 Hutchinson — (Kansas) Water main break leaves Park City
residents without water. Residents in Park City remained without water April 26
following a water main break April 25 that left the entire city without service while
crews worked to resolve the issue.

Source: http://www.kwch.com/content/news/People-lose-water--377059351.html

14. April 26, Chattanooga Times Free Press — (Tennessee) Chattanooga’s water utility
completes $18 million dewatering facility to limit sludge. American Water Co., the
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parent company of Tennessee American Water, announced that a new $18 million
dewatering system was activated April 25 in Chattanooga, which will help cut sludge
effluents sent to the Moccasin Bend Sewage Treatment plant by 95 percent.

Source:
http://www.timesfreepress.com/news/business/aroundregion/story/2016/apr/26/liquid-
investments-water-utility-invests-dewa/362195/

Healthcare and Public Health Sector

15. April 25, Lynchburg News & Advance — (Virginia) Fire damages Monelison medical

offices. An April 25 fire that broke out at Central Virginia Family Physicians
Monelison damaged two medical offices after prompting an evacuation. Officials are
assessing the total amount of damage and the medical offices remain closed
indefinitely.

Source: http://www.newsadvance.com/news/local/fire-damages-monelison-medical-
offices/article_Oe3bd4ee-b696-5ff4-ac25-4f2ec70671fb.html

Government Facilities Sector

16.

17.

April 26, Ann Arbor News — (Michigan) Lincoln High, Middle schools close after
power outage. A power outage prompted the closure of Lincoln High and Middle
schools in Augusta Township April 26.

Source: http://www.mlive.com/news/ann-
arbor/index.ssf/2016/04/lincoln_high_middle_schools_cl.html

April 25, WAVY 10 Portsmouth — (North Carolina) Cause determined in North
Carolina Whipping Creek fire. Fire crews reached 54 percent containment April 25
of the Whipping Creek Fire that has burned more than 15,000 acres in the Dare/Hyde
County line of eastern North Carolina. Forest service officials determined that the fire
was ignited as a result of a right-of-way maintenance operation.

Source: http://wavy.com/2016/04/25/cause-determined-in-north-carolina-whipping-
creek-fire/

Emergency Services Sector

18.

April 25, KLTV 7 Tyler — (Texas) Van Zandt Co making backup plans after 911
blackout. Van Zandt County authorities announced April 25 that severed optic lines
caused 9-1-1 service to go down for 10 hours April 23. The severed lines also cut
Internet, landline, and cellular service for AT&T customers in the county.

Source: http://www.kxxv.com/story/31812513/van-zandt-co-making-backup-plans-
after-911-blackout

19. April 25, Associated Press — (Kentucky) Inmate escapes from Kentucky River

Regional Jail. Hazard Police are searching for an inmate who escaped from the
Kentucky River Regional Jail April 24 while she was taking out the trash. The inmate
ran to a nearby parking lot and got into a vehicle.

Source: http://www.wlky.com/news/Inmate-escapes-from-Kentucky-River-Regional-
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Jail/39198152

Information Technoloqy Sector

20.

21.

April 26, Softpedia — (International) Facebook bug allowed attackers to take over
accounts on other sites. Facebook patched a flaw in its account registration process
after security researchers from Bitdefender discovered the flaw could allow attackers to
take over users’ profiles on Web sites where the Facebook Social Login feature was
available by adding an attacker’s email address as a secondary address, enabling the
attacker to verify the profile and make modifications to the account information.
Source: http://news.softpedia.com/news/facebook-bug-allowed-attackers-to-take-over-
accounts-on-other-sites-503428.shtml

April 25, SecurityWeek — (International) Malicious insiders could tap ransomware-
as-a-service for profit. Security researchers from Imperva revealed that the ransom-as-
a-service (RaaS) model could be leveraged by malicious attackers to exploit the
organization’s unstructured data, locate sensitive data, and encrypt the company’s most
valuable information after discovering that authors and distributors of the malware use
anonymous Bitcoin addresses and the Tor network to ensure they receive their ransom
money and stay undetected from law enforcement agencies.

Source: http://www.securityweek.com/malicious-insiders-could-tap-ransomware-

service-profit

Internet Alert Dashboard

To report cyber infrastructure incidents or to request information, please contact US-CERT at soc@us-cert.gov or
visit their Web site: http://www.us-cert.gov

Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and
Analysis Center) Web site: http://www.it-isac.org

Communications Sector

See item 18

Commercial Facilities Sector

22,

23.

April 26, KTRK 13 Houston — (Texas) Fire damages historic Cleburne Cafeteria.
The Houston Fire Department reported that an April 25 fire at Cleburne Cafeteria
caused the ceiling to collapse into the cafeteria and left extensive smoke and fire
damage.

Source: http://abc13.com/news/fire-destroys-houstons-historic-cleburne-cafeteria-
/1309192/

April 25, Lowell Sun — (Massachusetts) 38 residents displaced in Lakeview Avenue
fire; Lowell officials investigating cause. Thirty-eight residents were displaced April
25 from a Lowell residential building and 16 apartment units were damaged following
a 2-alarm fire. One firefighter and one resident were injured and the cause of the blaze
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remains under investigation.
Source: http://www.lowellsun.com/breakingnews/ci 29811473/two-alarm-fire-

damages-lakeview-avenue-residential-building

For another story, see item 2

Dams Sector

Nothing to report
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About the reports - The DHS Daily Open Source Infrastructure Report is a daily [Monday
through Friday] summary of open-source published information concerning significant critical
infrastructure issues. The DHS Daily Open Source Infrastructure Report is archived for 10 days on
the Department of Homeland Security Web site: http://www.dhs.gov/IPDailyReport

Contact Information
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To report physical infrastructure incidents or to request information, please contact the National Infrastructure
Coordinating Center at nicc@hqg.dhs.gov or (202) 282-9201.
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their Web page at www.us-cert.gov.
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