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Top Stories 

• Nissan Motor Company Ltd., issued a recall April 29 for nearly 3.2 million of its model 
years 2013 – 2017 vehicles in 11 makes, and model years 2015 – 2016 Chevrolet City 
Express vehicles sold in the U.S. due to potentially faulty passenger-side air bag sensors. – 
Reuters (See item 7)  
 

• A CSX freight train carrying 15,500 gallons of chemicals derailed, sent14 cars off the 
tracks, spilled three different chemicals, and closed Rhode Island Avenue-Brentwood 
Metro Station for several hours May 1. – WRC 4 Washington, D.C. (See item 16)  

 

• Heavy storms April 30 caused more than 100 power outages, impacted more than 6,000 
customers, and knocked out power at 2 water pumping stations, and forced officials to 
issue a boil water advisory May 1 in Atlanta. – Associated Press (See item 23)  

 

• A multi-alarm fire caused approximately $1.5 million dollars in damages to a Mount 
Vernon commercial block May 1 due to a fire that reportedly began at the Craft Stove. – 
KING 5 Seattle (See item 39)  
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Energy Sector 

1. May 2, Associated Press – (North Dakota) Oil and saltwater spill cleaned up at 
McKenzie County well. Buckhorn Energy Services LLC reported April 29 that 10,080 
gallons of saltwater and 840 gallons of oil were released, contained, and recovered at 
an oil well in McKenzie County. North Dakota officials stated that the spill was the 
result of an equipment failure.  
Source: http://bismarcktribune.com/news/state-and-regional/oil-and-saltwater-spill-
cleaned-up-at-mckenzie-county-well/article_529c2b5b-611a-5fe1-959a-
ba05a0982a85.html 
 

2. May 1, Associated Press – (Texas) Flooding flushes oil, chemicals into Texas rivers. 
Texas emergency management officials have documented sheens and plumes of crude 
oil and toxic fracking chemicals that were released into the State’s rivers following the 
March flood of the Sabine River that tipped tanks and flooded production sites. The 
Texas Railroad Commission stated that it is taking appropriate measures once it 
receives notification of releases.   
Source: http://abc13.com/weather/flooding-flushes-oil-chemicals-into-texas-
rivers/1317526/ 
 

3. April 30, Harrisburg Patriot-News – (Pennsylvania) Feds approve five-county 
natural gas pipeline to serve new power plant in Shamokin Dam. The U.S. Federal 
Energy Regulatory Commission approved April 29 the $178 million Sunbury Pipeline 
Project of UGI Energy Services Inc., that will go through Northumberland, Union, 
Montour, Lycoming, and Snyder counties in central Pennsylvania and will primarily 
serve the Panda Power Funds Hummel Station generating plant under construction in 
Shamokin Dam. The pipeline will be completed in November and gas will be available 
in early 2017. 
Source: http://www.pennlive.com/news/2016/04/feds_approve_five-county_natur.html 
 

4. April 29, Associated Press – (Pennsylvania) Man burned while running from 
exploding pipeline. A Texas Eastern Transmission natural gas pipeline that exploded 
April 29 in Salem Township, Pennsylvania, damaged at least four nearby homes, left a 
homeowner who was fleeing from the fire injured, and prompted a quarter-mile 
evacuation zone. The cause of the explosion is under investigation after the pipeline 
was shut off and the fire was brought under control. 
Source: 
http://www.pennlive.com/news/2016/04/man_burned_while_fleeing_explo.html 

 
 For additional stories, see items 23 and 43 
 
Chemical Industry Sector 

5. April 30, WJON 1240 St. Cloud – (Minnesota) Cold Spring firefighters work to 
contain chemical spill at GNP. Officials reported April 30 that approximately 260 
gallons of organic peroxide leaked from a broken valve at the GNP Company plant in 
Cold Spring, Minnesota. No injuries were reported and fire crews were working to 

http://bismarcktribune.com/news/state-and-regional/oil-and-saltwater-spill-cleaned-up-at-mckenzie-county-well/article_529c2b5b-611a-5fe1-959a-ba05a0982a85.html
http://bismarcktribune.com/news/state-and-regional/oil-and-saltwater-spill-cleaned-up-at-mckenzie-county-well/article_529c2b5b-611a-5fe1-959a-ba05a0982a85.html
http://bismarcktribune.com/news/state-and-regional/oil-and-saltwater-spill-cleaned-up-at-mckenzie-county-well/article_529c2b5b-611a-5fe1-959a-ba05a0982a85.html
http://abc13.com/weather/flooding-flushes-oil-chemicals-into-texas-rivers/1317526/
http://abc13.com/weather/flooding-flushes-oil-chemicals-into-texas-rivers/1317526/
http://www.pennlive.com/news/2016/04/feds_approve_five-county_natur.html
http://www.pennlive.com/news/2016/04/man_burned_while_fleeing_explo.html
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contain the spill. 
Source: http://wjon.com/cold-spring-firefighters-work-to-contain-chemical-spill-at-
gnp/ 
 

 For another story, see item 16 
 
Nuclear Reactors, Materials, and Waste Sector 

6. April 29, Associated Press – (Michigan) Cook Nuclear Plant offline after routine 
refueling outage. Officials from the Donald C. Cook Nuclear Plant in Lake Township, 
Michigan, reported April 29 that its Unit 1 nuclear reactor was back online after being 
shut down for a routine refueling and maintenance outage.   
Source: http://www.wfyi.org/news/articles/cook-nuclear-plant-online-after-routine-
refueling-outage 
 

Critical Manufacturing Sector 

7. April 29, Reuters – (International) Nissan to recall 3.53 million vehicles: air bags 
may not deploy. Nissan Motor Company Ltd., issued a recall April 29 for nearly 3.2 
million of its model years 2013 – 2017 vehicles in 11 makes, and model years 2015 – 
2016 Chevrolet City Express vehicles sold in the U.S. due to potentially faulty 
passenger-side air bag sensors that may register an adult front seat passenger as a child 
or an empty seat, thereby preventing the air bag from deploying in the event of a crash 
after the company received 1,271 consumer complaints and warranty claims linked to 
the issue. The recall also includes 622,110 of Nissan’s Sentra vehicles due to a front 
passenger seat belt bracket issue where the bracket may become deformed if it used to 
secure a child restraint system.  
Source: http://www.reuters.com/article/us-autos-nissan-recall-idUSKCN0XQ2A8  

 
Defense Industrial Base Sector 

Nothing to report 
 
Financial Services Sector 

8. April 29, Newark Star-Ledger – (National) Man in $5M ATM ‘skimming’ ring 
pleads guilty. A Romanian man pleaded guilty April 29 to Federal charges for his role 
in a $5 million ATM skimming ring where he and co-conspirators allegedly installed 
skimming devices on ATMs at banks in New Jersey, New York, Connecticut, and 
Florida, and transferred the stolen data onto blank ATM cards which were used to 
withdraw funds from customers’ accounts. Officials stated that a total of 16 people 
were charged for their involvement and one suspect remains at large.  
Source: 
http://www.nj.com/news/index.ssf/2016/04/man_in_5m_atm_skimming_ring_pleads_g
uilty.html 
 

9. April 29, WJW 8 Cleveland – (Ohio) Cleveland FBI asks for help identifying 

http://wjon.com/cold-spring-firefighters-work-to-contain-chemical-spill-at-gnp/
http://wjon.com/cold-spring-firefighters-work-to-contain-chemical-spill-at-gnp/
http://www.wfyi.org/news/articles/cook-nuclear-plant-online-after-routine-refueling-outage
http://www.wfyi.org/news/articles/cook-nuclear-plant-online-after-routine-refueling-outage
http://www.reuters.com/article/us-autos-nissan-recall-idUSKCN0XQ2A8
http://www.nj.com/news/index.ssf/2016/04/man_in_5m_atm_skimming_ring_pleads_guilty.html
http://www.nj.com/news/index.ssf/2016/04/man_in_5m_atm_skimming_ring_pleads_guilty.html
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‘breakdown lane bandit.’ FBI officials and local police departments in Cleveland are 
searching April 29 for a man dubbed the “BDL Bandit” who is suspected of 
committing three bank robberies in the Cleveland area since March, including a PNC 
Bank branch, a First Merit Bank branch, and a US Bank branch. Authorities stated that 
the suspect is armed and believed to have an accomplice.  
Source: http://fox8.com/2016/04/29/cleveland-fbi-asks-for-help-identifying-
breakdown-lane-bandit/ 
 

10. April 29, Bergen County Record – (New Jersey) Police seeking Garfield bank robber 
who may be ‘Count Down Bandit.’ Authorities are searching for a man suspected of 
robbing an M&T Bank branch in Bergen County, New Jersey, April 28. Officials stated 
that the suspect is believed to be the “Count Down Bandit,” a man allegedly 
responsible for seven other bank robberies in Bergen and Passaic counties since July 
2015.  
Source: http://www.northjersey.com/news/police-seeking-garfield-bank-robber-who-
may-be-count-down-bandit-1.1555809 
 

11. April 29, KCPQ 13 Tacoma – (Washington) ‘Baseball Hat Bandit:’ Guaranteed 
$1,000 reward to identify serial bank robber wearing different caps for slew of 
capers. Authorities offered a reward April 29 in exchange for information about a man 
dubbed the “Baseball Hat Bandit,” who is suspected of robbing five banks in King and 
Pierce counties in Washington.  
Source: http://q13fox.com/2016/04/29/baseball-hat-bandit-guaranteed-1000-reward-to-
identify-serial-bank-robber-wearing-different-caps-for-slew-of-capers/  

 
Transportation Systems Sector 

12. May 2, Southern California Press-Enterprise – (California) Pinyon Pines: 5-month-
old girl dies in Highway 74 crash. A single-vehicle crash that killed one person and 
injured two others May 1 forced officials to shut down Highway 74 in Riverside 
County for nearly five hours while crews investigated and cleared the wreckage.  
Source: http://www.pe.com/articles/highway-801693-tweet-road.html 
 

13. May 2, WTVF 5 Nashville – (Tennessee) Man in custody after threats made at DHL 
warehouse. Fifty employees from a DHL-Exel distribution warehouse in Rutherford 
County were evacuated for several hours May 1 after a man allegedly called 9-1-1 
dispatch and falsely stated one person entered the facility armed with a bomb while 
four others entered the building armed with handguns. Officials determined the 
building was safe and arrested one employee for making the false report and for 
unlawful use of 9-1-1 services.  
Source: http://www.newschannel5.com/news/local-news/all-clear-given-after-dhl-
warehouse-evacuation-in-la-vergne 
 

14. May 2, KTVT 11 Fort Worth; KRLD 105.3 FM Dallas – (Texas) Fatal accident 
temporarily closes SB Central Expressway. A fatal accident May 1 led officials to 
shut down a large portion of Highway 75/Central Expressway in Dallas for nearly three 
hours while they investigated the scene of the accident that left one woman dead.  

http://fox8.com/2016/04/29/cleveland-fbi-asks-for-help-identifying-breakdown-lane-bandit/
http://fox8.com/2016/04/29/cleveland-fbi-asks-for-help-identifying-breakdown-lane-bandit/
http://www.northjersey.com/news/police-seeking-garfield-bank-robber-who-may-be-count-down-bandit-1.1555809
http://www.northjersey.com/news/police-seeking-garfield-bank-robber-who-may-be-count-down-bandit-1.1555809
http://q13fox.com/2016/04/29/baseball-hat-bandit-guaranteed-1000-reward-to-identify-serial-bank-robber-wearing-different-caps-for-slew-of-capers/
http://q13fox.com/2016/04/29/baseball-hat-bandit-guaranteed-1000-reward-to-identify-serial-bank-robber-wearing-different-caps-for-slew-of-capers/
http://www.pe.com/articles/highway-801693-tweet-road.html
http://www.newschannel5.com/news/local-news/all-clear-given-after-dhl-warehouse-evacuation-in-la-vergne
http://www.newschannel5.com/news/local-news/all-clear-given-after-dhl-warehouse-evacuation-in-la-vergne
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Source: http://dfw.cbslocal.com/2016/05/01/southbound-central-expressway-closed-
due-to-fatality-accident/ 
 

15. May 2, WKOW 27 Madison – (Wisconsin) All lanes of I-39/90 back open after 
shooting incident. All lanes of Interstate 39 reopened May 2 after a highway shooting 
accident shut down southbound lanes of Interstate 39 near DeForest, Wisconsin for 
more than two hours May 1.  
Source: http://www.wkow.com/story/31860069/2016/05/01/all-lanes-blocked-on-i-39-
near-de-forest  
 

16. May 1, WRC 4 Washington, D.C. – (Washington, D.C.) CSX: Train derails in DC, 
leaks 3 different chemicals. Rhode Island Avenue-Brentwood Metro Station was 
closed for several hours May 1 and Washington Metropolitan Area Transit Authority 
(Metro) service on the Red Line was suspended after a CSX freight train carrying 
15,500 gallons of chemicals derailed, sending 14 cars off the tracks and spilling its load 
of ethanol, sodium hydroxide, and calcium chloride. The train derailment also ruptured 
an underground gas line, forcing officials to turn off gas for the surrounding area.  
Source: http://www.nbcwashington.com/news/local/CSX-Train-Derails-Hazardous-
Material-Leaking-377725691.html  

For additional stories, see items 3 and 4 
 
Food and Agriculture Sector 

17. April 30, U.S. Department of Agriculture – (National) Greencore USA recalls meat, 
poultry products produced without benefit of inspection. Greencore USA, Inc., 
issued a recall April 29 for approximately 1,341 pounds of its meat and poultry 
products sold in 6 variations after Federal inspection program personnel discovered that 
the products were produced without the benefit of Federal inspection and outside of 
inspection hours following a review of establishment records during verification 
activities. There have been no confirmed reports of adverse reactions and the products 
were shipped to distributors for retail sale in seven States.  
Source: http://www.fsis.usda.gov/wps/portal/fsis/topics/recalls-and-public-health-
alerts/recall-case-archive/archive/2016/recall-032-2016-release 
 

18. April 30, U.S. Department of Agriculture – (National) Foster Poultry Farms recalls 
poultry products due to possible foreign materials contamination. Foster Poultry 
Farms issued a recall April 29 for approximately 220,450 pounds of its Breast Nuggets 
– Nugget Shaped Breaded Chick Breast Patties with Rib Meat products sold in 5-pound 
packages and its Fully Cooked Breast Nuggets – Nugget Shaped Chicken Breast Patties 
with Rib Meat Fritters products sold in 10-pound boxes due to a potential 
contamination with blue plastic and black rubber pieces following several consumer 
complaints regarding extraneous materials found in the products. There have been no 
confirmed reports of adverse reactions and the items were shipped to distributors in 
Alaska, Arizona, California, Utah, and Washington.   
Source: http://www.fsis.usda.gov/wps/portal/fsis/topics/recalls-and-public-health-
alerts/recall-case-archive/archive/2016/recall-033-2016 

http://dfw.cbslocal.com/2016/05/01/southbound-central-expressway-closed-due-to-fatality-accident/
http://dfw.cbslocal.com/2016/05/01/southbound-central-expressway-closed-due-to-fatality-accident/
http://www.wkow.com/story/31860069/2016/05/01/all-lanes-blocked-on-i-39-near-de-forest
http://www.wkow.com/story/31860069/2016/05/01/all-lanes-blocked-on-i-39-near-de-forest
http://www.nbcwashington.com/news/local/CSX-Train-Derails-Hazardous-Material-Leaking-377725691.html
http://www.nbcwashington.com/news/local/CSX-Train-Derails-Hazardous-Material-Leaking-377725691.html
http://www.fsis.usda.gov/wps/portal/fsis/topics/recalls-and-public-health-alerts/recall-case-archive/archive/2016/recall-032-2016-release
http://www.fsis.usda.gov/wps/portal/fsis/topics/recalls-and-public-health-alerts/recall-case-archive/archive/2016/recall-032-2016-release
http://www.fsis.usda.gov/wps/portal/fsis/topics/recalls-and-public-health-alerts/recall-case-archive/archive/2016/recall-033-2016
http://www.fsis.usda.gov/wps/portal/fsis/topics/recalls-and-public-health-alerts/recall-case-archive/archive/2016/recall-033-2016
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19. April 30, U.S. Food and Drug Administration – (National) The Republic of Tea issues 

voluntary recall of Organic Turmeric Ginger Green Tea. The Republic of Tea 
issued a voluntary recall April 29 for its Organic Turmeric Ginger Green Tea products 
sold in four variations due to a potential Salmonella contamination after a supplier 
notified the company that one lot of its organic ginger ingredient may be contaminated 
with Salmonella following a report from another customer. The company stated that the 
recall is a precautionary measure and no illnesses have been reported in connection 
with the products that were sold at specialty retailers nationwide.   
Source: http://www.fda.gov/Safety/Recalls/ucm498459.htm 
 

20. April 29, U.S. Food and Drug Administration – (Florida) Bakery Express of Central 
FL., Inc. issues allergy alert on undeclared peanuts in 7-Eleven Fresh To Go 
Cookies. Bakery Express of Central FL., Inc., issued a recall April 29 for its 7-Eleven 
Fresh To Go Sugar Cookie made with M&M chocolate candy, and Fresh To Go Peanut 
Butter Cookie products due to the presence of undeclared peanuts after a supplier 
notified the company that three different pre-bagged dry cookie mix bases used in 
producing the cookies were potentially contaminated with peanuts. No illnesses have 
been reported and the products were distributed to 7-Eleven convenience stores in 
Florida. 
Source: http://www.fda.gov/Safety/Recalls/ucm498365.htm 
 

21. April 29, U.S. Food and Drug Administration – (National) Making It a Lifestyle, 
L.L.C. issues a voluntary nationwide recall of 3rd Degree, Black Gold X 
Advanced, and Black Label X due to presence of undeclared sibutramine and 
sildenafil. Making It A Lifestyle, L.L.C. issued a voluntary recall April 29 for all lots 
of its 3rd Degree, Black Gold X Advanced, and Black Label X products due to the 
presence of undeclared sibutramine and sildenafil after laboratory analysis revealed that 
the 3rd Degree and Black Gold X Advanced products contained sibutramine, and that 
the Black Label X products contained sildenafil. The products were distributed via the 
Internet nationwide.  
Source: http://www.fda.gov/Safety/Recalls/ucm498455.htm 
 

22. April 29, U.S. Food and Drug Administration – (Missouri; South Carolina; Texas) 7-
Eleven issues allergy alert on undeclared peanut in fresh fully baked chocolate 
chunk, sugar and oatmeal raisin cookies. 7-Eleven, Inc., issued a recall April 28 for 
its fully baked chocolate chunk, sugar, and oatmeal raisin cookie products produced by 
CSM Bakery Solutions frozen cookie pucks due to undeclared peanuts after a supplier 
notified the company that the products may contain peanut allergens. The company 
removed the products which were distributed to 7-Eleven stores in Missouri, South 
Carolina, and Texas. 
Source: http://www.fda.gov/Safety/Recalls/ucm498435.htm  

 
Water and Wastewater Systems Sector 

23. May 1, Associated Press – (Georgia) Boil water advisory issued for large part of 
Atlanta. Heavy storms April 30 caused more than 100 power outages, impacted more 

http://www.fda.gov/Safety/Recalls/ucm498459.htm
http://www.fda.gov/Safety/Recalls/ucm498365.htm
http://www.fda.gov/Safety/Recalls/ucm498455.htm
http://www.fda.gov/Safety/Recalls/ucm498435.htm
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than 6,000 customers, and knocked out power at 2 water pumping stations, forcing 
officials to issue a boil water advisory May 1 for several parts of Atlanta. The 
Department of Watershed Management was flushing the system as a precaution to 
ensure no contamination in the water system.  
Source: http://www.ledger-enquirer.com/news/state/georgia/article74997177.html 
 

24. May 1, WWL 4 New Orleans – (Louisiana) LaPlace under boil water advisory. 
Officials issued a boil water advisory May 1 for residents of LaPlace, Louisiana, after a 
motorist hit a main water line near Woodland Water Plant and caused a water main 
break. Crews temporarily repaired the water line, but officials advised customers to 
refrain from using the water system.    
Source: http://www.wwltv.com/news/local/st-john/laplace-under-boil-water-
advisory/163985506  
 

For another story, see item 2  
 
Healthcare and Public Health Sector 

25. April 29, CNN – (National) Zika test gets emergency approval by FDA, available to 
doctors next week. The U.S. Food and Drug Administration approved emergency use 
authorization April 29 of the first commercial test for the Zika virus. The diagnostic 
tool will be available to physicians in the U.S. and Puerto Rico the week of May 2.  
Source: http://www.cnn.com/2016/04/29/health/zika-test-fda-approved/index.html  
 

Government Facilities Sector 

26. May 2, Old Town Alexandria Patch – (Virginia) Alexandria school closed Monday 
due to power outage. An area-wide power outage prompted the closure of T.C. 
Williams Minnie Howard campus in Alexandria, Virginia, May 2. Crews reported to 
the scene to restore service.  
Source: http://patch.com/virginia/oldtownalexandria/alexandria-school-closed-monday-
due-power-outage 
 

27. May 2, Detroit Free Press – (Michigan) Detroit teacher sick-out closes more than 90 
schools. Officials with Detroit Public Schools announced May 2 that 94 schools in the 
district were closed May 2 due to a mass of teacher sickouts. The teachers are 
protesting wage disputes between the Detroit Federation of Teachers, the State 
government, and the school district.   
Source: http://www.freep.com/story/news/education/2016/05/02/detroit-teacher-sick-
out-closes-67-schools/83813704/ 
 

28. May 1, Pocono Record – (Pennsylvania) 16-Mile Fire 100 percent contained after 
nearly two weeks. Crews reached 100 percent containment May 1 of the 16-Mile Fire 
that burned 8,032 acres along the Monroe and Pike county line and damaged 11 
structures. Fire suppression and rehabilitation activities remained active in the area.  
Source: http://www.poconorecord.com/article/20160501/NEWS/160509990 
 

http://www.ledger-enquirer.com/news/state/georgia/article74997177.html
http://www.wwltv.com/news/local/st-john/laplace-under-boil-water-advisory/163985506
http://www.wwltv.com/news/local/st-john/laplace-under-boil-water-advisory/163985506
http://www.cnn.com/2016/04/29/health/zika-test-fda-approved/index.html
http://patch.com/virginia/oldtownalexandria/alexandria-school-closed-monday-due-power-outage
http://patch.com/virginia/oldtownalexandria/alexandria-school-closed-monday-due-power-outage
http://www.freep.com/story/news/education/2016/05/02/detroit-teacher-sick-out-closes-67-schools/83813704/
http://www.freep.com/story/news/education/2016/05/02/detroit-teacher-sick-out-closes-67-schools/83813704/
http://www.poconorecord.com/article/20160501/NEWS/160509990
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29. April 29, Washington Post – (Virginia) After two weeks, Shenandoah National Park 
wildfire ‘contained.’ Crews reached full containment April 29 of the 10,326-acre 
wildfire that burned in the southern portion of Shenandoah National Park in Virginia. 
Skyline Drive was reopened while a portion of the Appalachian Trail and other trails in 
the affected area remained closed while workers removed burned trees and ensured that 
trails were safe.  
Source: https://www.washingtonpost.com/local/after-two-weeks-shenandoah-national-
park-wildfire-contained/2016/04/29/ef7e1a64-0e40-11e6-8ab8-
9ad050f76d7d_story.html  
 

Emergency Services Sector 

30. May 1, Omaha World-Herald – (Nebraska) Inmates flood housing unit, causing 
water damage at Sarpy County Jail. Four inmates at Sarpy County Jail in Nebraska 
were arrested after they barricaded themselves in a housing unit April 29 and broke 11 
sprinkler heads, causing flooding and significant damage. The four inmates were 
detained and crews began to pump out the water and clean up the unit.  
Source: http://www.omaha.com/news/crime/inmates-flood-housing-unit-causing-water-
damage-at-sarpy-county/article_e7dfe704-0f23-11e6-acef-83cf3c69c186.html  

 
 For additional stories, see items 13 and 38 
 
Information Technology Sector 

31. May 2, SecurityWeek – (International) Serious flaw found in “PL/SQL Developer” 
update system. Allround Automations released a new version of its PL/SQL 
Developer product after an application security consultant discovered that version 
11.0.4, and earlier versions, used Hyper Text Transfer Protocol (HTTP) updates and 
did not validate the downloaded file’s authenticity, allowing a man-in-the-middle 
(MitM) attacker to replace the authentic Uniform Resource Locator (URL) with another 
URL that leads to a malicious file, as well as replace the download link with an 
arbitrary command that will execute in a user’s context during the PL/.SQL Developer 
update process.  
Source: http://www.securityweek.com/serious-flaw-found-plsql-developer-update-
system 
 

32. May 2, SecurityWeek – (International) Microsoft adds Nano server to bug bounty 
program. Microsoft reported April 29 that it is offering large monetary rewards for 
vulnerabilities found in the Nano Server installation option of its Windows Server 2016 
Technical Preview 5 and all subsequent releases after stating that the product was ideal 
for a compute host for Hyper-V virtual machines, a storage host for Scale-Out File 
Server, a Domain Name System (DNS) server, and a host for cloud apps, and if 
infected, could pose severe damages to each component.  
Source: http://www.securityweek.com/microsoft-adds-nano-server-bug-bounty-
program 
 

33. May 1, Softpedia – (International) Valve fixes steam crypto bug that exposed 

https://www.washingtonpost.com/local/after-two-weeks-shenandoah-national-park-wildfire-contained/2016/04/29/ef7e1a64-0e40-11e6-8ab8-9ad050f76d7d_story.html
https://www.washingtonpost.com/local/after-two-weeks-shenandoah-national-park-wildfire-contained/2016/04/29/ef7e1a64-0e40-11e6-8ab8-9ad050f76d7d_story.html
https://www.washingtonpost.com/local/after-two-weeks-shenandoah-national-park-wildfire-contained/2016/04/29/ef7e1a64-0e40-11e6-8ab8-9ad050f76d7d_story.html
http://www.omaha.com/news/crime/inmates-flood-housing-unit-causing-water-damage-at-sarpy-county/article_e7dfe704-0f23-11e6-acef-83cf3c69c186.html
http://www.omaha.com/news/crime/inmates-flood-housing-unit-causing-water-damage-at-sarpy-county/article_e7dfe704-0f23-11e6-acef-83cf3c69c186.html
http://www.securityweek.com/serious-flaw-found-plsql-developer-update-system
http://www.securityweek.com/serious-flaw-found-plsql-developer-update-system
http://www.securityweek.com/microsoft-adds-nano-server-bug-bounty-program
http://www.securityweek.com/microsoft-adds-nano-server-bug-bounty-program
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passwords in plaintext. Valve updated its Steam gaming client after a security 
researcher found that the lack of Message Authentication Code (MAC) in its 
application’s crypto package allowed an attacker to carry out man-in-the-middle 
(MitM) attacks, enabled victims to become Valve Anti-Cheat (VAC) banned, or 
potentially exposed users’ passwords in plaintext.  
Source: http://news.softpedia.com/news/valve-fixes-steam-crypto-bug-that-exposed-
passwords-in-plaintext-503583.shtml 
 

34. May 1, Softpedia – (International) Decrypter for Alpha ransomware lets victims 
recover files for free. A team of security researchers discovered and decrypted a new 
ransomware version called Alpha ransomware, which demands targets pay $400 worth 
of iTunes gift cards to decrypt encrypted files by using AES-256 encryption to lock 
files, change each file’s name with the .encrypted extension, add a ransom note in text 
format in each folder, change the target’s wallpaper, and delete itself to avoid detection. 
Researchers found a weakness in the ransomware’s encryption routine and released a 
decrypter to help victims retrieve locked files.   
Source: http://news.softpedia.com/news/decrypter-for-alpha-ransomware-lets-victims-
recover-files-for-free-503581.shtml  
 

35. April 29, Softpedia – (International) Crooks deliver android malware via Fake 
Google Chrome updates. Security researchers from Zscaler discovered that cyber 
criminals were distributing fake Google Chrome update packages disguised as Android 
application package (APK) files affecting Android users to steal a target’s credit card 
information, terminate the device’s antivirus software, monitor incoming and outgoing 
calls and Short Message Service (SMS) messages, as well as start or end calls, among 
other actions. Attackers were seen using large collections of domain names to host the 
malware, which were changed a regular intervals.   
Source: http://news.softpedia.com/news/crooks-deliver-android-malware-via-fake-
google-chrome-updates-503559.shtml 
 

36. April 29, Softpedia – (International) BPlug trojan hides in Chrome Extensions and 
Spams your Facebook friends. Security researchers from Dr. Web discovered that 
over 12,000 users were infected with the trojan titled, Trojan.BPlug.1074 or BPlug 
after the bug was seen hiding in Google Chrome’s extensions and collecting a target’s 
Facebook user identifier (UID) and their cross-site request forgery (CSRF) token to 
execute actions on a Facebook users’ behalf. Attackers can send out malicious links 
disguised as YouTube videos to Facebook friends in an aim to increase the trojan’s 
infection.    
Source: http://news.softpedia.com/news/bplug-trojan-hides-in-chrome-extensions-and-
spams-your-facebook-friends-503554.shtml 
 

37. April 29, SecurityWeek – (International) Malware leverages Windows “God Mode” 
for persistency. Researchers from Intel Security reported that the malware dubbed, 
“Dynamer” was abusing the Microsoft Windows Easter Egg called “God Mode” 
function to gain persistency on an infected machine by installing itself into a folder 
inside the %AppData% directory, creating a registry run key, and executing its 

http://news.softpedia.com/news/valve-fixes-steam-crypto-bug-that-exposed-passwords-in-plaintext-503583.shtml
http://news.softpedia.com/news/valve-fixes-steam-crypto-bug-that-exposed-passwords-in-plaintext-503583.shtml
http://news.softpedia.com/news/decrypter-for-alpha-ransomware-lets-victims-recover-files-for-free-503581.shtml
http://news.softpedia.com/news/decrypter-for-alpha-ransomware-lets-victims-recover-files-for-free-503581.shtml
http://news.softpedia.com/news/crooks-deliver-android-malware-via-fake-google-chrome-updates-503559.shtml
http://news.softpedia.com/news/crooks-deliver-android-malware-via-fake-google-chrome-updates-503559.shtml
http://news.softpedia.com/news/bplug-trojan-hides-in-chrome-extensions-and-spams-your-facebook-friends-503554.shtml
http://news.softpedia.com/news/bplug-trojan-hides-in-chrome-extensions-and-spams-your-facebook-friends-503554.shtml
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capability normally. Researchers advised affected users to terminate the malware’s 
process via Task Manager and run a specially crafted command from the command 
prompt.    
Source: http://www.securityweek.com/malware-leverages-windows-god-mode-
persistency  

 
Internet Alert Dashboard 

To report cyber infrastructure incidents or to request information, please contact US-CERT at soc@us-cert.gov or 
visit their Web site: http://www.us-cert.gov 
 
Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and 
Analysis Center) Web site: http://www.it-isac.org  

 
Communications Sector 

 Nothing to report  
 
Commercial Facilities Sector 

38. May 1, WPIX 11 New York City – (New York) Massive fire engulfs Orthodox 
Cathedral in Manhattan hours after thousands attend services. A 4-alarm fire May 
1 at the Serbian Orthodox Cathedral in Manhattan destroyed the facility and prompted 
more than 168 firefighters to remain on site for several hours containing the incident. 
The cause of the fire was unknown and no injuries were reported.  
Source: http://pix11.com/2016/05/01/massive-fire-engulfs-church-in-chelsea/  
 

39. May 1, KING 5 Seattle – (Washington) Massive fire destroys Mount Vernon 
businesses. A Mount Vernon commercial block May 1 sustained approximately $1.5 
million in damages after a multi-alarm fire was first discovered at the Craft Stove and 
spread to surrounding businesses. Fire crews remained on site for several hours 
containing the incident and no injuries were reported.    
Source: http://www.king5.com/news/local/fire-causes-15-million-in-damages-in-mt-
vernon/163666825 
 

40. May 1, KUSA 9 Denver – (Colorado) Fire breaks out at Federal Heights apartment 
complex. A Federal Heights apartment complex sustained extensive damage May 1 
after a fire began on the east side of the building and displaced 20 residents. The cause 
of the fire was unknown and no injuries were reported.  
Source: http://www.9news.com/news/local/fire-breaks-out-at-federal-heights-
apartment-complex/163370272 
 

41. May 1, KNSD 39 San Diego – (California) Freon leak prompts hazmat situation at 
Chula Vista Costco, sickens multiple people. A Costco Wholesale store in Chula 
Vista, California, was closed for the remainder of the day May 1 following a freon leak 
when a worker on a forklift accidentally fit a refrigerator pipe, causing a HAZMAT 
situation. Seven employees were evacuated and four people were sent to area hospitals.    
Source: http://www.nbcsandiego.com/news/local/Toxic-at-Costco-Leaks-Sends-

http://www.securityweek.com/malware-leverages-windows-god-mode-persistency
http://www.securityweek.com/malware-leverages-windows-god-mode-persistency
mailto:soc@us-cert.gov
http://www.us-cert.gov/
http://www.it-isac.org/
http://pix11.com/2016/05/01/massive-fire-engulfs-church-in-chelsea/
http://www.king5.com/news/local/fire-causes-15-million-in-damages-in-mt-vernon/163666825
http://www.king5.com/news/local/fire-causes-15-million-in-damages-in-mt-vernon/163666825
http://www.9news.com/news/local/fire-breaks-out-at-federal-heights-apartment-complex/163370272
http://www.9news.com/news/local/fire-breaks-out-at-federal-heights-apartment-complex/163370272
http://www.nbcsandiego.com/news/local/Toxic-at-Costco-Leaks-Sends-Multiple-to-Hospital-in-Chula-Vista-377749611.html
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Multiple-to-Hospital-in-Chula-Vista-377749611.html 
 

42. April 29, WFAA 8 Dallas – (Texas) Three units damaged in 3-alarm apartment fire. 
A 3-alarm fire at the Carrolton Park Apartments severely damaged 3 apartment units 
and prompted about 60 firefighters to contain the incident after the fire began in a 
kitchen when a maintenance worker accidentally torched the wall insulation while 
conducting hot work repair on a water line. One person was injured.   
Source: http://www.wfaa.com/news/local/dallas-county/crews-working-to-contain-3-
alarm-apartment-fire-in-north-dallas/160284521  
 

43. April 29, WMTW 8 Poland Spring – (Maine) Power plant pays $300,000 after rust 
spews on cars. The Calpine Corporation plant in Westbrook, Maine, is paying 
$300,000 to detail 300 vehicles April 29 after the plant restarted and sent particles of 
rust up the boil exhaust stacks, which piled onto vehicles parked in a nearby parking lot 
in early April. The Maine Department of Environmental Protection reported that the 
residue posed no health risks, but could cause damage to a vehicle’s paint and 
windows.  
Source: http://www.wmtw.com/news/power-plant-pays-300000-after-rust-spews-on-
cars/39284870  
 

Dams Sector 

 See item 3  
  

http://www.nbcsandiego.com/news/local/Toxic-at-Costco-Leaks-Sends-Multiple-to-Hospital-in-Chula-Vista-377749611.html
http://www.wfaa.com/news/local/dallas-county/crews-working-to-contain-3-alarm-apartment-fire-in-north-dallas/160284521
http://www.wfaa.com/news/local/dallas-county/crews-working-to-contain-3-alarm-apartment-fire-in-north-dallas/160284521
http://www.wmtw.com/news/power-plant-pays-300000-after-rust-spews-on-cars/39284870
http://www.wmtw.com/news/power-plant-pays-300000-after-rust-spews-on-cars/39284870
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Department of Homeland Security (DHS)  
DHS Daily Open Source Infrastructure Report Contact Information 

About the reports - The DHS Daily Open Source Infrastructure Report is a daily [Monday 
through Friday] summary of open-source published information concerning significant critical 
infrastructure issues. The DHS Daily Open Source Infrastructure Report is archived for 10 days on 
the Department of Homeland Security Web site: http://www.dhs.gov/IPDailyReport 

Contact Information 
Content and Suggestions: Send mail to cikr.productfeedback@hq.dhs.gov or contact the DHS 

Daily Report Team at (703) 942-8590  

Subscribe to the Distribution List: Visit the DHS Daily Open Source Infrastructure Report and follow 
instructions to Get e-mail updates when this information changes.  

Removal from Distribution List: Send mail to support@govdelivery.com. 

Contact DHS 
To report physical infrastructure incidents or to request information, please contact the National Infrastructure 
Coordinating Center at nicc@hq.dhs.gov or (202) 282-9201.  
To report cyber infrastructure incidents or to request information, please contact US-CERT at soc@us-cert.gov or visit 
their Web page at www.us-cert.gov. 

Department of Homeland Security Disclaimer 
The DHS Daily Open Source Infrastructure Report is a non-commercial publication intended to educate and inform 
personnel engaged in infrastructure protection. Further reproduction or redistribution is subject to original copyright 
restrictions. DHS provides no warranty of ownership of the copyright, or accuracy with respect to the original source 
material.  
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