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Top Stories 

• CRF Frozen Foods expanded a previous recall May 2 to include all 358 of its frozen 
organic and traditional fruits and vegetables products due to potential Listeria 
monocytogenes contamination following 7 cases of Listeria-related hospitalizations that 
were linked to the products. – U.S. Food and Drug Administration (See item 7)  
 

• The owner of Express Food Mart in Camden, New Jersey, pleaded guilty May 2 to stealing 
over $1.2 million in Supplemental Nutrition Assistance Program (SNAP) redemptions from 
November 2011 – October 2014. – Newark Star-Ledger (See item 8)  

 

• Teacher sick-outs prompted 94 schools in the Detroit Public Schools district to close for a 
second consecutive day May 2 due to concerns over teachers’ pay. – Associated Press (See 
item 15)  

 

• A security researcher discovered a parameter tampering vulnerability in a new PwnedList 
service could allow an attacker to add any desired domain through a flaw in the service’s 
two-step authentication process. – SecurityWeek (See item 22)  
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Energy Sector 

1. May 2, Associated Press – (Washington) Blaze burns 2,000 gallons of oil at Chehalis 
gas station. Authorities are investigating after a May 2 blaze burned about 2,000 
gallons of lubricating oil inside a Cenex warehouse in Chehalis.  
Source: http://www.eastoregonian.com/blaze-burns-2000-gallons-of-oil-at-chehalis-
gas-station-eo-ap-webfeeds-news-northwestdb913712cf9540b892a7fd36c9b60578 
 

Chemical Industry Sector 

2. May 2, WTVC 9 Chattanooga – (Tennessee) Fire confirmed at Lonza in Charleston. 
An Arch Chemicals, Inc., official reported May 2 that a fire at its warehouse in 
Charleston, Tennessee, prompted a shelter in place for its employees for about 2 hours 
until emergency crews deemed the area safe. One employee was treated for chlorine 
inhalation on site and the cause of the fire remains under investigation.    
Source: http://newschannel9.com/news/local/fire-confirmed-at-olin-chemical-in-
charleston 

 
Nuclear Reactors, Materials, and Waste Sector 

 Nothing to report 
 
Critical Manufacturing Sector 

 Nothing to report 
 
Defense Industrial Base Sector 

Nothing to report 
 
Financial Services Sector 

 Nothing to report 
 
Transportation Systems Sector 

3. May 3, New Providence-Berkeley Heights Patch – (New Jersey) 3 airlifted to hospital 
after multi-car accident on Rt. 78. Route 78 east in Berkeley Heights was closed for 3 
hours May 2 due to a multi-vehicle accident involving three cars that left three people 
injured.  
Source: http://patch.com/new-jersey/newprovidence/three-airlifted-hospital-following-
three-car-accident-rt-78 
 

4. May 2, WISN 12 Milwaukee – (Wisconsin) Man, 77, dies in crash on Highway 16. 
Westbound Highway 16 in Waukesha County was closed for approximately 5 hours 
May 2 after a driver lost control of his vehicle and struck another vehicle, causing both 
cars to leave the roadway and strike a guardrail and bridge pillar. One person was killed 

http://www.eastoregonian.com/blaze-burns-2000-gallons-of-oil-at-chehalis-gas-station-eo-ap-webfeeds-news-northwestdb913712cf9540b892a7fd36c9b60578
http://www.eastoregonian.com/blaze-burns-2000-gallons-of-oil-at-chehalis-gas-station-eo-ap-webfeeds-news-northwestdb913712cf9540b892a7fd36c9b60578
http://newschannel9.com/news/local/fire-confirmed-at-olin-chemical-in-charleston
http://newschannel9.com/news/local/fire-confirmed-at-olin-chemical-in-charleston
http://patch.com/new-jersey/newprovidence/three-airlifted-hospital-following-three-car-accident-rt-78
http://patch.com/new-jersey/newprovidence/three-airlifted-hospital-following-three-car-accident-rt-78
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and three others were injured. 
Source: http://www.wisn.com/news/highway-16-closed-in-both-directions-at-highway-
83/39342740 
 

5. May 2, KTRK 13 Houston – (Texas) All lanes of 59 SB at San Jacinto River back 
open after early morning fire. All southbound lanes of Eastex Freeway at the San 
Jacinto River reopened May 2 after being shut down for at least 5 hours following a 
semi-truck fire. No injuries were reported and the cause of the fire was not disclosed.     
Source: http://www.kivitv.com/news/semi-rollover-prompts-highway-95-shut-down  
 

6. May 2, KIVI 6 Nampa – (Idaho) No injuries reported after semi truck crash. A 
portion of Highway 95 near Council, Idaho, was closed for more than 5 hours May 2 
after a semi-truck carrying explosive powder veered off the roadway and into the 
barrow pit, causing the semi-truck to tip. No injuries were reported and officials are 
investigating the incident.   
Source: http://www.kivitv.com/news/semi-rollover-prompts-highway-95-shut-down  
 

Food and Agriculture Sector 

7. May 3, U.S. Food and Drug Administration – (International) CRF Frozen Foods 
expands voluntary recall to include all frozen vegetable and fruit products due to 
possible health risk. CRF Frozen Foods expanded a previous recall May 2 to include 
all 358 of its frozen organic and traditional fruits and vegetables products due to 
potential Listeria monocytogenes contamination after U.S. officials identified 7 cases 
of hospitalizations in 3 states due to Listeria and determined some of these illnesses 
were linked to consuming CRF-manufactured products. The company suspended 
operations at its Pasco, Washington facility following the initial recall and stated that 
the products may have been purchased nationwide and in Canada. 
Source: http://www.fda.gov/Safety/Recalls/ucm498841.htm 
 

8. May 2, Newark Star-Ledger – (New Jersey) Camden shop owner admits stealing 
$1.2M in SNAP benefits. The owner of Express Food Mart in Camden, New Jersey, 
pleaded guilty May 2 to stealing over $1.2 million in Supplemental Nutrition 
Assistance Program (SNAP) redemptions from November 2011 – October 2014. 
Authorities stated that the store owner paid SNAP benefit holders 50 cents on the 
dollar.   
Source: 
http://www.nj.com/camden/index.ssf/2016/05/camden_shop_owner_admits_stealing_1
2m_in_snap_bene.html 
 

9. May 2, U.S. Food and Drug Administration – (National) Vitalicious issues allergy 
alert for undeclared milk in select Apple Crumble VitaTops. Vitalicious 
Acquisition LLC, issued a voluntary recall May 2 for select lots of its Vitalicious Apple 
Crumb VitaTops frozen products due to misbranding and undeclared milk after it was 
discovered that the ingredient statement failed to declare the presence of milk in the 
products. The company has revised the ingredient statement and no illnesses have been 
reported in connection with the products which were sold via Internet sales nationwide.  

http://www.wisn.com/news/highway-16-closed-in-both-directions-at-highway-83/39342740
http://www.wisn.com/news/highway-16-closed-in-both-directions-at-highway-83/39342740
http://www.kivitv.com/news/semi-rollover-prompts-highway-95-shut-down
http://www.kivitv.com/news/semi-rollover-prompts-highway-95-shut-down
http://www.fda.gov/Safety/Recalls/ucm498841.htm
http://www.nj.com/camden/index.ssf/2016/05/camden_shop_owner_admits_stealing_12m_in_snap_bene.html
http://www.nj.com/camden/index.ssf/2016/05/camden_shop_owner_admits_stealing_12m_in_snap_bene.html
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Source: http://www.fda.gov/Safety/Recalls/ucm498746.htm 
 

10. May 2, U.S. Food and Drug Administration – (National) CSM Bakery Solutions 
voluntary recalls 8” Single Layer Red Velvet Cake sold at Safeway and 12” 
Decorated Chocolate Chip Cookie sold at Acme and Jewel stores due to 
undeclared peanut allergen. CSM Bakery Solutions issued a voluntary recall April 30 
for its Safeway 8-inch Single Layer Red Velvet Cake, ACME 12-inch Decorated 
Chocolate Chip Cookie, and Jewel 12-inch Decorated Chocolate Chip Cookie products 
due to misbranding and undeclared peanuts after post-production testing revealed that a 
supplier provided flour which had inadvertently come into contact with peanuts. No 
illnesses have been reported and the products were sold in Safeway Inc., Acme Markets 
Inc., and Jewel-Osco stores in 14 States.  
Source: http://www.fda.gov/Safety/Recalls/ucm498663.htm 
 

11. May 2, U.S. Food and Drug Administration – (National) Giant Eagle voluntarily 
recalls Walnut Delight and Pecan Tassie cookies due to an undeclared milk 
allergen. Giant Eagle issued a voluntary recall May 2 for all lots of its Giant Eagle 
brand Walnut Delight and Pecan Tassie cookie products due to an undeclared milk 
allergen following a quality assurance review of the ingredient declaration which 
revealed that the label did not declare milk. There have been no reported illnesses and 
the products were sold in the Bakery department at Giant Eagle and Market District 
stores in five states.   
Source: http://www.fda.gov/Safety/Recalls/ucm498645.htm 
 

12. May 2, Fresno Bee – (California) Ammonia leak in Sanger injures firefighter at 
Pitman Farms. An ammonia leak at Pitman Farms in Sanger, California, May 2 sent 6 
people to area hospitals, injured 1 firefighter, and forced 800 people to be evacuated 
while firefighters remained on site for nearly 3 hours containing the incident. The cause 
of the leak remains under investigation. 
Source: http://www.fresnobee.com/news/business/agriculture/article75254377.html 

 
Water and Wastewater Systems Sector 

13. May 3, Boston Globe – (Massachusetts) Water main break leaves 40 percent of Hull 
residents without water. A South Shore town official reported May 3 that a water 
main break in Hull, Massachusetts, left about 4,000 residents without water and caused 
schools to close after temporary repairs conducted by the Aquarion Water Company 
failed to uphold. The company plans to conduct permanent repairs May 3.    
Source: https://www.bostonglobe.com/metro/2016/05/03/water-main-break-leaves-
percent-hull-without-water-repairs-underway/IVKXUcNNLnRFbfji4TnnfJ/story.html 
 

14. May 2, Peoria Journal Star – (Illinois) Final repairs to water main break near 
downtown Peoria likely to be finished by mid-May. Two unrelated water main 
breaks occurred in Peoria, Illinois, May 2 including one break that affected 
approximately 50 area customers, while another break disrupted programs at the 
Salvation Army’s Family Service building and forced the evacuation of the Safety Net 
Shelter following a 12-inch pipe rupture. Crews made temporary repairs, but officials 

http://www.fda.gov/Safety/Recalls/ucm498746.htm
http://www.fda.gov/Safety/Recalls/ucm498663.htm
http://www.fda.gov/Safety/Recalls/ucm498645.htm
http://www.fresnobee.com/news/business/agriculture/article75254377.html
https://www.bostonglobe.com/metro/2016/05/03/water-main-break-leaves-percent-hull-without-water-repairs-underway/IVKXUcNNLnRFbfji4TnnfJ/story.html
https://www.bostonglobe.com/metro/2016/05/03/water-main-break-leaves-percent-hull-without-water-repairs-underway/IVKXUcNNLnRFbfji4TnnfJ/story.html
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estimated that final repairs would be completed May 11.  
Source: http://www.pjstar.com/news/20160502/final-repairs-to-water-main-break-near-
downtown-peoria-likely-to-be-finished-by-mid-may?page=2 

 
Healthcare and Public Health Sector 

 Nothing to report 

Government Facilities Sector 

15. May 3, Associated Press – (Michigan) Teacher sick-outs close most Detroit schools 
for a 2nd day. Teacher sick-outs prompted 94 schools in the Detroit Public Schools 
district to close for a second consecutive day May 2 due to concerns over teachers’ pay.  
Source: http://www.msn.com/en-us/news/us/teacher-sick-outs-close-most-detroit-
schools-for-a-2nd-day/ar-BBszn88 
 

16. May 3, WCAU 10 Philadelphia – (Delaware) Power outages close Smyrna schools. 
Severe storms that moved through Smyrna knocked out power and forced the Smyrna 
School District to close the middle and high schools on Duck Creek Parkway May 3. 
Source: http://www.nbcphiladelphia.com/weather/stories/Smyrna-High-School-Middle-
School-No-Power-377928481.html 
 

17. May 2, U.S. Department of Justice – (California) Special agent pleads guilty to 
embezzlement of drug proceeds and obstruction of justice. A former FBI special 
agent pleaded guilty May 2 to Federal charges after he misappropriated over $136,000 
in drug proceeds seized during the execution of 3 search warrants in June and August 
2014, and concealed his embezzlement by falsifying official FBI reports, submitting a 
receipt with a forged signature, and asking a local police detective to provide false 
information regarding the drug proceeds. Officials stated the former agent used a 
portion of the funds for personal use and deposited the remaining funds into a personal 
checking account.  
Source: https://www.justice.gov/opa/pr/former-fbi-special-agent-pleads-guilty-
embezzlement-drug-proceeds-and-obstruction-justice 
 

For additional stories, see items 8 and 13 
 

Emergency Services Sector 

18. May 3, Associated Press – (New Jersey) New Jersey inmate escapes from prison 
weeks before parole. Officials from the New Jersey Department of Corrections are 
searching for an inmate who escaped from the Ancora unit of Bayside State Prison in 
Hammonton May 3. 
Source: http://philadelphia.cbslocal.com/2016/05/03/new-jersey-inmate-escapes-from-
prison-weeks-before-parole/ 

 
19. May 2, Hendersonville Lightning – (North Carolina) Fletcher fire department says 

manager stole $325,000. A former office manager for the Fletcher Fire & Rescue 

http://www.pjstar.com/news/20160502/final-repairs-to-water-main-break-near-downtown-peoria-likely-to-be-finished-by-mid-may?page=2
http://www.pjstar.com/news/20160502/final-repairs-to-water-main-break-near-downtown-peoria-likely-to-be-finished-by-mid-may?page=2
http://www.msn.com/en-us/news/us/teacher-sick-outs-close-most-detroit-schools-for-a-2nd-day/ar-BBszn88
http://www.msn.com/en-us/news/us/teacher-sick-outs-close-most-detroit-schools-for-a-2nd-day/ar-BBszn88
http://www.nbcphiladelphia.com/weather/stories/Smyrna-High-School-Middle-School-No-Power-377928481.html
http://www.nbcphiladelphia.com/weather/stories/Smyrna-High-School-Middle-School-No-Power-377928481.html
https://www.justice.gov/opa/pr/former-fbi-special-agent-pleads-guilty-embezzlement-drug-proceeds-and-obstruction-justice
https://www.justice.gov/opa/pr/former-fbi-special-agent-pleads-guilty-embezzlement-drug-proceeds-and-obstruction-justice
http://philadelphia.cbslocal.com/2016/05/03/new-jersey-inmate-escapes-from-prison-weeks-before-parole/
http://philadelphia.cbslocal.com/2016/05/03/new-jersey-inmate-escapes-from-prison-weeks-before-parole/


 - 6 - 

Department in North Carolina was charged April 29 for allegedly embezzling $325,000 
from the department. The former office manager reportedly used the fire department’s 
credit card to obtain cash advances for personal use. 
Source: http://www.hendersonvillelightning.com/news/5102-fletcher-fire-department-
says-manager-stole-325-000.html 
 

Information Technology Sector 

20. May 3, SecurityWeek – (International) Google patches 40 vulnerabilities in Android. 
Google released security updates for its Android operating system (OS) patching 40 
vulnerabilities including a remote code execution flaw (RCE) in Mediaserver that could 
allow an attacker to execute code within the software, and a privilege escalation flaw in 
the Android debugger that could allow a malicious application to execute arbitrary code 
in Android debugger or kernel, among other patched flaws.  
Source: http://www.securityweek.com/google-patches-40-vulnerabilities-android 
 

21. May 2, SecurityWeek – (International) Accellion patches flaws found during 
Facebook hack. The Computer Emergency Response Team (CERT) Coordination 
Center (CC) released an advisory addressing seven vulnerabilities in the Accellion File 
Transfer Appliance after a security consultant discovered one of the flaws could be 
leveraged to upload a web shell, which is an SQL injection, due to improper handling 
of data in the “client_id” parameter in “/home/seos/courier/security_key2.api.” Other 
vulnerabilities include three cross-site scripting (XSS) flaws and a number of local 
privilege escalation issues related to incorrect default permissions. 
Source: http://www.securityweek.com/accellion-patches-flaws-found-during-facebook-
hack 
 

22. May 2, SecurityWeek – (International) Millions of credentials exposed by PwnedList 
flaw. A security researcher discovered a parameter tampering vulnerability in a new 
PwnedList service called Vendor Security Monitoring which could allow an attacker to 
add any desired domain through a flaw in the service’s two-step authentication process 
and submit arbitrary data by tampering with the request. An attacker with an active 
PwnedList account can exploit the flaw to add the domain of any major company to 
generate a list of all compromised email accounts.  
Source: http://www.securityweek.com/millions-credentials-exposed-pwnedlist-flaw 
 

23. May 2, SecurityWeek – (International) Compromised RDP Servers used in corporate 
ransomware attacks. Researchers from Fox-IT discovered that attackers could 
disseminate ransomware through a compromised remote desktop server by using brute 
force attacks to infiltrate a remote desktop server connected to the Internet and use 
privilege escalation methods to find domain administration status. Once an attacker 
infiltrates a system and gains administrative privileges, they can extract data, recruit 
into a botnet, deliver spam, and demand monetary funds from a compromised 
company.  
Source: http://www.securityweek.com/compromised-rdp-servers-used-corporate-
ransomware-attacks 
 

http://www.hendersonvillelightning.com/news/5102-fletcher-fire-department-says-manager-stole-325-000.html
http://www.hendersonvillelightning.com/news/5102-fletcher-fire-department-says-manager-stole-325-000.html
http://www.securityweek.com/google-patches-40-vulnerabilities-android
http://www.securityweek.com/accellion-patches-flaws-found-during-facebook-hack
http://www.securityweek.com/accellion-patches-flaws-found-during-facebook-hack
http://www.securityweek.com/millions-credentials-exposed-pwnedlist-flaw
http://www.securityweek.com/compromised-rdp-servers-used-corporate-ransomware-attacks
http://www.securityweek.com/compromised-rdp-servers-used-corporate-ransomware-attacks
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Internet Alert Dashboard 

To report cyber infrastructure incidents or to request information, please contact US-CERT at soc@us-cert.gov or 
visit their Web site: http://www.us-cert.gov 
 
Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and 
Analysis Center) Web site: http://www.it-isac.org  

 
Communications Sector 

 Nothing to report 
 
Commercial Facilities Sector 

24. May 3, WTVO 17 Rockford – (Illinois) Police rescue fire victims using new tool. The 
Applewood Lane apartment complex in Loves Park, Illinois, sustained more than 
$100,000 in damages May 2 following a fire that began on the second floor and spread 
to surrounding floors. One woman was injured and fire crews contained the incident.  
Source: http://www.mystateline.com/news/apartment-fire-leaves-several-without-
shelter  
 

25. May 2, Fox News; Associated Press – (Florida) Officials: FBI thwarts plot against 
prominent Florida Jewish center. The FBI arrested a man May 2 after releasing a 17-
page affidavit which revealed that the man planned to allegedly bomb the Aventura 
Turnberry Jewish Center in South Florida during Passover services and later claim the 
attack was related to the Islamic State terrorist group. An undercover FBI agent 
recorded the suspect’s conversations, confirmed the planned attacks, and prevented the 
incident from occurring.  
Source: http://www.foxnews.com/us/2016/05/02/report-fbi-foils-alleged-terror-attack-
at-prominent-florida-synagogue.html 
 

26. April 30, Tallahassee Democrat – (Florida) $100,000 in damage at Pullen Road 
apartment fire. Officials are investigating an April 30 fire at a Tallahassee apartment 
complex on Pullen Road that caused about $100,000 in damages and destroyed several 
apartment units. No injuries were reported.   
Source: http://www.tallahassee.com/story/news/2016/04/30/10000-damage-pullen-
road-apartment-fire/83754416/  

 
Dams Sector 

27. May 2, KRCR 7 Redding/Chico – (California) Groundbreaking levee project to 
restore ecosystem. The U.S. Army Corps of Engineers Sacramento District and 
Reclamation District 2140 broke ground on a new multi-purpose levee project in 
Hamilton City, California, May 2, which aims to improve nearly 7 miles of levees and 
restore 1,500 acres of ecosystems. The project is the first to incorporate ecosystem 
restoration as a primary benefit, as well as include flood risk management.  
Source: http://www.krcrtv.com/news/local/hamilton-city-breaks-ground-for-new-
levee/39346976 

mailto:soc@us-cert.gov
http://www.us-cert.gov/
http://www.it-isac.org/
http://www.mystateline.com/news/apartment-fire-leaves-several-without-shelter
http://www.mystateline.com/news/apartment-fire-leaves-several-without-shelter
http://www.foxnews.com/us/2016/05/02/report-fbi-foils-alleged-terror-attack-at-prominent-florida-synagogue.html
http://www.foxnews.com/us/2016/05/02/report-fbi-foils-alleged-terror-attack-at-prominent-florida-synagogue.html
http://www.tallahassee.com/story/news/2016/04/30/10000-damage-pullen-road-apartment-fire/83754416/
http://www.tallahassee.com/story/news/2016/04/30/10000-damage-pullen-road-apartment-fire/83754416/
http://www.krcrtv.com/news/local/hamilton-city-breaks-ground-for-new-levee/39346976
http://www.krcrtv.com/news/local/hamilton-city-breaks-ground-for-new-levee/39346976
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28. May 1, WEWS 5 Cleveland – (Ohio) EPA: Bolivar Dam partially closes to protect 

Tuscarawas River from chemicals. Officials from the Ohio Environmental Protection 
Agency announced May 1 that the Bolivar Dam in Ohio was partially closed while 
officials worked to protect the Tuscarawas River from chemicals that had been illegally 
dumped in three incidents in April which resulted in the death of several thousand fish.  
Source: http://www.newsnet5.com/news/state/bolivar-dam-partially-closes-to-protect-
tuscarawas-river-from-chemicals 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

http://www.newsnet5.com/news/state/bolivar-dam-partially-closes-to-protect-tuscarawas-river-from-chemicals
http://www.newsnet5.com/news/state/bolivar-dam-partially-closes-to-protect-tuscarawas-river-from-chemicals
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Department of Homeland Security (DHS)  
DHS Daily Open Source Infrastructure Report Contact Information 

About the reports - The DHS Daily Open Source Infrastructure Report is a daily [Monday 
through Friday] summary of open-source published information concerning significant critical 
infrastructure issues. The DHS Daily Open Source Infrastructure Report is archived for 10 days on 
the Department of Homeland Security Web site: http://www.dhs.gov/IPDailyReport 

Contact Information 
Content and Suggestions: Send mail to cikr.productfeedback@hq.dhs.gov or contact the DHS 

Daily Report Team at (703) 942-8590  

Subscribe to the Distribution List: Visit the DHS Daily Open Source Infrastructure Report and follow 
instructions to Get e-mail updates when this information changes.  

Removal from Distribution List: Send mail to support@govdelivery.com. 

Contact DHS 
To report physical infrastructure incidents or to request information, please contact the National Infrastructure 
Coordinating Center at nicc@hq.dhs.gov or (202) 282-9201.  
To report cyber infrastructure incidents or to request information, please contact US-CERT at soc@us-cert.gov or visit 
their Web page at www.us-cert.gov. 

Department of Homeland Security Disclaimer 
The DHS Daily Open Source Infrastructure Report is a non-commercial publication intended to educate and inform 
personnel engaged in infrastructure protection. Further reproduction or redistribution is subject to original copyright 
restrictions. DHS provides no warranty of ownership of the copyright, or accuracy with respect to the original source 
material.  

http://www.dhs.gov/IPDailyReport
mailto:cikr.productfeedback@hq.dhs.gov
http://www.dhs.gov/files/programs/editorial_0542.shtm
https://public.govdelivery.com/accounts/USDHS/subscriber/new?topic_id=USDHS_73
mailto:support@govdelivery.com
mailto:nicc@hq.dhs.gov
mailto:soc@us-cert.gov
http://www.us-cert.gov/
http://www.dhs.gov/alerts
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