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Top Stories

o Officials from Israel’s Ministry of Justice approved May 8 the extradition of two men to
the U.S. for their roles in a “pump-and-dump” stock manipulation scheme from 2011 —
2015. — Reuters (See item 3)

« Officials announced May 6 a year-long maintenance program for Washington, D.C.’s
Metro system which will shut down sections of the tracks in order to replace 48,000
wooden ties, 36,000 track fasteners, and clear 87,000 linear feet of drains at 15 locations
along the system. — USA Today (See item 10)

e Pilgrim’s Pride Corp., expanded a previous recall May 6 to include approximately
5,176,844 pounds of its fully cooked chicken products due to potential contamination with
plastic pieces. — U.S. Department of Agriculture (See item 11)

o A Federal Protective Service officer was taken into custody and charged after he shot three
people at the Westfield Montgomery Mall in Maryland before shooting another woman in
the parking lot of a Giant grocery store May 6. — NBC News (See item 32)
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Enerqy Sector

1. May 8, St. Louis Post-Dispatch — (Illinois) Power restored in Metro East in wake of
Saturday thunderstorms. Ameren Corporation crews worked to restore power May 8
to about 360 people in Metro East who remained without service following severe
thunderstorms May 7 that moved across Illinois and knocked out power to
approximately 30,000 customers.

Source: http://www.stltoday.com/news/local/metro/thousands-without-power-in-metro-
east-southern-illinois-in-wake/article f4045384-3438-5176-b2b6-daf4ce56ee42.html

2. May 7, Wisconsin State Journal — (Wisconsin) Governor declares energy emergency
after pipeline temporarily shuts down. The governor of Wisconsin declared a
statewide energy emergency May 6 after a portion of the West Shore Pipe Line Co.
pipeline between Milwaukee and Green Bay was shut down indefinitely when an
anomaly was detected. The executive order waives various Federal and State
limitations on the number of hours petroleum carrier drivers can work weekly, and was
declared in order to circumvent potential gasoline and diesel shortages in the State
while authorities continue to investigate and test the pipeline.

Source: http://host.madison.com/wsj/news/local/gov-scott-walker-declares-energy-
emergency-after-pipeline-temporarily-shuts/article_8b553d40-b7a8-595d-b03e-
a066015988e5.html

Chemical Industry Sector

Nothing to report

Nuclear Reactors, Materials, and Waste Sector

Nothing to report

Critical Manufacturing Sector

Nothing to report

Defense Industrial Base Sector

Nothing to report

Financial Services Sector

3. May 9, Reuters — (International) Israel approves extradition to U.S. of two securities
fraud suspects. Officials from Israel’s Ministry of Justice approved May 8 the
extradition of two men to the U.S. indicted in the U.S. District Court for the Southern
District of New York for their roles in a “pump-and-dump” stock manipulation scheme
where the men and co-conspirators acquired shares in thinly traded companies, sent
millions of spam emails inducing investors to purchase the stocks in order to artificially
inflate the price, then sold off their holdings from 2011 — 2015. Authorities stated that
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charges were added to the indictment in March after discovering that the duo hacked
into a dozen companies’ networks and stole the personal information of more than 100
million people.

Source: http://www.reuters.com/article/us-israel-fraud-idUSKCNOYOQ01E6

Transportation Systems Sector

4.

May 9, Associated Press — (Oregon) Wrong-way driver slams into semitrailer
carrying acid on I-5. The northbound lanes of Interstate 5 near Grants Pass were
closed for several hours May 8 after a vehicle traveling in the wrong direction struck a
semi-truck carrying hydrochloric acid, prompting one driver to be transported to an
area hospital with minor injuries. A HAZMAT team determined that no chemicals
spilled onto the roadway.

Source: http://www.statesmanjournal.com/story/news/2016/05/09/wrong-way-driver-
slams-into-semitrailer-carrying-acid--5/84132974/

May 9, KXAS 5 Fort Worth — (Texas) Jackknifed FedEx truck shuts down 1-35W in
Fort Worth. All southbound lanes of Interstate-35W in Fort Worth were closed for
several hours May 9, while northbound lanes remained closed for more than 5 hours
after a semi-truck jackknifed and came to rest on the center median of the roadway.
Authorities stated the driver was treated for minor injuries at the scene.

Source: http://www.nbcdfw.com/news/local/Jackknifed-FedEx-Truck-Shuts-Down-I-
35W-in-Fort-Worth-378613371.html

May 8, Salt Lake Tribune — (Utah) TRAX train derailment injures three. The Transit
Express (TRAX) Green Line Train traveling southbound from Central Point Station
derailed in Salt Lake City May 8, injuring three people and prompting the line to shut
down until further notice. The cause of the derailment remains under investigation and
a bus bridge was established to help transport passengers to stops.

Source: http://www.sltrib.com/home/3868763-155/utah-trax-train-derails-causes-minor

May 8, WBZ 4 Boston — (Massachusetts) South Boston T station reopens after man
hit by train. The Broadway Massachusetts Bay Transportation Authority (MBTA)
station was reopened May 8 after a man trespassing on the southbound tracks was
struck by a Red Line train, prompting the station to close for more than 3 hours. The
man was sent to an area hospital with minor injuries and shuttle buses were running to
transport passengers from Park Street to JFK stations.

Source: http://boston.cbslocal.com/2016/05/08/red-line-delays-broadway-mbta-station-
south-boston/

May 8, KBTX 3 Bryan/College Station — (Texas) Drivers identified in double fatality
crash on Highway 6; officer also injured. All lanes of Highway 6 in College Station,
Texas, were reopened May 8 following two related accidents that sent a police officer
and at least two people to area hospitals with minor injuries, killed two others, and
prompted the roadway to be closed for more than 9 hours.

Source: http://www.kbtx.com/content/news/Two-dead-College-Station-officer-injured-
in-multiple-collisions-on-Highway-6--378548925.html
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9.

10.

May 7, Lawrence Journal-World — (Kansas) U.S. Highway 24 closed following
motorcycle accident. U.S. Highway 24 in Jefferson County, Kansas, was closed for
more than 2 hours May 7 following a three-vehicle accident involving two motorcycles
that sent two drivers to area hospitals with injuries.

Source: http://m.ljworld.com/news/2016/may/07/us-highway-24-closed-following-
accident/?templates=mobile

May 6, USA Today — (Washington, D.C.) Major repairs and major delays for DC
Metro to begin in June. Officials from the Washington Metropolitan Area Transit
Authority (WMATA) announced May 6 a maintenance program for the city’s Metro
system called Safe Tracks which will shut down sections of the tracks in order to
replace 48,000 wooden ties, 36,000 track fasteners, and clear 87,000 linear feet of
drains at 15 locations along the system following incidents of tunnel fires and
emergency closures of the system in January 2015 and March 2016. Repairs are
scheduled to begin in June and last until 2017.

Source: http://www.usatoday.com/story/news/2016/05/06/dc-subway-get-massive-
repairs-but-without-closing-lines/84019322/

For another story, see item 2

Food and Agriculture Sector

11.

12.

13.

May 9, U.S. Department of Agriculture — (National) Pilgrim’s Pride Corp. recalls
poultry products due to possible foreign matter contamination. Pilgrim’s Pride
Corp., expanded a previous recall May 6 to include approximately 5,176,844 pounds of
its fully cooked chicken products sold in 30 variations due to potential contamination
with plastic pieces after the firm received consumer complaints regarding extraneous
materials found in the chicken nugget products. There have been no confirmed reports
of adverse reactions and the products were shipped for institutional use nationwide.
Source: http://www.fsis.usda.gov/wps/portal/fsis/topics/recalls-and-public-health-
alerts/recall-case-archive/archive/2016/recall-027-2016-release-expansion

May 9, U.S. Department of Agriculture — (Florida; New Jersey) La Autentica Foods,
LLC firm recalls meat tamale products due to possible Listeria contamination. La
Autentica Foods, LLC issued a recall May 7 for approximately 117,350 pounds of its
meat tamale products sold in 5 variations due to a potential Listeria monocytogenes
contamination discovered during a Federal recall of a frozen corn ingredient
contaminated with Listeria. There have been no confirmed reports of adverse reactions
in connection with the products which were distributed to retail and restaurant locations
in Florida and New Jersey.

Source: http://www.fsis.usda.gov/wps/portal/fsis/topics/recalls-and-public-health-
alerts/recall-case-archive/archive/2016/recall-037-2016-release

May 9, U.S. Department of Agriculture — (Idaho; Washington) Washington firm
recalls beef jerky products that may be undercooked. 4 Frendz, LLC issued a recall
May 7 for approximately 497 pounds of its beef jerky products sold in 5 variations due
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15.

16.

17.

18.

to under-processing and potential survival of bacterial pathogens in the products
following a comprehensive Federal Food Safety Assessment (FSA) inspection at the
Clarkston, Washington facility. There have been no confirmed reports of adverse
reactions and the products were shipped to retail locations in Idaho and Washington.
Source: http://www.fsis.usda.gov/wps/portal/fsis/topics/recalls-and-public-health-
alerts/recall-case-archive/archive/2016/recall-038-2016-release

May 7, U.S. Food and Drug Administration — (National) Tasty Toppings recalls
Dorothy Lynch Home Style Dressing. Tasty Toppings, Inc., issued a voluntary recall
May 6 for its Dorothy Lynch Home Style Dressing products due to a product quality
issue with an ingredient used in the products after testing revealed the presence of
lactobacillus. Officials stated that the products were distributed to six States and pose
no health risk to consumers.

Source: http://www.fda.gov/Safety/Recalls/ucm499777.htm

May 7, U.S. Food and Drug Administration — (International) Stahlbush Island Farms,
Inc. recalls IQF Green Beans because of possible health risk. Stahlbush Island
Farms, Inc., issued a voluntary recall May 6 for its Stahlbush IQF Green Bean products
sold in 10-ounce packages due to a potential Listeria monocytogenes contamination
after the supplier notified the company that the green beans it provided the firm had
been recalled. No illnesses have been reported and the products were distributed
nationwide and in Canada.

Source: http://www.fda.gov/Safety/Recalls/ucm499775.htm

May 7, U.S. Food and Drug Administration — (National) Voluntary recall on
Pulmuone noodles. Pulmuone Foods USA issued a voluntary recall May 6 for its
Pulmuone Korean Noodles in a Savory Black Bean Sauce, Pulmuone Noodles with
Fire-Roasted Black Bean Sauce, and Pulmuone Noodles with Beijing Style Black Bean
Sauce products due to undeclared milk. No illnesses have been reported.

Source: http://www.fda.gov/Safety/Recalls/ucm499762.htm

May 6, U.S. Food and Drug Administration — (National) Wheatberry Salad. Publix
Super Markets Inc., issued a voluntary recall May 5 for its Wheatberry Salad products
due to a potential Listeria monocytogenes contamination following a nationwide recall
of a sunflower kernel ingredient used in the salad products. Officials stated the product
is no longer available on store shelves and no illnesses have been reported in
connection with the products which were sold at all Publix retail locations in six States.
Source: http://www.fda.gov/Safety/Recalls/ucm499717.htm

May 6, U.S. Food and Drug Administration — (National) Schulze and Burch Biscuit
Co. recalls various Millville Protein Chewy Bars products because of possible
health risk. Schulze and Burch Biscuit Co., issued a voluntary recall May 5 for a
variety of its Millville Protein Chewy Bars products due to a potential Listeria
monocytogenes contamination after the company was notified by its sunflower seed
supplier that the seeds may be contaminated with Listeria. The products were
distributed through Aldi stores nationwide.
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Source: http://www.fda.gov/Safety/Recalls/ucm499751.htm

Water and Wastewater Systems Sector

19.

20.

21.

22,

May 7, WJAX 47 Jacksonville — (Florida) St. Johns County Utilities issues boil water
notice. St. Johns County Utilities Department issued a boil water advisory for
approximately 37,000 customers in St. Augustine May 6 after testing of raw water
samples uncovered the presence of E. coli bacteria. The advisory will remain in effect
for at least 48 hours or until lab tests confirm that the water is safe to drink.

Source: http://www.actionnewsjax.com/news/local/st-johns-county-utility-issues-boil-
water-advisory/266305387

May 7, KSWB 69 San Diego — (California) Sewage runoff closes Coronado, Imperial
Beach shoreline. The San Diego County Department of Environmental Health
announced May 7 that it expanded an existing water contact closure area to include the
entire shoreline of Imperial Beach, and north through the Silver Strand to Coronado
Shores due to sewage-contaminated runoff in the Tijuana River that has been entering
the Tijuana Estuary as a result of recent rainfall. The closure will remain in effect until
the water is deemed safe for recreational use.

Source: http://fox5sandiego.com/2016/05/07/sewage-runoff-closes-coronado-imperial-
beach-shoreline/

May 6, WBFF 45 Baltimore — (Maryland) DPW reports sewer overflow, urges public
to stay away from urban streams. The Baltimore City Department of Public Works
reported May 6 that more than 10,000 gallons of water was released into the Jones Falls
due to an underground sanitary sewer overflow following heavy rainfall. Officials
warned the public to avoid contact with urban streams.

Source: http://foxbaltimore.com/news/local/dpw-reports-sewer-overflow-urges-public-
to-stay-away-from-urban-streams

May 6, KMOX 1120 AM St. Louis — (Missouri) Sewer main break discovered in
Mehlville area. The Metropolitan St. Louis Sewer District warned residents who live
near Martigney Creek to avoid the water for up to 72 hours while crews worked to
repair a sewer main break in the Mehlville area after the main ruptured and released an
estimated 75,000 gallons of sewage into the creek May 5.

Source: http://stlouis.cbslocal.com/2016/05/06/sewer-main-break-discovered-in-
mehlville-area/

Healthcare and Public Health Sector

Nothing to report

Government Facilities Sector

23.

May 9, Boston Globe — (Massachusetts) Tufts urges students to stay indoors amid
threat, car fire investigation. Tufts University in Massachusetts cancelled exams,
closed several buildings, and asked students to remain indoors until further notice May
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25.

9 while police investigate a car fire on campus and a suspicious note stating that bombs
were placed in multiple campus buildings.

Source: https://www.bostonglobe.com/metro/2016/05/09/car-fire-tufts-university-
under-investigation/9ABrI920u4rT5g0vem5wsO/story.html

May 8, KPNX 12 Mesa — (Arizona) Cumero Fire burns 5,500 acres, 90% contained.
Crews reached 90 percent containment May 8 of the 5,500-acre Cumero Fire burning
on the Nogales Ranger District of the Coronado National Forest in Arizona.
Investigators determined that the fire was human-caused.

Source: http://www.12news.com/news/local/arizona/cumero-fire-burns-5500-acres-90-
contained/179316191

May 7, WYTV 33 Youngstown — (Ohio) High lead levels detected at 2 schools in
Liberty. Drinking fountains at E.J. Blott Elementary School and W.S. Guy Middle
School in Liberty, Ohio, were shut off May 5 after the school district found high levels
of lead in the water. The district is providing bottled water to students until drinking
fountains at both schools are replaced.

Source: http://wytv.com/2016/05/06/high-lead-levels-detected-at-2-schools-in-liberty/

Emergency Services Sector

Nothing to report

Information Technoloqy Sector

26.

217.

28.

May 9, SecurityWeek — (International) Over two dozen flaws found in Aruba
products. Aruba Networks patched some of the 26 security flaws discovered by a
Google security engineer, and is working to patch the remaining vulnerabilities which
impact all versions of ArubaOS, AirWave Management Platform 8.x versions prior to
8.2, and Aruba Instant access points (IAP) prior to 4.1.3.0 and 4.2.3.1. Some of the
vulnerabilities discovered include the transmission of login credentials via Hypertext
Transfer Protocol (HTTP), default accounts, remote code execution flaws, firmware-
related weaknesses, information disclosure issues, and Protocol Application
Programming Interface (PAPI)-related security bugs.

Source: http://www.securityweek.com/over-two-dozen-flaws-found-aruba-products

May 9, Softpedia — (International) Google suffers minor data breach via third-party
benefits vendor. Google notified an unknown number of employees following a data
breach that occurred when a manager of a third-party benefits vendor sent a file
containing the names and Social Security numbers of an undisclosed number of Google
employees to the wrong person. The individual who received the data deleted it from
his computer and notified Google’s vendor of the incident.

Source: http://news.softpedia.com/news/google-suffers-minor-data-breach-via-third-
party-benefits-vendor-503839.shtml

May 8, Softpedia — (International) Bucbi ransomware makes a comeback after two
years. Researchers at Palo Alto Networks reported that a cyber-crime group is utilizing
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a re-tooled version of the Buchi ransomware that does not rely on social engineering
tactics and works without needing to connect to an online command and control (C&C)
server, uses a different installation routine, and also employs a different ransom note.
The group uses brute-force attacks against corporate networks running Internet-
available Remote Desktop Protocol (RDP) servers.

Source: http://news.softpedia.com/news/bucbi-ransomware-makes-a-comeback-after-
two-years-503821.shtml

29. May 8, Softpedia — (International) 190 Android apps infected with malware
discovered on the Google Play Store. Google removed 190 applications infected with
malware from its Google Play Store after it was notified by Dr. Web security
researchers who discovered that the malware’s mode of operation, Android.Click, waits
for 6 hours after it is installed before forcibly loading a Uniform Resource Locator
(URL) in the user’s browser, prompting the user back to the Google Play Store to
download a second app.

Source: http://news.softpedia.com/news/190-android-apps-infected-with-malware-
discovered-on-the-google-play-store-503824.shtml

30. May 7, Softpedia — (International) WordPress 4.5.2 released to fix XSS and SOME
security bugs. The WordPress project released version 4.5.2 of its open-source
platform addressing two security issues in two libraries packed with the content
management system (CMS) after Cure53 researchers found a Same-Origin Method
Execution (SOME) vulnerability in the Plupload library, which allows attackers to
perform unintended actions on a Web site on behalf of victims, and a cross-site
scripting (XSS) issue in the MediaElement.js library.

Source: http://news.softpedia.com/news/wordpress-4-5-2-released-to-fix-xss-and-some-
security-bugs-503783.shtml

Internet Alert Dashboard

To report cyber infrastructure incidents or to request information, please contact US-CERT at soc@us-cert.gov or
visit their Web site: http://www.us-cert.gov

Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and
Analysis Center) Web site: http://www.it-isac.org

Communications Sector

Nothing to report

Commercial Facilities Sector

31. May 8, Chicago Sun-Times — (lllinois) 20 displaced after Palatine apartment
building fire. A May 7 fire at an apartment building in Palatine left 20 residents
displaced and several units uninhabitable. Officials believe that the fire was accidental
in nature.

Source: http://chicago.suntimes.com/news/20-displaced-after-palatine-apartment-

building-fire/
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32. May 7, NBC News — (Maryland) Maryland mall shooting suspect charged with 3
counts of murder. A Federal Protective Service officer was taken into custody and
charged after he shot two men and a woman in the parking lot of the Westfield
Montgomery Mall in Maryland before shooting another woman in the parking lot of a
Giant grocery store May 6. Two of the individuals who were shot died from their
injuries, and authorities stated that the officer is also suspected of shooting his
estranged wife in a separate incident May 5.

Source: http://www.nbcnews.com/news/us-news/maryland-mall-shooting-suspect-
eulalio-tordil-charged-3-counts-murder-n569921

33. May 6, Bowling Green Daily News — (Kentucky) Thousands in damage to nearly 30
businesses. Authorities are searching for suspects involved in causing tens of
thousands of dollars in damage to at least 28 businesses in Bowling Green, Kentucky,
May 5 after employees reported that store windows were being broken out. Police are
investigating and believe that the damage to the businesses may have been caused by
projectiles from a slingshot.

Source: http://www.bgdailynews.com/news/thousands-in-damage-to-nearly-
businesses/article_793clcda-13d5-11e6-9183-9ba34d3d12bb.html

Dams Sector

Nothing to report
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Content and Suggestions: Send mail to cikr.productfeedback@hg.dhs.gov or contact the DHS
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Subscribe to the Distribution List: Visit the DHS Daily Open Source Infrastructure Report and follow
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Removal from Distribution List: Send mail to support@govdelivery.com.

Contact DHS

To report physical infrastructure incidents or to request information, please contact the National Infrastructure
Coordinating Center at nicc@hqg.dhs.gov or (202) 282-9201.

To report cyber infrastructure incidents or to request information, please contact US-CERT at soc@us-cert.gov or visit
their Web page at www.us-cert.gov.

Department of Homeland Security Disclaimer

The DHS Daily Open Source Infrastructure Report is a non-commercial publication intended to educate and inform
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restrictions. DHS provides no warranty of ownership of the copyright, or accuracy with respect to the original source
material.
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