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Top Stories

Officials announced May 11 that three employees at the First National Bank in Lawrence
County, Arkansas, pleaded guilty to embezzling more than $3.9 million from the bank
from 2005 - 2015. — KAIT 8 Jonesboro (See item 3)

Ajinomoto Windsor, Inc., issued a recall May 11 for approximately 47,112,256 pounds of
its not-ready-to-eat meat and poultry products sold in 31 variations due to a possible
Listeria monocytogenes contamination. — U.S. Department of Agriculture (See item 6)

Officials from the Bureau of Alcohol, Tobacco, Firearms, and Explosives’ Houston Field
Division announced May 11 that an April 2013 ammonium nitrate explosion at the West
Fertilizer Company in West, Texas, which killed 15 people and destroyed more than 500
homes, was intentionally set. — KXAS 5 Fort Worth (See item 8)

Microsoft patched a zero-day vulnerability in the Windows operating system (OS), which
was used to help cyber-criminals escalate user privileges and deliver malware to point-of-
sale (PoS) systems. — Softpedia (See item 19)
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Enerqy Sector

See item 4

Chemical Industry Sector

See item 8

Nuclear Reactors, Materials, and Waste Sector

Nothing to report

Critical Manufacturing Sector

Nothing to report

Defense Industrial Base Sector

Nothing to report

Financial Services Sector

1. May 12, Falls Church Patch — (Virginia) FBI: Serial ‘Ballcap Bandit’ bank robbery
suspect strikes again. Authorities are searching May 11 for a man dubbed the “Ballcap
Bandit” who is suspected of robbing a Wells Fargo Bank branch in Falls Church, a
Wells Fargo Bank branch in Alexandria, and a SunTrust Bank branch in Del Ray,
Virginia, since April. Authorities were unsure if the suspect is armed.

Source: http://patch.com/virginia/fallschurch/falls-church-bank-robbery-police-
investigation-underway-wednesday-afternoon

2. May 11, Jackson Sun — (Tennessee) Former Savannah CEO pleads guilty to $9M
bank fraud. The former chief executive officer (CEO) and president of Central Bank
in Savannah, Tennessee, pleaded guilty May 11 to Federal fraud charges after he made
unauthorized advances to Tennessee Materials Corp., (TMC) and allowed TMC to
deposit 161 insufficiently funded checks to cover overdraft balances in the company’s
account from 2009 — 2012, causing Central Bank, Wayne County Bank, and First
Metro Bank more than $9 million in losses. Officials stated the bad checks created false
balances in TMC’s account, enabling the company to use approximately $3.9 million
that belonged to Central Bank without the bank’s knowledge or approval.

Source: http://www.jacksonsun.com/story/news/crime/2016/05/11/former-savannah-
ceo-pleads-quilty-9m-bank-fraud/84229248/

3. May 11, KAIT 8 Joneshoro — (Arkansas) Region 8 women plead guilty to bank fraud
of nearly $4 million. Officials from the U.S. Attorney’s Office for the Eastern District
of Arkansas and the FBI announced May 11 that three employees at the First National
Bank of Lawrence County pleaded guilty to embezzling more than $3.9 million from
the bank from 2005 — 2015. Officials stated that the trio received advanced notice of
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internal audits, and would temporarily transfer money from other branches of the bank
into the main vault to conceal their theft from auditors.

Source: http://www.ksla.com/story/31951405/region-8-women-plead-guilty-to-bank-
fraud-of-nearly-4-million

Transportation Systems Sector

4. May 11, Federal Motor Carrier Safety Administration — (National) FMCSA issues
safety advisory for the immediate repair and retesting of TYTAL cargo tanks. The
Federal Motor Carrier Safety Administration (FMCSA) issued a safety advisory May
11 for cargo tank motor vehicles manufactured by Trailers Y Tanques De Aluminio
(TYTAL) which states that cargo tanks with capacities of 8,400; 8,717; and 10,500
gallons are not in compliance with Federal Hazardous Materials Regulations due to
inadequate accident damage protection and inadequate venting capacity of pressure
relief systems. The administration specified that continued use of the vehicles is not
authorized until repairs and inspections are complete.

Source: https://www.fmcsa.dot.gov/newsroom/fmcsa-issues-safety-advisory-
immediate-repair-and-retesting-tytal-cargo-tanks

5. May 11, KTVB 7 Boise — (Idaho) Twin Falls man killed in head-on crash.
Southbound lanes of State Highway 46 near Wendell were blocked for approximately 5
hours May 11 due to a head-on collision involving a vehicle that crossed the center line
and collided with a semi-truck, killing one driver.

Source: http://www.ktvb.com/news/local/twin-falls-man-killed-in-head-on-
crash/185596054

Food and Agriculture Sector

6. May 12, U.S. Department of Agriculture — (International) Ajinomoto Windsor, Inc.,
recalls meat and poultry products due to possible Listeria contamination.
Ajinomoto Windsor, Inc., issued a recall May 11 for approximately 47,112,256 pounds
of its not-ready-to-eat meat and poultry products sold in 31 variations due to a possible
Listeria monocytogenes contamination after the company’s ingredient supplier, CRF
Frozen Foods, issued a voluntary recall for its frozen vegetables used in the meat and
poultry products following an illness outbreak of Listeriosis linked to the vegetables.
There have been no confirmed reports of illness in connection to the products which
were distributed nationwide and in Canada and Mexico.

Source: http://www.fsis.usda.gov/wps/portal/fsis/topics/recalls-and-public-health-
alerts/recall-case-archive/archive/2016/recall-040-2016-release

7. May 12, U.S. Food and Drug Administration — (National) Whole Foods Market issues
allergy alert on undeclared peanut and coconut in Korean BBQ sauce. Whole
Foods Market Inc., issued a voluntary recall May 11 for one batch of its Whole Foods
Market Korean BBQ Sauce products sold in 12-ounce bottles due to mislabeling and
undeclared peanuts and tree nuts (coconut) after one of the grocer’s team members
discovered that a package containing Peanut Coconut Sauce was mislabeled as Korean
BBQ Sauce products. The products have been removed from store shelves and no
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ilinesses were reported in connection with the products which were sold at Whole
Foods Market stores nationwide.
Source: http://www.fda.gov/Safety/Recalls/ucm500589.htm

May 11, KXAS 5 Fort Worth — (Texas) West fertilizer explosion was intentionally
set: ATF, State fire marshal. Officials from the Bureau of Alcohol, Tobacco,
Firearms, and Explosives’ Houston Field Division announced May 11 that an April
2013 ammonium nitrate explosion at the West Fertilizer Company in West, Texas,
which killed 15 people, injured dozens of others, and destroyed more than 500 homes,
was intentionally set. Officials stated a full report on the blast will not be released until
the conclusion of the criminal case.

Source: http://www.nbcdfw.com/news/local/ATF-Texas-State-Fire-Marshals-Office-
on-West-Explosion-Cause-379007181.html

May 11, U.S. Food and Drug Administration — (Texas) Vending Nut Co. recalls
sunflower kernel products because of possible health risks. Vending Nut Company
issued a voluntary recall May 11 for a limited number of its Vending Nut Company
Roasted and Salted Sunflower products due to a possible Listeria monocytogenes
contamination after the company’s sunflower kernel supplier notified the firm that the
kernels were recalled due to a potential Listeria contamination. No illnesses have been
reported and the products were sold at the company’s Fort Worth, Texas facility.
Source: http://www.fda.gov/Safety/Recalls/ucm500563.htm

Water and Wastewater Systems Sector

10.

May 12, Detroit Free Press — (Michigan) Condos clean up after sewage spill in
Livingston. A broken sewer lead in front of a vacant lot spilled up to 3,000 gallons of
raw sewage May 10 within the Summerbrooke Condominium Association in Handy
Township. The spill was stopped and the affected area was treated with lime while
crews worked to repair the broken valve that prompted the spill.

Source: http://www.freep.com/story/news/local/michigan/2016/05/12/sewage-spill-
livingston-county-condo-cleanup/84272308/

Healthcare and Public Health Sector

11.

12.

May 11, Associated Press — (lowa) Waterloo hospital notifies 1,620 patients of data
breach. UnityPoint Health-Allen Hospital in Waterloo announced May 11 that it will
notify 1,620 patients about a former employee who inappropriately accessed their
names, addresses, health insurance information, and treatment records from September
2009 — March 2016. There have been no reports of identity theft related to the incident
and the hospital has taken disciplinary action.

Source: http://www.ketv.com/news/waterloo-hospital-notifies-1620-patients-of-data-
breach/39493230

May 10, Cincinnati Business Courier — (Ohio) Ohio mistakenly releases health
information of 59,000 residents. The Ohio Department of Mental Health and
Addiction Services reported May 10 that it is reviewing its internal processes following
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the unintentional release of personal and health information of 59,000 residents after a
satisfaction survey was sent to consumers of mental health services in February
regarding the care they had received.

Source: http://www.bizjournals.com/cincinnati/news/2016/05/10/ohio-mistakenly-
releases-health-information-o0f-59.html

Government Facilities Sector

13.

14.

May 11, KAEF 23 Eureka — (California) Agents raid pot garden, evidence of gang
involvement. California Department of Parks and Recreation park rangers worked with
several agencies to conduct a raid on an illegal marijuana grow operation in Humboldt
Redwoods State Park May 9, which found 20-acres of State park land that had been
illegally cleared of native vegetation, and water that was being diverted from the
tributaries of Bull Creek to the marijuana plants. Officials are searching for three
suspects who ran from the illegal camp during the raid.

Source: http://www.krcrtv.com/north-coast-news/news/illegal-marijuana-site-raid-on-
state-park-land-suspect-gang-involvement/39502478

May 11, Philadelphia Inquirer — (Pennsylvania) Auditor general faults Philly
schools, SRC for lax management. The Pennsylvania auditor general released
findings of an audit conducted on the Philadelphia School District May 11, which
determined that the district failed to conduct background checks of all of its police
officers and bus drivers, utilizes an insufficient accounting system for unused
textbooks, uses unreliable student-data technology, and is the victim of a “broken”
State funding system. The audit also determined that the School Reform Commission
did not conduct timely performance evaluations of the superintendent.

Source:

http://www.philly.com/philly/education/State_Auditor_General _faults_Philly _schools
SRC for_lax_management.html

Emergency Services Sector

15.

May 10, San Diego Union-Tribune — (California) Feds say counselor smuggled drugs
into prison. Federal authorities announced May 10 that a supervising drug counselor,
four current and former inmates, and three others were indicted for smuggling drugs,
cell phones, and other contraband into the Calipatria State Prison in Imperial County.
Court records state that the counselor would meet the three co-conspirators, who
supplied the drugs and contraband, in parking lots around the city of Moreno Valley
and the city of Lancaster and smuggle the items into the prison through bags of chips,
oatmeal boxes, and other canned goods.

Source: http://www.sandiegouniontribune.com/news/2016/may/10/feds-say-counselor-
smuggled-drugs-into-prison/

Information Technoloqy Sector

16. May 12, SecurityWeek — (International) Google patches more high risk

vulnerabilities in Chrome 50. Google released a round of security patches for Chrome
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17.

50 addressing five vulnerabilities, three of which were deemed high severity, and
include a same origin bypass issue in the Document Object Model (DOM), a same
bypass bug in Blink V8 bindings, and a buffer overflow flaw in V8. A directory
traversal flaw using the file scheme on Android, and a race condition bug in loader
were also patched, among other vulnerabilities.

Source: http://www.securityweek.com/google-patches-more-high-risk-vulnerabilities-
chrome-50

May 11, SecurityWeek — (International) SAP patches critical vulnerabilities in
Enterprise products. SAP released 10 Security Patch Day Notes and 11 Support
Package Notes fixing 10 vulnerabilities , mainly in its NetWevwer Advanced Business
Application Programming (ABAP) platform and Java, including critical flaws in
Adaptive Server Enterprise (ASE) XPServer, Crystal Reports for Enterprise, and
Predictive Analytics which could allow an attacker to potentially execute commands
remotely without authorization, obtain critical technical and business-related
information, or gain unauthorized access and perform actions in the system.

Source: http://www.securityweek.com/sap-patches-critical-vulnerabilities-enterprise-

products

Internet Alert Dashboard

To report cyber infrastructure incidents or to request information, please contact US-CERT at soc@us-cert.gov or
visit their Web site: http://www.us-cert.gov

Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and
Analysis Center) Web site: http://www.it-isac.org

Communications Sector

Nothing to report

Commercial Facilities Sector

18.

19.

May 11, KKTV 11 Colorado Springs — (Colorado) CSFD: Massive apartment fire
originates from gas grill. A May 10 fire at the Hunting Meadows apartment complex
in southeast Colorado Springs displaced 16 people and caused over $500,000 in
damage. The fire was ruled accidental when investigators determined that the fire
started after hot charcoal was left on a gas grill, which overheated and caused gas to
leak, igniting the flames.

Source: http://www.kktv.com/content/news/Apartment-Fire-378889701.html

May 11, Softpedia — (International) Microsoft patches Windows zero-day leveraged
in PoS attack. Microsoft patched a zero-day vulnerability that utilizes two new
malware families, PUNCHBUGGY and PUNCHTRACK, in the Windows operating
system (OS), which was used to help cyber-criminals escalate user privileges and
deliver malware to point-of-sale (PoS) systems. Researchers at FireEye reported that
the group behind the campaign targeted over 100 North American retail, hospitality,
and restaurant industry businesses.
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Source: http://news.softpedia.com/news/microsoft-patches-windows-zero-day-

leveraged-in-pos-attacks-503963.shtml

Dams Sector

Nothing to report
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About the reports - The DHS Daily Open Source Infrastructure Report is a daily [Monday
through Friday] summary of open-source published information concerning significant critical
infrastructure issues. The DHS Daily Open Source Infrastructure Report is archived for 10 days on
the Department of Homeland Security Web site: http://www.dhs.gov/IPDailyReport
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Contact DHS

To report physical infrastructure incidents or to request information, please contact the National Infrastructure
Coordinating Center at nicc@hqg.dhs.gov or (202) 282-9201.

To report cyber infrastructure incidents or to request information, please contact US-CERT at soc@us-cert.gov or visit
their Web page at www.us-cert.gov.
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