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Top Stories 

• Fiat Chrysler Automobiles issued a recall May 20 for 80,000 of its model years 2012 –
2016 Fiat 500 manual transmissions vehicles after discovering that excessive clutch travel
can damage the vehicle’s transmission. – TheCarConnection.com (See item 2)

• A former Scott Credit Union employee in Illinois plead guilty May 19 after defrauding the
bank out of $12 million by embezzling funds, creating fraudulent loans, and increasing
credit limits on unapproved loans, among other fraudulent actions from November 2005 –
December 2014. – Monroe County Republic-Times (See item 3)

• State Route 330 in Highland, California, was shut down for several hours May 22 after a
shuttle bus overturned on the highway, leaving 14 people with minor injuries and 6 others
with serious injuries. – Associated Press (See item 4)

• Federal regulators approved a new “Nutrition-Facts” label May 20, which lists the number
of grams of sugar manufactures add to packaged food and drink products to pressure
companies into making healthier products. – Wall Street Journal (See item 9)
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Energy Sector 

 Nothing to report 
 
Chemical Industry Sector 

 Nothing to report  
 
Nuclear Reactors, Materials, and Waste Sector 

 Nothing to report  
 
Critical Manufacturing Sector 

1. May 21, Champaign-Urbana News-Gazette – (Illinois) Three agencies battling blaze 
at west Champaign foundry. Authorities are investigating a 3-alarm fire at Alloy 
Engineering & Casting Co., that prompted 3 fire departments to remain on site for over 
5 hours May 20 – May 21 to contain the blaze. No injuries were reported.  
Source: http://www.news-gazette.com/news/local/2016-05-20/updated-three-agencies-
battling-blaze-west-champaign-foundry.html  
 

2. May 20, TheCarConnection.com – (International) 2012-2016 Fiat 500 recalled for 
transmission problems: 80,000 cars affected. Fiat Chrysler Automobiles issued a 
recall May 20 for 39,217 of its model years 2012 – 2016 Fiat 500 vehicles equipped 
with manual transmissions sold in the U.S. after it was discovered that excessive clutch 
travel can damage the vehicle’s transmission, thereby limiting a driver’s ability to 
change gears. The recall affects 7,834 vehicles in Canada, 7,155 in Mexico, and 26,268 
elsewhere. 
Source: http://www.thecarconnection.com/news/1104078_2012-2016-fiat-500-recalled-
for-transmission-problems-80000-cars-affected 

 
Defense Industrial Base Sector 

Nothing to report 
 
Financial Services Sector 

3. May 19, Monroe County Republic-Times – (Illinois) Columbia man guilty of federal 
bank, loan fraud. A former employee at Scott Credit Union in Illinois pleaded guilty 
May 19 to Federal charges after he defrauded the bank out of $12 million by 
embezzling credit union funds, creating fraudulent loans, paying loans through the 
misapplications of funds from other loans, and increasing credit limits on loans that did 
not have board approval, among other fraudulent actions from November 2005 – 
December 2014. Officials stated the man also knowingly submitted a fraudulent report 
to the bank for the third quarter of 2014 that misstated loan balances, omitted loan 
amounts, and severely underreported loans.  
Source: http://www.republictimes.net/columbia-man-guilty-of-federal-bank-loan-fraud/  

http://www.news-gazette.com/news/local/2016-05-20/updated-three-agencies-battling-blaze-west-champaign-foundry.html
http://www.news-gazette.com/news/local/2016-05-20/updated-three-agencies-battling-blaze-west-champaign-foundry.html
http://www.thecarconnection.com/news/1104078_2012-2016-fiat-500-recalled-for-transmission-problems-80000-cars-affected
http://www.thecarconnection.com/news/1104078_2012-2016-fiat-500-recalled-for-transmission-problems-80000-cars-affected
http://www.republictimes.net/columbia-man-guilty-of-federal-bank-loan-fraud/
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Transportation Systems Sector 

4. May 23, Associated Press – (California) California bus crash leaves 20 injured, 6 
seriously. A 16-mile stretch of State Route 330 in Highland, California, was shut down 
for several hours May 22 after a shuttle bus overturned on the highway when it made 
contact with another vehicle, leaving 14 people with minor injuries and 6 others with 
serious injuries.  
Source: http://www.foxnews.com/us/2016/05/23/california-bus-crash-leaves-20-
injured-6-seriously.html 
 

5. May 23, Corvallis Gazette-Times – (Oregon) Philomath man killed in Highway 99 
accident. A fatal 2-vehicle crash left one driver dead May 22 after he crashed head-on 
into another vehicle forcing the closure of Highway 99W in Benton County, Oregon, 
for approximately 4 hours.   
Source: http://www.gazettetimes.com/philomathexpress/local/philomath-man-killed-in-
highway-accident/article_33ea9ddf-f2c0-5996-bec7-b14d8485033d.html 
 

6. May 22, KOKI 23 Tulsa – (Oklahoma) I-44 lanes reopened after truck spills apples, 
peaches on highway. Westbound lanes of Interstate 44 in Tulsa were closed for 
approximately 5 hours May 22 after a semi-truck blew a tire and hit the center median, 
causing its load of apples and peaches to spill across the roadway. 
Source: http://www.fox23.com/news/i-44-lanes-closed-after-truck-spills-apples-
peaches-on-highway/298573075 
 

7. May 20, Santa Barbara Noozhawk – (California) Highway 166 reopens after big-rig 
crash causes closure east of Santa Barbara. Highway 166 near Santa Barbara was 
closed for more than 3 hours May 20 following an accident involving a semi-truck and 
another vehicle that left one person injured.  
Source: 
https://www.noozhawk.com/article/big_rig_crash_closes_highway_166_east_of_santa_
maria 
 

Food and Agriculture Sector 

8. May 23, U.S. Food and Drug Administration – (National) Papa John’s Salad and 
Produce recalls Oriental Salad with Sesame Ginger Dressing due to possible 
Listeria monocytogenes contamination. Papa John’s Salad and Produce Inc., issued a 
voluntary recall May 21 for its Oriental Salad with Sesame Ginger Dressing products 
due to a possible Listeria monocytogenes contamination after the company’s sunflower 
kernel supplier, SunOpta, Inc., recalled the kernels due to Listeria contamination. No 
illnesses have been reported and the products were distributed to four retail chains in 
eight States. 
Source: http://www.fda.gov/Safety/Recalls/ucm502537.htm 
 

9. May 20, Wall Street Journal – (National) FDA approves new nutrition panel that 
highlights sugar levels. The U.S. Food and Drug Administration approved a new 

http://www.foxnews.com/us/2016/05/23/california-bus-crash-leaves-20-injured-6-seriously.html
http://www.foxnews.com/us/2016/05/23/california-bus-crash-leaves-20-injured-6-seriously.html
http://www.gazettetimes.com/philomathexpress/local/philomath-man-killed-in-highway-accident/article_33ea9ddf-f2c0-5996-bec7-b14d8485033d.html
http://www.gazettetimes.com/philomathexpress/local/philomath-man-killed-in-highway-accident/article_33ea9ddf-f2c0-5996-bec7-b14d8485033d.html
http://www.fox23.com/news/i-44-lanes-closed-after-truck-spills-apples-peaches-on-highway/298573075
http://www.fox23.com/news/i-44-lanes-closed-after-truck-spills-apples-peaches-on-highway/298573075
https://www.noozhawk.com/article/big_rig_crash_closes_highway_166_east_of_santa_maria
https://www.noozhawk.com/article/big_rig_crash_closes_highway_166_east_of_santa_maria
http://www.fda.gov/Safety/Recalls/ucm502537.htm
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“Nutrition-Facts” label May 20 that will list the number of grams of sugar that were 
added to packaged food and beverage products by manufacturers, and what percentage 
of the recommended daily maximum the numbers represent as part of an effort to 
pressure companies to make less-fattening products and to help consumers avoid health 
problems. The new labels must also declare the amounts of potassium and vitamin D, 
and include larger and easier to read serving size and caloric intake data.   
Source: http://www.wsj.com/articles/fda-approves-controversial-changes-to-nutrition-
facts-panel-1463750195  
 

10. May 20, U.S. Food and Drug Administration – (National) Dakota Style Foods, Inc., 
recalls product because of possible health risk. Dakota Style Foods, Inc., expanded a 
previous recall May 20 to include 15,158 cases of its sunflower kernels products due to 
a potential Listeria monocytogenes contamination after the company’s sunflower kernel 
supplier, SunOpta, Inc., provided the firm with kernels that had been recalled due to 
Listeria contamination. No illnesses have been reported and the products were 
distributed to 34 customers nationwide and through retail outlets.  
Source: http://www.fda.gov/Safety/Recalls/ucm502515.htm 
  

11. May 20, U.S. Food and Drug Administration – (Mississippi) The Caramel Factory, 
LLC issues an allergy alert. The Caramel Factory, LLC issued a recall May 19 for 
select types of its candy and baked goods products due to misbranding and undeclared 
peanuts, tree nuts, soy, milk, and wheat after it was discovered the products were 
distributed in packaging that did not declare the allergens. No illnesses have been 
reported and the products were distributed from the company’s retail store in 
Mississippi.  
Source: http://www.fda.gov/Safety/Recalls/ucm502224.htm 
 

12. May 20, U.S. Food and Drug Administration – (National) TreeHouse Foods expands 
voluntary product recall due to possible health risk. TreeHouse Foods, Inc., 
expanded a previous recall May 19 to include an additional 100 of its products 
containing sunflower kernels due to a potential Listeria monocytogenes contamination 
after the company’s sunflower kernel supplier, SunOpta, Inc., recalled the kernels due 
to Listeria contamination. No illnesses have been reported and the products were 
distributed through retail stores nationwide.  
Source: http://www.fda.gov/Safety/Recalls/ucm502367.htm  

 
Water and Wastewater Systems Sector 

 Nothing to report  
 
Healthcare and Public Health Sector 

 Nothing to report 

Government Facilities Sector 

13. May 23, Lower Hudson Valley Journal News – (New York) High lead levels found in 

http://www.wsj.com/articles/fda-approves-controversial-changes-to-nutrition-facts-panel-1463750195
http://www.wsj.com/articles/fda-approves-controversial-changes-to-nutrition-facts-panel-1463750195
http://www.fda.gov/Safety/Recalls/ucm502515.htm
http://www.fda.gov/Safety/Recalls/ucm502224.htm
http://www.fda.gov/Safety/Recalls/ucm502367.htm
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Briarcliff schools’ water. Five water sources at Todd Elementary School and one at 
Briarcliff High School in New York were shut off May 20 after district-wide testing 
revealed high levels of lead that exceeded the U.S. Environmental Protection Agency’s 
“action level.” The fountains will remain off until further testing is conducted.    
Source: http://www.lohud.com/story/news/education/2016/05/23/lead-water-briarcliff-
schools/84766542/ 
 

14. May 22, KSBW 8 Salinas – (California) Soledad wildfire spreads nearly 4,000 acres; 
20 percent contained. Crews reached 20 percent containment May 22 of a 4,000-acre 
wildfire burning off Metz Road south of Soledad, which prompted the evacuation of 
parts of Pinnacles National Park.   
Source: http://www.ksbw.com/news/crews-fight-100acre-vegetation-fire-south-of-
soledad/39673140 
 

15. May 21, WVEC 13 Hampton – (Virginia) Statewide Virginia DMV outage resolved, 
offices to open Monday. A Statewide technical outage prompted the closure of all 
Virginia DMV customer service centers May 21 after online transactions became 
unavailable. Officials reported that the issue was repaired and that the centers will open 
as scheduled May 23. 
Source: http://www.13newsnow.com/news/local/virginia/virginia-dmv-offices-website-
closed-due-to-technical-outage/208267319 
 

Emergency Services Sector 

16. May 22, Albuquerque Journal – (New Mexico) 20 inmates charged in ‘riot’ at 
BernCo jail. Three guards at the Bernalillo County Metropolitan Detention Center in 
Albuquerque suffered minor injuries May 22 after they were attacked by three inmates 
in a day room while at least 17 other inmates used sheets and towels to cover security 
cameras and block doors. The inmates surrendered after Community Emergency 
Response Team officers arrived, and all 20 inmates involved in the attack are facing 
charges.   
Source: http://www.abqjournal.com/778761/20-inmates-charged-in-connection-with-
small-riot-at-jail.html 
 

Information Technology Sector 

17. May 23, SecurityWeek – (International) Exploit for recently patched flash flaw 
added to Magnitude EK. A French security researcher discovered that attackers were 
integrating the Magnitude exploit flaw against previously patched Flash Player 
21.0.0.213 installations to potentially deliver various pieces of malware, including 
Locky and Cerber ransomware. The exploit was not fully implemented in Magnitude 
and researchers advised users to be cautious of the exploit.      
Source: http://www.securityweek.com/exploit-recently-patched-flash-flaw-added-
magnitude-ek 
 

18. May 21, Softpedia – (International) Ransomware adds DDoS capabilities to annoy 
other people, not just you. Security researchers from Invincea reported that the Cerber 

http://www.lohud.com/story/news/education/2016/05/23/lead-water-briarcliff-schools/84766542/
http://www.lohud.com/story/news/education/2016/05/23/lead-water-briarcliff-schools/84766542/
http://www.ksbw.com/news/crews-fight-100acre-vegetation-fire-south-of-soledad/39673140
http://www.ksbw.com/news/crews-fight-100acre-vegetation-fire-south-of-soledad/39673140
http://www.13newsnow.com/news/local/virginia/virginia-dmv-offices-website-closed-due-to-technical-outage/208267319
http://www.13newsnow.com/news/local/virginia/virginia-dmv-offices-website-closed-due-to-technical-outage/208267319
http://www.abqjournal.com/778761/20-inmates-charged-in-connection-with-small-riot-at-jail.html
http://www.abqjournal.com/778761/20-inmates-charged-in-connection-with-small-riot-at-jail.html
http://www.securityweek.com/exploit-recently-patched-flash-flaw-added-magnitude-ek
http://www.securityweek.com/exploit-recently-patched-flash-flaw-added-magnitude-ek
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ransomware was discovered to have a new payload capability to launch network 
packets to a network subnet, which is a specific capability to distributed denial-of-
service (DDoS) botnets. The ransomware was detected by 37 out of the 57 antivirus 
engines and spreads via weaponized rich text format (RTF) files.   
Source: http://news.softpedia.com/news/ransomware-adds-ddos-capabilities-for-
annoying-other-people-not-just-you-504323.shtml 
 

19. May 21, Softpedia – (International) Crooks used SQL injections to hack Drupal sites 
and install fake ransomware. Chief executive officer (CEO) and co-founder of 
Forkbombus Labs reported that attackers were leveraging a structured query language 
(SQL) injection vulnerability in Drupal 7.x installations prior to version 7.32 content 
management system (CMS) platform to compromise Web sites and install Web-based 
ransomware by scanning the Drupal site version and leveraging the flaw to break into 
the affected Web sites and change the admin user’s password.  
Source: http://news.softpedia.com/news/crooks-used-sql-injections-to-hack-drupal-
sites-and-install-web-ransomware-504300.shtml  
 

Internet Alert Dashboard 

To report cyber infrastructure incidents or to request information, please contact US-CERT at soc@us-cert.gov or 
visit their Web site: http://www.us-cert.gov 
 
Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and 
Analysis Center) Web site: http://www.it-isac.org  

 
Communications Sector 

 Nothing to report  
 
Commercial Facilities Sector 

20. May 23, Detroit News – (Michigan) 5 plead guilty in MotorCity Casino cheating 
scheme. Michigan State Police charged five of seven suspects May 23 for their alleged 
roles in a gambling activities scheme to steal funds from the MotorCity Casino in 
Detroit following a 2014 investigation which revealed one suspect, a former card dealer 
at the casino, along with six outside co-conspirators agreed to make payouts or not 
collect on lost bets on the Texas Hold’em game.    
Source: http://www.detroitnews.com/story/news/local/detroit-city/2016/05/23/five-
plead-guilty-motorcity-casino-cheating-scheme/84769172/  
 

21. May 23, Minneapolis Star Tribune – (Minnesota) Fire damages restaurant, coffee 
shop near Lake Calhoun. A May 22 fire damaged a Noodles & Company restaurant 
and an adjacent Caribou Coffee outlet in Minneapolis, Minnesota following a two-
alarm blaze which began in the back area of the restaurant. No injuries were reported 
and the Noodles & Company restaurant was closed until further notice due to severe 
smoke damage.   
Source: http://www.startribune.com/fire-damages-restaurant-coffee-shop-near-lake-
calhoun/380440371/ 

http://news.softpedia.com/news/ransomware-adds-ddos-capabilities-for-annoying-other-people-not-just-you-504323.shtml
http://news.softpedia.com/news/ransomware-adds-ddos-capabilities-for-annoying-other-people-not-just-you-504323.shtml
http://news.softpedia.com/news/crooks-used-sql-injections-to-hack-drupal-sites-and-install-web-ransomware-504300.shtml
http://news.softpedia.com/news/crooks-used-sql-injections-to-hack-drupal-sites-and-install-web-ransomware-504300.shtml
mailto:soc@us-cert.gov
http://www.us-cert.gov/
http://www.it-isac.org/
http://www.detroitnews.com/story/news/local/detroit-city/2016/05/23/five-plead-guilty-motorcity-casino-cheating-scheme/84769172/
http://www.detroitnews.com/story/news/local/detroit-city/2016/05/23/five-plead-guilty-motorcity-casino-cheating-scheme/84769172/
http://www.startribune.com/fire-damages-restaurant-coffee-shop-near-lake-calhoun/380440371/
http://www.startribune.com/fire-damages-restaurant-coffee-shop-near-lake-calhoun/380440371/
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22. May 22, KNTV 11 San Jose – (California) Two-alarm fire breaks out at popular San 

Jose bakery. The Dick’s Bakery in San Jose was closed until further notice May 22 
following a fire that left the business with significant smoke damage. The cause of the 
fire was unknown and the incident was contained.  
Source: http://www.nbcbayarea.com/news/local/San-Jose-Bakery-Catches-Fire-
Sunday-Morning-380412661.html 

 
23. May 22, KTVB 7 Boise – (Idaho) Garden City auto repair shop damaged by 

explosion, fire. The Boise Fire Department reported May 22 that a Garden City auto 
repair shop sustained extensive damage and was closed after an employee accidentally 
left a cutting torch on, which sparked an explosion and fire. One firefighter sustained 
minor injuries.    
Source: http://www.ktvb.com/news/local/fire-damages-auto-repair-shop-firefighter-
injured/210021517 
 

24. May 21, KSTU 13 Salt Lake City – (Utah) 3 injured, 30 displaced after SLC 
apartment fire. A 3-alarm fire at the West Cliff Apartments in Salt Lake City injured 3 
people and displaced 30 residents May 21 due to an accidental fire that began in a 
third-floor apartment unit. Approximately 50 firefighters extinguished the blaze.  
Source: http://fox13now.com/2016/05/21/3-injured-30-displaced-after-slc-apartment-
fire/  

 
Dams Sector 

 Nothing to report  
 
 

  

http://www.nbcbayarea.com/news/local/San-Jose-Bakery-Catches-Fire-Sunday-Morning-380412661.html
http://www.nbcbayarea.com/news/local/San-Jose-Bakery-Catches-Fire-Sunday-Morning-380412661.html
http://www.ktvb.com/news/local/fire-damages-auto-repair-shop-firefighter-injured/210021517
http://www.ktvb.com/news/local/fire-damages-auto-repair-shop-firefighter-injured/210021517
http://fox13now.com/2016/05/21/3-injured-30-displaced-after-slc-apartment-fire/
http://fox13now.com/2016/05/21/3-injured-30-displaced-after-slc-apartment-fire/
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Department of Homeland Security (DHS)  
DHS Daily Open Source Infrastructure Report Contact Information 

 
About the reports - The DHS Daily Open Source Infrastructure Report is a daily [Monday 
through Friday] summary of open-source published information concerning significant critical 
infrastructure issues. The DHS Daily Open Source Infrastructure Report is archived for 10 days on 
the Department of Homeland Security Web site: http://www.dhs.gov/IPDailyReport 

Contact Information 
Content and Suggestions: Send mail to cikr.productfeedback@hq.dhs.gov or contact the DHS 

Daily Report Team at (703) 942-8590  

Subscribe to the Distribution List: Visit the DHS Daily Open Source Infrastructure Report and follow 
instructions to Get e-mail updates when this information changes.  

Removal from Distribution List: Send mail to support@govdelivery.com.  

Contact DHS 
To report physical infrastructure incidents or to request information, please contact the National Infrastructure 
Coordinating Center at nicc@hq.dhs.gov or (202) 282-9201.  
To report cyber infrastructure incidents or to request information, please contact US-CERT at soc@us-cert.gov or visit 
their Web page at www.us-cert.gov. 

Department of Homeland Security Disclaimer 
The DHS Daily Open Source Infrastructure Report is a non-commercial publication intended to educate and inform 
personnel engaged in infrastructure protection. Further reproduction or redistribution is subject to original copyright 
restrictions. DHS provides no warranty of ownership of the copyright, or accuracy with respect to the original source 
material.  
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