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Top Stories

Shell Pipeline Co., announced May 23 that it shut down its San Pablo Bay Pipeline after it
ruptured May 20 near Tracy, California, spilling as much as 21,000 gallons of crude oil
into the soil. — San Francisco Chronicle (See item 1)

Toyota Motor Corp., expanded a previous recall May 23 to include approximately 1.6
million of its model years 2006 — 2011 Lexus, Scion, and Toyota vehicles in select models
sold in the U.S. due to faulty Takata Corp. front passenger side air bag inflators. — Reuters
(See item 3)

Two unrelated plane crashes in Hawaii May 23 left two people injured and a group of two
instructors, two tandem jumpers, and a pilot dead. — CNN (See item 6)

Schools in Colorado, Wisconsin, Utah, New Hampshire, Delaware, and Minnesota were
placed on lockdown or evacuated May 23 following a series of automated hoax bomb
threat calls. — Associated Press (See item 14)
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Enerqy Sector

1. May 23, San Francisco Chronicle — (California) Oil pipeline near Tracy spills
thousands of gallons of crude. Shell Pipeline Co., announced May 23 that it shut
down its San Pablo Bay Pipeline after it ruptured May 20 along the Alameda County-
San Joaquin County border near Tracy, spilling as much as 21,000 gallons of crude oil
into the soil. Crews reported to the site to clean up the contaminated soil and monitor
air, water, and ground conditions.

Source: http://www.sfgate.com/bayarea/article/Oil-pipeline-near-Tracy-spills-
thousands-of-7940489.php

Chemical Industry Sector

Nothing to report

Nuclear Reactors, Materials, and \Waste Sector

2. May 24, Cape Cod Times — (Massachusetts) Pilgrim falls short in second inspection.
The U.S. Nuclear Regulatory Commission (NRC) cited Entergy Corp., May 23 for a
lack of follow-through on maintenance of important systems following the breakdown
of bearings on one of the pumps used to draw Cape Cod Bay water into the Pilgrim
Nuclear Generating Station plant to cool the reactor building through a closed system.
There were no fines associated with the violation, but the NRC will be conducting a
third inspection at the plant.

Source: http://www.capecodtimes.com/article/20160523/NEWS/160529762

Critical Manufacturing Sector

3. May 23, Reuters — (National) Toyota recalls 1.6 million U.S. vehicles for Takata air
bags. Toyota Motor Corp., expanded a previous recall May 23 to include
approximately 1.6 million of its model years 2006 — 2011 Lexus, Scion, and Toyota
vehicles in select models sold in the U.S. due to faulty Takata Corp. front passenger
side air bag inflators that can rupture with excessive force, releasing shrapnel into
vehicle occupants. The defective inflators have been linked to over 100 injuries and 13
deaths globally.

Source: http://www.reuters.com/article/us-autos-takata-toyota-idUSKCNOYE2M X

Defense Industrial Base Sector

4. May 24, Associated Press — (Arkansas) Authorities say 2 injured in Arkansas plant
explosion. Two people were injured in an explosion and fire at the Esterline Defense
Technologies plant in Arkansas May 23.

Source: http://www.newsobserver.com/news/technology/article79466037.html

Financial Services Sector

Nothing to report
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Transportation Systems Sector

5. May 24, WWMT 3 Kalamazoo - (Indiana) Hazmat called after train derails in
Indiana. Residents were forced to evacuate their homes May 23 after at least four train
cars derailed and damaged a number of crossings near South Whitley, Indiana. Crews
reported to the scene to investigate the incident.

Source: http://wwmt.com/news/nation-world/hazmat-called-after-train-derails-in-
indiana

6. May 24, CNN - (Hawaii) Two plane crashes in Hawaii leave five dead and two
injured. Two unrelated plane crashes in Hawaii May 23 left a group of two instructors,
two tandem jumpers, and a pilot dead after the group took off for a skydiving tour from
Port Allen Airport in Kauai, while the second crash left two people injured after the
plane experienced engine trouble while inbound to Honolulu International Airport.
Source: http://www.cnn.com/2016/05/23/us/hawaii---plane-crashes/index.html

7. May 23, KECI 13 Missoula — (Montana) Logging truck spill, black bear collision
delay morning traffic on Highway 93. Northbound lanes of Highway 93 in Missoula,
Montana, were closed for more than 2 hours May 23 while crews worked to clear the
wreckage from a crash involving a semi-truck that spilled its load of logs onto the
roadway.

Source: http://www.nbcmontana.com/news/black-bear-killed-logging-truck-crash-
delay-morning-traffic-on-highway-93/39686746

8. May 23, WKRN 2 Nashville — (Tennessee) 2 dead, 4 injured in head-on crash on
Putnam County highway. Two people were killed and four others were injured May
23 in a head-on crash that prompted the shutdown of State Route 136 in Putnam
County, Tennessee, for nearly 4 hours.
Source: http://wkrn.com/2016/05/23/crash-closes-hilham-road-in-putnam-county-for-
hours/

For additional stories, see items 1 and 22

Food and Agriculture Sector

9. May 23, U.S. Food and Drug Administration — (National) Ultimate Nutrition issues
allergy alert on possible undeclared milk allergen in Amino Gold products.
Ultimate Nutrition Inc., issued a recall May 18 for its Amino Gold dietary supplement
products sold in three variations due to mislabeling and undeclared milk in the form of
hydrolyzed whey protein after it was discovered that the products were distributed in
packaging that did not declare the presence of milk. No illnesses have been reported
and the products were shipped through distributors, retail stores, and Web sites
nationwide.

Source: http://www.fda.gov/Safety/Recalls/ucm502607.htm

10. May 23, U.S. Food and Drug Administration — (Connecticut; Massachusetts; New
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11.

York) Food Gusto, Inc. issues allergy alert on undeclared milk in Birdy 3in 1
coffee mix (Robusta). Food Gusto, Inc., issued a recall May 17 for its Birdy 3in 1
coffee mix (Robusta) products due to the presence of undeclared milk discovered
during routine testing. No illnesses have been reported and the products were
distributed in Massachusetts, Connecticut, and New York.

Source: http://www.fda.gov/Safety/Recalls/ucm501808.htm

May 23, U.S. Food and Drug Administration — (National) First Source recalls
“various products containing sunflower kernels received from our supplier
SunOpta” because of possible health risk. First Source, LLC issued a recall May 23
for 16 of its products containing sunflower kernels due to potential Listeria
monocytogenes contamination after the company’s sunflower kernel supplier, SunOpta,
Inc., notified the firm that the kernels it provided tested positive for Listeria
monocytogenes. No illnesses have been reported and the products were distributed to
retail stores in 11 States.

Source: http://www.fda.gov/Safety/Recalls/ucm502736.htm

Water and Wastewater Systems Sector

Nothing to report

Healthcare and Public Health Sector

12.

13.

May 23, Chicago Sun-Times — (Illinois) Three from West Town clinic charged with
Medicaid fraud. Illinois State Police announced May 23 that three health care workers
from the Blue Island Medical Group in a West Town neighborhood were charged for
illegally billing Medicaid after officials discovered that one physician fraudulently
claimed that he was a Medicaid provider and another individual at the practice was not
a licensed physician.

Source: http://chicago.suntimes.com/news/three-from-west-town-clinic-charged-with-
medicaid-fraud/

May 23, CBS; Associated Press — (Florida) Injuries, evacuation at Planned
Parenthood over chemical exposure. A spokesperson for the Sarasota Police
Department reported that a Planned Parenthood clinic in Florida was evacuated May 23
and seven people were transported to an area hospital for evaluation following the
discovery of an unknown substance, which HAZMAT teams determined to be cleaning
chemicals and baby formula powder.

Source: http://www.cbsnews.com/news/planned-parenthood-evacuated-injuries-
chemical-sarastoa-florida/

Government Facilities Sector

14. May 24, Associated Press — (National) School threats could be latest in school

“swatting.” Schools in Colorado, Wisconsin, Utah, New Hampshire, Delaware, and
Minnesota were placed on lockdown or evacuated May 23 following a series of
automated bomb threat calls. Nothing suspicious was found after authorities searched
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15.

16.

the campuses.
Source: http://www.msn.com/en-us/news/us/school-threats-could-be-latest-in-school-
swatting/ar-BBtnMHf

May 23, WLTV 12 Jacksonville — (Florida) 5 students injured in school bus crash on
U.S. 441 in Columbia County. Five students were transported to area hospitals with
minor injuries after a school bus was rear-ended by another vehicle on U.S. 441
southbound in Columbia County, Florida, May 23.

Source: http://www.firstcoastnews.com/news/local/5-students-injured-in-school-bus-
involved-crash-in-columbia-county/212147913

May 23, Springfield News-Leader — (Missouri) Nine Spokane students injured in
accident involving school bus. A driver and nine students from the Spokane School
District were injured with their school bus was struck by another vehicle on Highway
65 in Christian County May 23.

Source: http://www.news-leader.com/story/news/local/christian-
county/2016/05/23/nine-spokane-students-injured-accident-involving-school-
bus/84771128/

Emergency Services Sector

Nothing to report

Information Technoloqy Sector

17.

18.

19.

May 24, Softpedia — (International) Pastejacking attack overrides your clipboard to
trick you into running evil code. A security researcher discovered a clipboard
hijacking attack titled Pastejacking was capable of using Cascading Style Sheets (CSS)
to add malicious content to the clipboard without a user’s awareness, tricking users into
executing unwanted terminal commands via JavaScript.

Source: http://news.softpedia.com/news/pastejacking-attack-overrides-your-clipboard-
to-trick-you-into-running-evil-code-504420.shtml

May 24, SecurityWeek — (International) Adobe patches flaw in Connect web
conferencing software. Adobe released Connect 9.5.3 addressing several functionality
vulnerabilities and one security flaw after a security researcher discovered that
attackers could exploit an untrusted search path issue affecting the Connect add-in
installer to launch Dynamic Link Library (DLL) loading attacks. The flaws affect
Connect versions 9.5.2 and earlier for Microsoft Windows.

Source: http://www.securityweek.com/adobe-patches-flaw-connect-web-conferencing-
software

May 24, Softpedia — (International) DMA Locker 4.0 may be the next big thing in
terms of ransomware. A security researcher from Malwarebytes reported that the
DMA Locker 4.0 ransomware had new improvements to its features including the new
utilization of a command and control (C&C) server instead of using a single encryption
key hardcoded in the ransomware. In addition, the ransomware can now generate
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unique Advanced Encryption Standard (AES) encryption keys for each file with a
public RSA key obtained from the C&C server.

Source: http://news.softpedia.com/news/dma-locker-4-0-may-be-the-next-big-thing-in-
terms-of-ransomware-504413.shtml

20. May 23, SecurityWeek — (International) Critical vulnerability plagues 60%o of
Android devices. An elevation of privilege (EoP) flaw in the Widevine Qualcommm
Secure Execution Environment (QSEE) TrustZone application reportedly affects about
60 percent of all Android devices globally despite being patched in January after
security researchers discovered that QSEE was extremely privileged, allowing direct
interaction with the TrustZone kernel and direct access to the system’s memory,
enabling an attacker to hijack the Linux Kernel without having to find and exploit a
Kernel flaw.

Source: http://www.securityweek.com/critical-vulnerability-plagues-60-android-
devices

Internet Alert Dashboard

To report cyber infrastructure incidents or to request information, please contact US-CERT at soc@us-cert.gov or
visit their Web site: http://www.us-cert.gov

Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and
Analysis Center) Web site: http://www.it-isac.org

Communications Sector

Nothing to report

Commercial Facilities Sector

21. May 24, KOAT 7 Albuquerque — (New Mexico) Apartment fire leaves 60 displaced.
At least 60 residents were displaced from the Desert Sands Apartments in Albuquerque
May 24 due to a fire that prompted about 60 firefighters to contain the incident. Two-
thirds of the apartment units were considered a total loss and the cause of the fire
remains under investigation.

Source: http://www.koat.com/news/apartment-fire-leaves-60-displaced/39695970

Dams Sector

22. May 23, Connecticut Post — (Connecticut) Closure scheduled for Stevenson Dam
Bridge. FirstLight Hydro Generating Co., announced May 23 that the hydroelectric
dam in Monroe will undergo repairs in June prompting the closure of the Stevenson
Dam Bridge June 4 — June 6 and June 25 — June 26.

Source: http://www.ctpost.com/local/article/Closures-scheduled-for-Stevenson-Dam-
Bridge-7940767.php
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About the reports - The DHS Daily Open Source Infrastructure Report is a daily [Monday
through Friday] summary of open-source published information concerning significant critical
infrastructure issues. The DHS Daily Open Source Infrastructure Report is archived for 10 days on
the Department of Homeland Security Web site: http://www.dhs.gov/IPDailyReport
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Content and Suggestions: Send mail to cikr.productfeedback@hg.dhs.gov or contact the DHS
Daily Report Team at (703) 942-8590

Subscribe to the Distribution List: Visit the DHS Daily Open Source Infrastructure Report and follow
instructions to Get e-mail updates when this information changes.

Removal from Distribution List: Send mail to support@govdelivery.com.

Contact DHS

To report physical infrastructure incidents or to request information, please contact the National Infrastructure
Coordinating Center at nicc@hq.dhs.gov or (202) 282-9201.

To report cyber infrastructure incidents or to request information, please contact US-CERT at soc@us-cert.gov or visit
their Web page at www.us-cert.gov.
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