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Top Stories

Kia Motors Corporation issued a recall June 17 for 97,884 of its model years 2006 — 2012
Sedona minivan vehicles sold in the U.S. due to a corrosion problem affecting the vehicles’
suspension. — TheCarConnection.com (See item 4)

A Colombian citizen was arrested in Florida June 16 after he allegedly installed 10
skimming devices at Chase Bank branch ATMs in order to steal the credit or debit card
information of over 300 ATM customers. — South Florida Sun-Sentinel (See item 5)

The FBI’s Internet Crime Complaint Center (IC3) reported that global Business Email
Compromise (BEC) scams and campaigns were increasing with companies losing over $3
billion in global scams from October 2013 — May 2016. — Softpedia (See item 28)

Six buildings and nine businesses in San Francisco’s Bernal Heights neighborhood
sustained extensive damage June 18 following a 5-alarm fire that displaced 40 residents,
injured 2 others, and prompted officials to issue a shelter-in-place order. — San Francisco
Bay City News (See item 33)
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Enerqy Sector

1. June 20, Grand Forks Herald — (North Dakota) Oil worker killed in fire, 3 others
injured. One worker was killed and three others were seriously injured after a fire
ignited at a XTO Energy-owned oil well site in McKenzie County June 18. The cause
of the fire is under investigation.

Source: http://www.grandforksherald.com/news/region/4058212-oil-worker-killed-fire-
3-others-injured

2. June 19, WSFA 12 Montgomery — (Alabama) 1,000 AL Power customers in central
AL still without power. The governor of Alabama declared a state of emergency
effective through June 21 after more than 50,000 residents lost power across the State
June 17 due to a severe storm that knocked down trees and power poles.

Source: http://www.wsfa.com/story/32249532/1000-al-power-customers-in-central-al-
still-without-power

Chemical Industry Sector

Nothing to report

Nuclear Reactors, Materials, and Waste Sector

3. June 17, Lower Hudson Valley Journal News — (New York) Indian Point 2 reactor
back online after shutdown. Entergy Corp., officials reported June 17 that its Indian
Point 2 nuclear reactor was back online June 16 after the U.S. Nuclear Regulatory
Commission approved repairs, which caused the plant to remain shut down for more
than 3 months. The repairs included the replacement of 278 bolts, the upgrading of
certain equipment on the plant’s cooling system, and other safety-related
enhancements.

Source: http://www.lohud.com/story/news/local/indian-point/2016/06/17/indian-point-
reactor-online/86042684/

Critical Manufacturing Sector

4. June 17, TheCarConnection.com — (National) 2006 — 2012 Kia Sedona recalled for
corrosion troubles — again. Kia Motors Corporation issued a recall June 17 for 97,884
of its model years 2006 — 2012 Sedona minivan vehicles sold in the U.S. due to a
corrosion problem affecting the vehicles’ suspension where the front lower control
arms may be susceptible to corrosion from saltwater used to de-ice roadways that can
lead to road noise and vibration, and potentially cause the arms to break, thereby
making it difficult or impossible to control the vehicle. The vehicles were sold or
registered in 27 States and Washington, D.C.
Source: http://www.thecarconnection.com/news/1104535 2006-2012-kia-sedona-
recalled-for-corrosion-troubles--again
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Defense Industrial Base Sector

Nothing to report

Financial Services Sector

5. June 17, South Florida Sun-Sentinel — (Florida) Man arrested in Boca Raton stole
more than $89K using ATM skimmers, police say. A Colombian citizen was arrested
in Boca Raton, Florida, June 16 after he allegedly installed 10 skimming devices at
Chase Bank branch ATMs in Miami-Dade, Broward, and Palm Beach counties in order
to steal the credit or debit card information of over 300 ATM customers and skim at
least $85,000 from the victims’ accounts. The man was arrested when a Chase Bank
investigator witnessed the man installing a skimmer and notified authorities.

Source: http://www.sun-sentinel.com/local/palm-beach/boca-raton/fl-boca-chase-bank-
atm-skimmers-20160617-story.html

For another story, see item 34

Transportation Systems Sector

6. June 19, Janesville Gazette — (Wisconsin) One dead in Highway 59 crash. Highway
59 in Edgerton, Wisconsin, were closed for more than 3 hours June 19 while officials
cleared the scene of a two-vehicle, head-on crash that left one driver dead and sent two
others to the hospital with serious injuries.

Source:
http://www.gazettextra.com/20160619/updated one dead _in_highway 59 crash

7. June 17, WHO 13 Des Moines — (lowa) Truck carrying 8,000 gallons of fuel rolls off
Highway 5. A portion of Highway 5 in west Des Moines was closed for more than 7
hours June 17 due to a rollover accident involving a semi-truck hauling 4,491 gallons
gasoline and 3,498 gallons of diesel. The semi-truck leaked fuel into a nearby storm
drain and HAZMAT crews worked to clear the scene.

Source: http://whotv.com/2016/06/17/tanker-truck-accident-closes-highway-5/

8. June 17, KFDM 6 Beaumont — (Texas) 7-year-old one of two killed in double fatality
on Hwy 105. Two people were killed and two others were injured in a multi-vehicle
crash that forced the closure of Highway 105 in Liberty County, Texas for
approximately 6 hours June 17.

Source: http://kfdm.com/news/local/double-fatality-accident-shuts-down-highway-105-
near-liberty-hardin-county-line

9. June 17, KION 46 Salinas — (California) Two dead after early morning crash on
Highway 183. A wrong-way driver sideswiped one vehicle and crashed head-on into
another on the northbound side of Highway 183 in Salinas, California, June 17 leaving
two people dead, one person severely injured, and forcing the closure of the highway
for more than 4 hours.

Source: http://www.kionrightnow.com/news/local-news/Two-dead-after-early-



http://www.sun-sentinel.com/local/palm-beach/boca-raton/fl-boca-chase-bank-atm-skimmers-20160617-story.html
http://www.sun-sentinel.com/local/palm-beach/boca-raton/fl-boca-chase-bank-atm-skimmers-20160617-story.html
http://www.gazettextra.com/20160619/updated_one_dead_in_highway_59_crash
http://whotv.com/2016/06/17/tanker-truck-accident-closes-highway-5/
http://kfdm.com/news/local/double-fatality-accident-shuts-down-highway-105-near-liberty-hardin-county-line
http://kfdm.com/news/local/double-fatality-accident-shuts-down-highway-105-near-liberty-hardin-county-line
http://www.kionrightnow.com/news/local-news/Two-dead-after-early-morning-crash-on-Highway-183/40101272

10.

morning-crash-on-Highway-183/40101272

June 17, Associated Press — (West Virginia) West Virginia man charged in 1-81
wreck that killed one, injured at least a dozen. Interstate 81 in Spring Mills, West
Virginia, was closed for several hours June 17 due to a multi-vehicle accident involving
two semi-trucks and 14 vehicles that left one person dead and 12 others injured.
Source: http://www.wdbj7.com/content/news/One-Kkilled-at-least-a-dozen-hurt-in-1-81-
wreck-in-West-Virginia-383417931.html

Food and Agriculture Sector

11.

12.

13.

14.

June 19, U.S. Department of Agriculture — (National) GNP Company recalls chicken
products due to possible foreign matter contamination. GNP Company issued a
recall June 18 for approximately 55,608 pounds of its chicken products sold in 18
variations due to potential contamination with extraneous materials after the company
found sand and black soil in some of the products. The source of the contamination is
under investigation and there have been no confirmed reports of adverse reactions in
connection with the products which were shipped for food service and retail
distribution nationwide.

Source: http://www.fsis.usda.gov/wps/portal/fsis/topics/recalls-and-public-health-
alerts/recall-case-archive/archive/2016/recall-051-2016-release

June 18, U.S. Department of Agriculture — (New Jersey; New York) Red Bowl Food
Corporation recalls wonton and dumpling products due to misbranding and
undeclared allergens. Red Bowl Food Corporation issued a recall June 17 for
approximately 10,198 pounds of its Chicken & Shrimp Wonton, Pork Dumpling, and
Pork and Shrimp Dumpling products due to misbranding and undeclared egg
discovered by Federal in-facility personnel during routine label verification activities.
There have been no confirmed reports of adverse reactions and the products were
distributed to retail locations in New Jersey and New York.

Source: http://www.fsis.usda.gov/wps/portal/fsis/topics/recalls-and-public-health-
alerts/recall-case-archive/archive/2016/recall-050-2016-release

June 18, U.S. Food and Drug Administration — (Arizona; California; Nevada) Green
Cuisine recalls Pesto Pasta Salad with Arugula sold in select Whole Foods Market
stores due to potential health risk. Green Cuisine issued a voluntary recall June 18
for its Pesto Pasta Salad with Arugula products due to potential Listeria monocytogenes
contamination after the company’s supplier, National Frozen Foods, notified the firms
that the frozen green peas used in the products were recalled due to Listeria. No
ilinesses have been reported and the products were sold at Whole Foods Market
locations in southern California, Nevada, and Arizona.

Source: http://www.fda.gov/Safety/Recalls/ucm507532.htm

June 18, U.S. Food and Drug Administration — (National) National Frozen Foods
Corporation recalls frozen green peas and frozen mixed vegetables because of
possible health risk. National Frozen Foods Corporation issued a voluntary recall June
17 for its Not-Ready-To-Eat frozen green peas products and frozen mixed vegetables
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15.

16.

17.

18.

products sold in 45 variations due to potential Listeria monocytogenes contamination
after a sample tested by the company revealed that the products may be contaminated
with Listeria. There have been no illnesses reported and the products were distributed
to retail stores nationwide.

Source: http://www.fda.gov/Safety/Recalls/ucm507535.htm

June 17, U.S. Food and Drug Administration — (National) GMJ Natural Products,
Inc., issues allergy alert on undeclared whey protein in “Jugo Moringa Plus
Antioxidant 32 fl oz Jug.” GMJ Natural Products Inc., issued a recall June 17 for its
“Jugo Moringa Plus Antioxidant” products due to undeclared whey protein after it was
discovered that the label did not list the presence of whey protein in the products
following a temporary breakdown in the company’s production and packaging
processes. No illnesses have been reported and the products were distributed to retail
stores and through mail orders nationwide.

Source: http://www.fda.gov/Safety/Recalls/ucm507523.htm

June 17, U.S. Food and Drug Administration — (National) Earnest Eats recalls
Earnest Eats Dark Chocolate Almond Chewy Granola Bars because of possible
health risk. Earnest Eats issued a voluntary recall June 17 for select lots of its Earnest
Eats Dark Chocolate Almond Chewy Granola Bars sold in four variations due to
potential Listeria monocytogenes contamination after the company’s sunflower seed
supplier, SunOpta, Inc., recalled the seeds used in the granola bar products due to
Listeria. No illnesses have been reported and the products were distributed to retail
stores nationwide and via the Internet.

Source: http://www.fda.gov/Safety/Recalls/ucm507521.htm

June 17, U.S. Food and Drug Administration — (Ohio) Gardner Pie Company issues
allergy alert on Cheesecakes and Key Lime Pies sold between 4/11/16 and 6/14/16
due to potential undeclared peanut residue. Gardner Pie Company issued a recall
June 17 for its Cheesecakes and Key Lime Pies products due to undeclared peanut
residue after the company’s supplier, Kellogg Company, recalled certain lots of its
Graham Crumbs used in the cake and pie products, which was made with flour that has
the potential to contain low levels of peanut residue. No illnesses have been reported
and the products were sold at one of the company’s retail outlet stores in Akron, Ohio.
Source: http://www.fda.gov/Safety/Recalls/ucm507520.htm

June 17, U.S. Food and Drug Administration — (National) Tippin’s Gourmet Pies,
LLC announces the recall of Tippin’s Key Lime Pie for the presence of undeclared
peanut residue due to supplier recall. Tippin’s Gourmet Pies, LLC issued a voluntary
recall June 17 for its Key Lime Pies products sold in 8-ounce packages due to
undeclared peanut residue after the company’s supplier, Kellogg Company, recalled the
graham cracker crumbs used in the pie products, which were made with flour that has
the potential to contain low levels of peanut residue. No illnesses have been reported
and the products were shipped to distributors in seven States.

Source: http://www.fda.gov/Safety/Recalls/ucm507525.htm
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19.

June 17, U.S. Food and Drug Administration — (National) HP Hood LLC voluntarily
recalls protein drinks from its Sacramento facility due to premature spoilage. HP
Hood LLC issued a recall June 17 for select lots of its Muscle Milk protein drink
products sold in 13 variations due to potential premature spoilage after the company
identified a potential packaging defect that may cause product spoilage during transport
and handling. There have been no confirmed reports of adverse reactions.

Source: http://www.fda.gov/Safety/Recalls/ucm507529.htm

Water and Wastewater Systems Sector

20.

21.

June 19, WCVB 5 Boston — (Massachusetts) Water contaminated with E. coli,
Uxbridge DPW says. The Department of Public Works in Uxbridge issued a water
advisory June 18 after a water sample tested positive for E. coli bacteria June 17. The
advisory prompted the closure of schools in the town and crews worked to flush the
system.

Source: http://www.wcvb.com/news/water-contaminated-with-e-coli-uxbridge-dpw-
says/40125732

June 17, WCIV 36 Charleston — (South Carolina) 2,000 gallons of sewage believed
spilled into creek near Stono River in West Ashley. Charleston Water System
announced that it is monitoring and testing the water after about 2,000 gallons of
sewage leaked into a small creek in West Ashley near the Stono River June 17.

Source: http://abcnews4.com/news/local/2000-gallons-of-sewage-believed-spilled-into-
creek-near-stono-river-in-west-ashley

Healthcare and Public Health Sector

22,

June 17, KING 5 Seattle — (Washington) Virginia Mason contacting 650 patients
possibly exposed to hepatitis B. Virginia Mason Medical Center in Seattle began
notifying approximately 650 patients treated in the dialysis unit since February 2011 of
inconsistent screenings for hepatitis B after a review found that the hospital had been
conducting inconsistent screening for patients who came into the clinic and for every
30 days that they stayed in the hospital. Patients are being encouraged to contact their
doctors for an additional screening.

Source: http://www.king5.com/news/local/virginia-mason-says-dialysis-patient-had-
hepatitis-b/247464200

Government Facilities Sector

23.

June 20, KSWB 69 San Diego — (California) 3 firefighters injured in wildfire near
border. Crews reached 5 percent containment June 20 of a wildfire that burned about
1,900 acres, destroyed 4 outbuildings, and prompted officials to evacuate the
community of Potrero in California. The fire also prompted the cancellation of classes
at Mountain Empire Unified School District campuses until further notice.

Source: http://fox5sandiego.com/2016/06/19/ranchers-evacuated-due-to-fire-burning-
near-tecate-border-crossing/
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24. June 20, KTLA 5 Los Angeles — (California) Sherpa Fire in Santa Barbara County

25.

spreads to 7,893 acres; containment increases to 51%. Crews reached 51 percent
containment June 19 of the Sherpa Fire which has burned 7,893 acres in Santa Barbara
County. The fire threatens approximately 270 structures and prompted officials to
declare mandatory evacuations and issue a red flag warning through June 21.

Source: http://ktla.com/2016/06/19/sherpa-fire-weather-conditions-will-make-massive-
wildfire-more-problematic-official-says/

June 20, KNXV 15 Phoenix — (Arizona) Cedar Fire jumps containment line, winds
moving it southward; fire grows to 26K acres. Crews reached 40 percent
containment June 19 of the Cedar Fire which has burned 26,739 acres near Show Low,
Arizona.

Source: http://www.abc15.com/news/region-northern-az/other/cedar-fire-jumps-
containment-line-winds-moving-it-southward

For another story, see item 20

Emergency Services Sector

26.

217.

June 20, WDTN 2 Dayton — (Indiana) Car possibly driven by escaped Indiana
inmates found in Ohio. Authorities are searching for two inmates who escaped from
the Fayette County Jail in Indiana June 18 after the pair removed a portion of the wall
made of concrete blocks and brick.

Source: http://nbc4i.com/2016/06/20/car-possibly-driven-by-escaped-indiana-inmates-
found-in-ohio/

June 19, Associated Press — (Texas) Inmates returning to 3 Texas prisons evacuated
due to flooding. The Texas Department of Criminal Justice reported June 19 that about
4,000 inmates who were evacuated May 29 from 3 State prisons due to severe storms,
returned to the prisons June 18 after floodwaters receded.

Source: http://www.pressofatlanticcity.com/inmates-return-to-texas-prisons-evacuated-
due-to-flooding/article 173d8419-2664-5247-b7f5-1a78b09d22ff.html

Information Technoloqy Sector

28.

June 17, Softpedia — (International) Losses from business email scams reach a
whopping $3 billion. The FBI’s Internet Crime Complaint Center (IC3) reported that
global Business Email Compromise (BEC) scams and campaigns were increasing with
companies losing over $3 billion in global scams and over $960 million in U.S-targeted
scams from October 2013 — May 2016. Many targeted companies stated that the
fraudulent actions occurred by hacking into the chief financial officer’s or chief
executive officer’s email accounts.

Source: http://news.softpedia.com/news/losses-from-business-email-scams-reach-a-
whopping-3-billion-505378.shtml
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Internet Alert Dashboard

To report cyber infrastructure incidents or to request information, please contact US-CERT at soc@us-cert.gov or
visit their Web site: http://www.us-cert.gov

Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and
Analysis Center) Web site: http://www.it-isac.org

Communications Sector

29.

June 17, Minden Press-Herald — (Louisiana; Texas) Copper theft leads to two
arrests. The Webster Parish Sheriff’s Office announced the arrest of two individuals
June 17 in connection to an alleged spree where the pair stole copper wire from at least
four cell phone tower sites in Louisiana, causing up to $40,000 in damage at each site
in order to re-sell the copper in Texas.

Source: http://press-herald.com/copper-theft-leads-two-arrests/

Commercial Facilities Sector

30.

31.

32.

33.

June 20, KTNV 13 Las Vegas — (Nevada) 19 displaced in apartment fire just east of
Las Vegas Strip. A June 19 fire at a Las Vegas apartment complex caused about
$500,000 in damage and displaced 19 residents after a two-alarm fire allegedly began
on a second-floor apartment. A total of 50 firefighters contained the incident and no
injuries were reported.

Source: http://www.ktnv.com/news/19-displaced-in-apartment-fire-just-east-of-las-

vegas-strip

June 19, KHOU 11 Houston — (Texas) One injured in 4-alam apartment fire in
River Oaks. A 4-alarm fire June 19 at the Essex House Apartments in River Oaks
caused extensive damage to the building and displaced 25 families after the fire
reportedly started on the middle of the third floor. Officials are investigating the
incident.

Source: http://www.khou.com/news/local/one-injured-in-4-alarm-apartment-
fire/248846582

June 18, WDAZ 8 Devils Lake — (Minnesota) Crookston Walmart re-opens after
bomb threat forces evacuation. A Walmart store in Crookston was evacuated and
closed for several hours June 17 due to a bomb threat. Officials searched and cleared
the building after nothing suspicious was found.

Source: http://www.wdaz.com/news/minnesota/4057549-crookston-walmart-re-opens-
after-bomb-threat-forces-evacuation

June 18, San Francisco Bay City News — (California) Two injured in fire that
damaged 6 buildings in San Francisco’s Bernal Heights. Six buildings and nine
businesses in San Francisco’s Bernal Heights neighborhood sustained extensive
damage June 18 following a 5-alarm fire that displaced 40 residents, injured 2 others,
and prompted officials to issue a shelter-in-place order.

Source: http://abc7news.com/news/two-injured-in-fire-that-damaged-6-buildings-in-
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34. June 17, WTIC 61 Hartford — (National) Groton police arrest NY man for multi-
state credit card fraud. Groton Police arrested a man June 16 after he and a co-
conspirator allegedly stole over $300,000 in a multi-state credit card fraud scheme that
targeted stores throughout the northeast. Authorities are searching for the second
suspect.

Source: http://fox61.com/2016/06/17/groton-police-arrest-ny-man-for-multi-state-
credit-card-fraud/

Dams Sector

35. June 17, KSWO 7 Lawton — (Oklahoma) Dam leak inspected at Ft. Sill. Fort Sill
officials are investigating a potential dam failure June 17 after engineers found water
leaking from the bottom of a rock and concrete dam at Upper Canyon Lake following a
severe storm June 12.

Source: http://www.kswo.com/story/32251643/dam-leak-inspected-at-ft-sill
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http://fox61.com/2016/06/17/groton-police-arrest-ny-man-for-multi-state-credit-card-fraud/
http://fox61.com/2016/06/17/groton-police-arrest-ny-man-for-multi-state-credit-card-fraud/
http://www.kswo.com/story/32251643/dam-leak-inspected-at-ft-sill
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