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Pacific Gas and Electric Co. agreed June 21 to close the Diablo Canyon Power Plant in
California by 2025 and replace the nuclear plant with solar power and other energy
sources. — Associated Press (See item 3)

U.S. officials announced June 21 that Analogic Corp., and its Danish subsidiary, BK
Medical ApS, agreed to pay nearly $15 million to settle parallel civil and criminal actions
involving Foreign Corrupt Practices Act (FCPA) violations. — U.S. Securities and
Exchange Commission (See item 19)

The governor of Michigan signed a $617 million bailout and restructuring plan June 21 for
Detroit Public Schools which will split the district in two July 1. — Associated Press (See
item 21)

Florida officials announced June 20 that Florida Power & Light will have 10 years to clean
up a large underground plume of saltwater threatening drinking water well fields near its
Turkey Point plant. — Miami Herald (See item 32)
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Enerqy Sector

1. June 21, Associated Press — (North Dakota) OSHA: North Dakota oil worker killed
in crane accident. The Occupational Safety and Health Administration announced
June 21 that it is investigating an incident where a worker was Killed in a crane accident
at an Advance Energy oil well site in Mountrail County June 20. The worker was
struck and killed by the crane’s boom as it was being lowered into the ground to
remove and replace a pipe.

Source: http://www.tulsaworld.com/osha-north-dakota-oil-worker-killed-in-crane-
accident/article_46dlafc9-33ab-5d32-bcb0-7aled534c0c0.html

2. June 21, Ocean City Patch — (New Jersey) Atlantic City Electric working to restore
power; NWS may send crews to Cape May County. Utility crews worked June 21 to
restore power after approximately 36,000 customers lost service due to a severe storm
that moved through New Jersey.

Source: http://patch.com/new-jersey/oceancity/numerous-reports-tornadoes-middle-
township-police

Chemical Industry Sector

Nothing to report

Nuclear Reactors, Materials, and Waste Sector

3. June 21, Associated Press — (California) California closing last nuclear plant after 3
decades. Pacific Gas and Electric Co., and several environmental groups agreed June
21 to close the Diablo Canyon Power Plant in San Luis Obispo County by 2025 and
replace the nuclear plant with solar power and other energy sources that do not produce
climate-changing greenhouse gases. The closure will ensure that earthquakes will not
fracture the facility as the plant sits 650 yards from the nearest fault line.
Source: http://abc7.com/news/california-closing-last-nuclear-plant-after-3-
decades/1394704/

4. June 21, Chattanooga Times Free Press — (Tennessee) Watts bar nuclear plant shuts
down for second time in three weeks. A Tennessee Valley Authority spokesperson
reported June 21 that its Watts Bar Unit 2 nuclear reactor in Spring City was shut down
after the unit experienced issues in its auxiliary feed water system which tripped the
reactor during a full power output June 20. Officials believe the unit will be back online
around June 24.

Source:
http://www.timesfreepress.com/news/business/aroundregion/story/2016/jun/21/watts-
bar-nuclear-plant-shuts-down-second-time-three-weeks/372227/

Critical Manufacturing Sector

Nothing to report
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Defense Industrial Base Sector

Nothing to report

Financial Services Sector

5. June 21, U.S. Securities and Exchange Commission — (California) SEC halts scheme
defrauding pro athletes. The U.S. Securities and Exchange Commission unsealed a
complaint June 21 charging and freezing the assets of The Ticket Reserve Inc., its chief
executive officer, a chief operating officer, and a managing director from RGT Capital
Management after the group allegedly siphoned more than $33 million from
professional athletes’ bank accounts without their authorization in order to invest the
money into The Ticket Reserve, make Ponzi-like payments to existing investors using
money from new investors, and falsify documents, among other illicit actions in order
to conceal the scheme. The charges also allege that the managing director received
nearly $2 million in hidden compensation from the company, failed to disclose to
investors that he was a member of The Ticket Reserve’s board of directions, and falsely
claimed to be a certified public accountant (CPA).

Source: https://www.sec.gov/news/pressrelease/2016-124.html

Transportation Systems Sector

6. June 22, Washington Post — (Washington, D.C.) Cleveland Park Metro station
reopens after flooding turns it into a waterfall. The Washington Metropolitan Area
Transit Authority’s Cleveland Park Metro Station in Washington, D.C. was closed for
nearly 2 hours June 21 due to flash flooding caused by heavy rainfall. The water did not
cause damage to the tracks or third rail.

Source: https://www.washingtonpost.com/news/dr-gridlock/wp/2016/06/21/metro-
trains-bypassing-cleveland-park-due-to-flooding/

7. June 22, WOAI 4 San Antonio — (Texas) Car flips after being rear-ended on
Highway 281, driver injured. A two-vehicle crash closed the northbound lanes of
Highway 281 in San Antonio for approximately 3 hours June 22 and sent one person to
an area hospital.

Source: http://news4sanantonio.com/news/local/car-flips-after-being-rear-ended-on-
highway-281-driver-injured

8. June 22, Tampa Bay Times — (Florida) Highway patrol looking for another driver in
fatal 1-4 pileup. Interstate 4 in Lakeland was closed for approximately 5 hours June 21
due to an accident involving at least seven vehicles that left four people dead when an
eastbound vehicle lost control and crossed the highway median into westbound lanes.
Source: http://web.tampabay.com/news/publicsafety/accidents/highway-patrol-looking-
for-another-driver-in-fatal-i-4-pileup/2282653

9. June 21, KFSN 30 Fresno — (California) CHP officer seriously injured in Highway
180 collision. Eastbound lanes of Highway 180 in Fresno were shut down for several
hours following a June 21 crash involving a California Highway Patrol officer on a
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10.

motorcycle and another vehicle. The officer was transported to an area hospital with
major injuries.

Source: http://abc30.com/news/chp-officer-seriously-injured-in-highway-180-
collision/1395831/

June 21, KOMO 4 Bellevue — (Washington) Police: motorcyclist dies after being hit
by car in Renton. A crash involving a motorcycle and two other vehicles left one
driver dead and closed Maple Valley Highway in Renton, Washington, for 3 hours June
21 while authorities investigated.

Source: http://komonews.com/news/local/renton-police-investigate-fatal-motorcycle-
crash

Food and Agriculture Sector

11.

12.

13.

14.

June 22, Food Safety News — (National) Sardine products recalled because of
botulism concerns. Greenland Trading Corporation issued a recall June 22 for its Al
Rasheed Sardine products after sampling and analysis revealed that the products have
the potential to be contaminated with Clostridium botulinum bacteria. No illnesses have
been reported and the products were distributed to retail stores in seven States.

Source: http://www.foodsafetynews.com/2016/06/sardine-products-recalled-because-
of-botulism-concerns

June 21, U.S. Food and Drug Administration — (Michigan) Dutch Treat Foods recalls
Sweet Pea Pasta Salad because of potential health risk. Dutch Treat Foods, Inc.,
issued a voluntary recall June 21 for 3,087 pounds of its Sweet Pea Pasta Salad
products due to potential Listeria monocytogenes contamination after one of the
company’s suppliers, J.R. Simplot Co., recalled an ingredient used in the salad products
due to Listeria. No illnesses have been reported and the products were shipped to two
distributors, and sold at the company’s facility and retail stores in Michigan.

Source: http://www.fda.gov/Safety/Recalls/ucm507885.htm

June 21, U.S. Food and Drug Administration — (National) Marin Foods Specialties,
Inc. recalls raw macadamia nuts sold at Whole Foods Market stores in CA, NV,
OR, and WA due to possible health risk. Marin Foods Specialties, Inc., issued a
recall June 21 for its “Whole Foods Market Raw Macadamia Nuts” products sold in 6-
ounce packages due to potential Salmonella contamination after the products tested
positive for Salmonella during routine testing. No illnesses have been reported and the
products were distributed to Whole Foods Market Inc. stores in California, Nevada,
Oregon, and Washington.

Source: http://www.fda.gov/Safety/Recalls/ucm508045.htm

June 21, U.S. Department of Labor — (Missouri) OSHA finds absence of proper
safety guards led two workers to suffer amputation injuries at Piedmont food
manufacturer. The Occupational Safety and Health Administration cited Ajinomoto
Windsor Inc., with two repeated, eight serious, and three other-than-serious safety
violations June 15 after two incidences in December 2015 and January 2016 caused
two workers to incur amputation injuries and prompted an investigation at the
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15.

16.

Piedmont, Missouri facility which revealed that the company failed to install adequate
safety guards, among other violations. Proposed penalties total $140,000.

Source:

https://www.osha.gov/pls/oshaweb/owadisp.show_document?p table=NEWS RELEA
SES&p id=32679

June 21, U.S. Department of Labor — (Ohio) Non-GMO food additive manufacturer
faces $180K in fines after explosion, fire injures 4 workers at Ohio facility. The
Occupational Safety and Health Administration cited Arboris LLC with 35 serious, 1
willful, and 5 other-than serious safety violations June 17 after a December 2015
explosion at the Newark, Ohio facility injured 4 workers and prompted an investigation
at the facility which revealed that the company violated process safety management
procedures for handling hazardous materials, failed to develop emergency shut-down
procedures, failed to implement processes to prevent inadvertent startup or release of
stored energy, and failed to designate sufficient exit routes, among other violations.
Proposed penalties total $180,180.

Source:

https://www.osha.gov/pls/oshaweb/owadisp.show_document?p_table=NEWS RELEA
SES&p id=32676

June 21, U.S. Food and Drug Administration — (National) Pinnacle Foods Inc.
voluntarily recalls limited quantity of C&W Early Harvest Petite Peas and C&W
Petite Peas due to possible Listeria contamination. Pinnacle Foods Inc., issued a
voluntary recall June 21 for select lots of its C&W Early Harvest Petite Peas and C&W
Petite Peas products due to potential Listeria monocytogenes contamination after the
company’s contract packer, National Frozen Foods, notified the firm that the products
may be contaminated with Listeria. No illnesses have been reported and the products
were distributed nationwide and via the Internet.

Source: http://www.fda.gov/Safety/Recalls/ucm508001.htm

Water and Wastewater Systems Sector

17.

18.

June 21, WSB 2 Atlanta — (Georgia) More than 4,000 gallons of raw sewage spills in
creek. Approximately 4,600 gallons of raw sewage spilled into the Utoy Creek in
southwest Atlanta June 14 due to a collapsed sewer line. Crews sealed the line and
officials stated that the pipe will be routinely inspected.

Source: http://www.wsbtv.com/news/local/atlanta/more-than-4000-gallons-of-raw-
sewage-spills-in-creek/355359055

June 20, WFLA 8 Tampa — (Florida) Precautionary boil water notice issued for
Belleair. A water main break in Belleair, Florida, prompted the Belleair Water
Department to issue a boil water advisory June 20. The advisory will remain in effect
until test results confirm the absence of contamination.

Source: http://wfla.com/2016/06/20/precautionary-boil-water-notice-issued-for-
belleair/

For another story, see item 32


https://www.osha.gov/pls/oshaweb/owadisp.show_document?p_table=NEWS_RELEASES&p_id=32679
https://www.osha.gov/pls/oshaweb/owadisp.show_document?p_table=NEWS_RELEASES&p_id=32679
https://www.osha.gov/pls/oshaweb/owadisp.show_document?p_table=NEWS_RELEASES&p_id=32676
https://www.osha.gov/pls/oshaweb/owadisp.show_document?p_table=NEWS_RELEASES&p_id=32676
http://www.fda.gov/Safety/Recalls/ucm508001.htm
http://www.wsbtv.com/news/local/atlanta/more-than-4000-gallons-of-raw-sewage-spills-in-creek/355359055
http://www.wsbtv.com/news/local/atlanta/more-than-4000-gallons-of-raw-sewage-spills-in-creek/355359055
http://wfla.com/2016/06/20/precautionary-boil-water-notice-issued-for-belleair/
http://wfla.com/2016/06/20/precautionary-boil-water-notice-issued-for-belleair/

Healthcare and Public Health Sector

19. June 21, U.S. Securities and Exchange Commission — (International) SEC charges

medical device manufacturer with FCPA violations. The U.S. Securities and
Exchange Commission announced June 21 that Analogic Corp., and its Danish
subsidiary, BK Medical ApS, agreed to pay nearly $15 million to settle parallel civil
and criminal actions involving Foreign Corrupt Practices Act (FCPA) violations after
the Danish subsidiary engaged in hundreds of sham transactions with distributors that
funneled about $20 million to third parties, while Analogic Corp., reportedly failed to
keep accurate books and records and maintain adequate internal accounting controls.
Source: https://www.sec.gov/news/pressrelease/2016-126.html

Government Facilities Sector

20.

21.

22,

June 22, KDVR 31 Denver — (Colorado) Northwest Colorado fire grows to 3,800
acres. Crews worked June 22 to contain the Beaver Creek Fire which has burned 3,800
acres in Routt National Forest in Colorado, and prompted mandatory evacuations for
surrounding areas June 21.

Source: http://kdvr.com/2016/06/21/evacuations-ordered-for-northwest-colorado-
wildfire/

June 21, Associated Press — (Michigan) Michigan governor signs $617M Detroit
schools bailout. The governor of Michigan signed a $617 million bailout and
restructuring plan June 21 for Detroit Public Schools which will split the district in two
July 1. A new school board is set to be elected in November and a commission of State
appointees that oversee city budgets will review the schools’ finances.

Source: http://www.freep.com/story/news/education/2016/06/21/michigan-governor-
rick-snyder-signs-617m-detroit-schools-bailout/86202378/

June 21, Los Angeles Times — (California) Raging fires in Azusa and Duarte now
4,900 acres. Fire crews reached 10 percent containment June 21 of the 4,900-acre San
Gabriel Complex Fire burning in Angeles National Forest in California. The fires
forced the evacuation of at least 770 homes and authorities urged residents to be
prepared to evacuate as the fires grow.

Source: http://www.latimes.com/local/lanow/la-me-In-canyon-fire-heat-20160621-
snap-story.html

Emergency Services Sector

23.

June 21, KWQC 6 Davenport — (lllinois) 9-1-1 outage in Henry County, Ill. Residents
in Galva, Kewanee, and Elmira were unable to dial 9-1-1 via landlines June 21 due to a
cut fiber cable. Frontier Communications crews worked to repair the line with no
estimated time for restoration of services.

Source: http://kwqgc.com/2016/06/21/9-1-1-outage-in-henry-county-ill/
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Information Technoloqy Sector

24,

25.

26.

27.

June 22, SecurityWeek — (International) Over a dozen flaws patched in Pidgin chat
client. Pidgin chat client released Pidgin 2.11.0 patching 16 information disclosure
flaws, denial-of-service (DoS) flaws, directory traversal, and buffer overflow flaws
after a security researcher from Cisco Talos discovered the vulnerabilities could allow a
man-in-the-middle (MitM) attacker to overwrite arbitrary files on the system, among
other actions.

Source: http://www.securityweek.com/over-dozen-flaws-patched-pidgin-chat-client

June 22, Softpedia — (International) Carbonite online backup service resets all users
passwords after cyber-attack. Carbonite, the online backup software for Apple Mac
and Microsoft Window products, reported that it issued a service-wide password reset
for all of its users June 21 after the company discovered an ongoing, large account
takeover (ATO) or Identify Testing Attacks in its systems. The company stated the
third-party attack did not compromise any users’ accounts and initiated the password
reset as a precautionary measure.

Source: http://news.softpedia.com/news/carbonite-online-backup-service-resets-all-
users-passwords-after-cyber-attack-505512.shtml

June 22, Softpedia — (International) WordPress 4.5.3 fixes bug that allowed
password change via stolen cookies. WordPress released its newest version
WordPress 4.5.3 fixing 8 security bugs and 17 maintenance issues including simple
cross-site scripting (XSS) flaws, a denial-of-service (DoS) flaw, and an insecure input
filtering flaw after a company security researcher discovered that one of the flaws could
allow attackers to change a user’s password by leveraging stolen cookies.

Source: http://news.softpedia.com/news/wordpress-4-5-3-fixes-bug-that-allowed-
password-change-via-stolen-cookies-505508.shtml

June 21, SecurityWeek — (International) Several vulnerabilities patched in
Libarchive library. Libarchive released a new version for its open-source library,
Libarchive 3.2.1 after a security researcher from Cisco Talos discovered three severe
flaws in the system, including a stack-based buffer overflow flaw and a heap corruption
flaw that can lead to arbitrary code execution, as well as an integer overflow flaw that
could allow an attacker to execute arbitrary code using specially crafted 7-Zip files.
Source: http://www.securityweek.com/several-vulnerabilities-patched-libarchive-

library

For another story, see item 28

Internet Alert Dashboard

To report cyber infrastructure incidents or to request information, please contact US-CERT at soc@us-cert.gov or
visit their Web site: http://www.us-cert.gov

Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and
Analysis Center) Web site: http://www.it-isac.org
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Communications Sector

28.

June 21, IDG News Service — (International) New Android malware can secretly root
your phone and install programs. Security researchers from Trend Micro reported
that a new Android malware dubbed Godless is targeting devices running Android 5.1
and earlier versions to root the operating system (OS) on a device and allow
unauthorized apps to be installed, opening the software to potential spyware
installation.

Source: http://www.computerworld.com/article/3087003/security/new-android-
malware-can-secretly-root-your-phone-and-install-programs.html#tk.rss_security

Commercial Facilities Sector

29.

30.

31.

June 21, Orange County Register — (California) Senior living complex in Orange
evacuated after irritated eyes, coughing. HAZMAT and fire crews were dispatched
to the Triangle Terrace senior living facility in Orange, California, June 21 after
residents at the facility reported an unusual smell, prompting officials to evacuate 35
residents. One person was treated for respiratory irritation and officials discovered that
a resident inadvertently triggered a chemical reaction when handling cleaning supplies.
Source: http://www.ocregister.com/articles/stefano-720028-residents-complaints.html

June 21, WLKY 32 Louisville — (Kentucky) Arson investigators determine cause of
University Park Apartments fire. A June 20 fire at the University Park Apartments in
Louisville displaced 33 residents and damaged eight apartment units. Officials
determined that the fire was caused by a malfunctioning electrical outlet on the second
floor.

Source: http://www.wlky.com/news/crews-battling-apartment-fire-near-preston-street-
eastern-parkway/40142504

June 21, Boston Globe — (Massachusetts) 13 displaced in east Boston apartment fire.
A two-alarm fire June 20 at an east Boston apartment complex caused an estimated
$150,000 in damages and displaced 13 people. Fire crews extinguished the blaze and
officials are investigating the cause of the fire.

Source: https://www.bostonglobe.com/metro/2016/06/21/displaced-east-boston-
apartment-fire/aWwnwdpK6CkhJHhU2zHPI120/story.html

Dams Sector

32.

June 21, Miami Herald — (Florida) Florida gives FPL 10 years to clean up cooling
canals. The Florida Department of Environmental Protection announced June 20 that
Florida Power & Light will have 10 years to clean up a large underground plume of
saltwater threatening drinking water well fields near its Turkey Point plant, which will
include freshening and improving the efficiency of the 5,900-acre loop of canals used
to cool two nuclear reactors at the plant, and the installation of a network of extraction
wells to halt and ultimately shrink the plume, among other plans.

Source: http://www.miamiherald.com/news/local/environment/article85104132.html
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About the reports - The DHS Daily Open Source Infrastructure Report is a daily [Monday
through Friday] summary of open-source published information concerning significant critical
infrastructure issues. The DHS Daily Open Source Infrastructure Report is archived for 10 days on
the Department of Homeland Security Web site: http://www.dhs.gov/IPDailyReport

Contact Information

Content and Suggestions: Send mail to cikr.productfeedback@hg.dhs.gov or contact the DHS
Daily Report Team at (703) 942-8590

Subscribe to the Distribution List: Visit the DHS Daily Open Source Infrastructure Report and follow
instructions to Get e-mail updates when this information changes.

Removal from Distribution List: Send mail to support@govdelivery.com.

Contact DHS

To report physical infrastructure incidents or to request information, please contact the National Infrastructure
Coordinating Center at nicc@hqg.dhs.gov or (202) 282-9201.

To report cyber infrastructure incidents or to request information, please contact US-CERT at soc@us-cert.gov or visit
their Web page at www.us-cert.gov.

Department of Homeland Security Disclaimer

The DHS Daily Open Source Infrastructure Report is a non-commercial publication intended to educate and inform
personnel engaged in infrastructure protection. Further reproduction or redistribution is subject to original copyright
restrictions. DHS provides no warranty of ownership of the copyright, or accuracy with respect to the original source
material.
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