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Top Stories

The Destin gas pipeline system was shut down following a June 28 fire at an Enterprise
Products Partners LP plant in Pascagoula, Mississippi forcing at least two offshore gas
platforms in the U.S. Gulf of Mexico to halt operations. — Reuters (See item 1)

Toyota Motor Corp., issued a recall June 29 for 3.37 million of its vehicles worldwide due
to faulty fuel-emissions control canisters and Autoliv Inc.-supplied curtain air bag inflators.

— Bloomberg News (See item 4)

Three crew members are presumed dead and another is injured after two BNSF Railway
freight trains collided in the Texas Panhandle June 28 causing several cars to erupt in
flames and prompting officials to evacuate nearby residents. — Associated Press (See item

6)

California fire crews continued June 28 to battle 9 wildfires burning across the State which
have collectively scorched more than 71,010 acres of land. — Banning-Beaumont Patch

(See item 14)
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Enerqy Sector

1. June 28, Reuters — (National) Fire at Mississippi gas plant halts two U.S. Gulf Coast
platforms. The Destin gas pipeline system was shut down following a June 28 fire at
an Enterprise Products Partners LP plant in Pascagoula, Mississippi. The pipeline’s
closure forced at least two offshore gas platforms in the U.S. Gulf of Mexico to halt
operations until the pipeline resumes production.

Source: http://www.reuters.com/article/us-bp-fire-pascagoula-idUSKCNOZEODZ

Chemical Industry Sector

2. June 28, WBKO 13 Bowling Green — (Kentucky) Tompkinsville chemical leak forces
evacuation. The Monroe County Emergency Management Director reported June 28
that dozens of people in Tompkinsville, Kentucky, were evacuated from homes and
businesses for several hours due to a chlorine gas leak that released fumes from an area
sewer treatment plant. Crews deemed the area safe once the gas levels receded.

Source: http://www.wbko.com/content/news/Tompkinsville-chemical-leak-requires-
evacuation-384700071.html

Nuclear Reactors, Materials, and Waste Sector

3. June 28, Allentown Morning Call — (Pennsylvania) Service restored at Susquehanna
nuke plant after 3 weeks. Talen Energy officials reported June 28 that its Unit 1
nuclear reactor at the Susquehanna Steam Electric Station in Luzerne County was back
online June 27 following a 3-week shutdown while officials addressed a water leak
inside the unit’s containment structure. The Unit 2 nuclear reactor remained online
during the outage and all radioactive leaks were contained.

Source: http://www.poconorecord.com/article/20160628/NEWS/160629591

Critical Manufacturing Sector

4. June 29, Bloomberg News — (International) Toyota recalls 3.4 million cars over air
bags, fuel tanks. Toyota Motor Corp., issued a recall June 29 for a total of 3.37
million of its vehicles worldwide including 2.87 million of its model years 2006 — 2015
Prius hybrid and Corolla vehicles due to faulty fuel-emissions control canisters that can
crack and cause leaks when the vehicles have full gas tanks. The recall also includes
1.43 million of its model years 2008 — 2012 Prius hybrid and Lexus CT vehicles due to
faulty Autoliv Inc.-supplied curtain air bag inflators that may partially inflate in parked
vehicles and injure occupants.

Source: http://www.bloomberg.com/news/articles/2016-06-29/toyota-recalls-more-
than-4-million-cars-on-air-bags-fuel-tanks

5. June 28, U.S. Consumer Product Safety Commission — (National) Polaris recalls
Ranger ROVs due to fire hazard. Polaris Industries Inc., issued a recall June 28 for
43,000 of its model years 2015 — 2016 Polaris Ranger 570 recreational off-highway
vehicles (ROVs) due to a fire hazard where the vehicles can overheat during heavy
engine loading, slow-speed intermittent use, or high outdoor temperatures and catch
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fire. The recall was initiated after the company received seven reports of the vehicles
catching fire.

Source: http://www.cpsc.gov/en/Recalls/Recall-Alerts/2016/Polaris-Recalls-Ranger-
ROVs/?

Defense Industrial Base Sector

Nothing to report

Financial Services Sector

Nothing to report

Transportation Systems Sector

6. June 29, Associated Press — (Texas) Authorities: 3 train workers in Texas wreck
presumed dead. Three crew members are presumed dead and another is injured after
two BNSF Railway freight trains collided 25 miles northeast of Amarillo June 28,
causing several cars to erupt in flames and prompting officials to evacuate nearby
residents. In response to the head on crash BNSF officials pledged to adopt technology
called positive train control (PTC) that uses GPS, wireless radio, and computers to
monitor train positions to automatically slow or stop trains in danger of colliding or
derailing.

Source: http://www.msn.com/en-us/news/us/crews-fighting-blaze-at-train-collision-
site-with-3-missing/ar-AAhJaBR

7. June 29, NJ.com — (New Jersey) 7 drivers charged in GWB toll cheat crackdown,
cops say. Seven drivers were arrested June 28 by Port Authority of New York and New
Jersey on the George Washington Bridge in New Jersey including 5 who allegedly owe
the agency a total of $203,000 in toll fees after officials caught them in an early
morning crack down.

Source:
http://www.nj.com/traffic/index.ssf/2016/06/7_drivers_charged_in_gwb_toll cheat cra
ckdown_cops_say.html

8. June 28, WWJ 97.1 FM Detroit — (Michigan) 1-94 shut down for hours after garbage
truck spills onto freeway. Interstate 94 Westbound at M-39 in Allen Park was shut
down for 7 hours June 28 after a semi-truck transporting garbage spilled some of its
load and caught fire.

Source: http://detroit.cbslocal.com/2016/06/28/i-94-shut-down-for-hours-after-garbage-
truck-spills-onto-freeway/

9. June 28, Associated Press — (Nevada) Hoover Dam bridge closed nearly 5 hours by
threat to jump. The Hoover bypass bridge in Las VVegas was closed for nearly 5 hours
June 28 while officials talked a woman out of jumping into the Colorado River. One
police officer was also injured and hospitalized after being hit by a tour bus that was
backing up during the traffic jam.
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Source: http://www.lasvegasnow.com/news/suicidal-man-shuts-down-us-93-near-
hoover-dam

For additional stories, see items 1 and 13

Food and Agriculture Sector

10. June 27, U.S. Department of Justice — (California) District court enters permanent
injunction against Sacramento tofu company and senior officers to stop
distribution of adulterated and misbranded products. California officials entered a
consent decree of permanent injunction June 27 against Wa Heng Dou-Fu & Soy Sauce
International Enterprises and its co-owners prohibiting the company from preparing,
manufacturing, and distributing its soy products following a 2015 Federal inspection of
the Sacramento facility which revealed that the firm failed to take precautions to ensure
that production procedures did not contribute to contamination and failed to adequately
clean and sanitize equipment and utensils, among other sanitary violations after testing
found the presence of Salmonella Havana in the firm’s packing and production areas.
The injunction requires the firm to implement remedial measures, notify the U.S. Food
and Drug Administration (FDA) of measures taken, and receive notification from the
FDA that the measures are in compliance with Federal requirements in order to resume
production.

Source: https://www.justice.gov/opa/pr/district-court-enters-permanent-injunction-
against-sacramento-tofu-company-and-senior

Water and Wastewater Systems Sector

11. June 28, Jacksonville Journal Courier — (Illinois) Major leak patched, but next 48
hours crucial for water. Officials reported June 28 that although crews patched a
water main break in Jacksonville, lowa, a boil water advisory will remain in effect for
48 hours for area residents until final testing of the water is completed.

Source: http://myjournalcourier.com/news/97141/major-leak-patched-but-next-48-
hours-crucial-for-water

Healthcare and Public Health Sector

12. June 28, U.S. Food and Drug Administration — (National) FDA approves Epclusa for
treatment of chronic hepatitis C virus infection. The U.S. Food and Drug
Administration approved Epclusa June 28 to treat adult patients with chronic hepatitis
C virus following extensive testing and evaluation which proved the drug’s safety and
effectiveness.

Source:
http://www.fda.gov/NewsEvents/Newsroom/PressAnnouncements/ucm508915.htm

Government Facilities Sector

13. June 28, Arizona Republic — (Arizona) Wildfire near Cordes Junction 50%
contained; some residents return. Crews reached 50 percent containment June 28 of
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14.

15.

the Bug Creek Fire which has burned more than 1,000 acres near Cordes Lakes. The
fire prompted the partial closure of Interstate 17 at Sunset Point.

Source: http://www.azcentral.com/story/news/local/arizona/2016/06/28/i17-closed-
evacuations-ordered-cordes-junction-wildfire/86480866/

June 28, Banning-Beaumont Patch — (California) California wildfire update:
Tuesday, June 28. California fire crews continued June 28 to battle 9 wildfires burning
across the State which have collectively scorched more than 71,010 acres of land.
Source: http://patch.com/california/banning-beaumont/california-wildfire-update-
tuesday-june-28

June 28, KUSA 9 Denver — (Colorado) Beaver Creek Fire grows to more than 9,000
acres. Crews worked June 28 to contain the Beaver Creek Fire which grew to 9,114
acres as it burned south of the Wyoming border near Walden.

Source: http://www.9news.com/news/local/wildfires/beaver-creek-fire-grows-to-more-
than-9000-acres/258167096

Emergency Services Sector

Nothing to report

Information Technoloqy Sector

16.

17.

18.

June 29, Softpedia — (International) Symantec products affected by multiple “as bad
as it gets” vulnerabilities. A security researcher from Google’s Project Zero initiative
discovered several vulnerabilities in Symantec’s security products including buffer
overflow flaws, memory corruption flaws, and a high-severity flaw that does not
require user interaction, affects default configuration, and allows the software to run on
the highest privilege levels possible due to a vulnerable code in ASPack. Attackers
could exploit the vulnerabilities by sending an email with a malicious file or embed a
malicious link inside the email, among other methods.

Source: http://news.softpedia.com/news/symantec-products-affected-by-multiple-as-
bad-as-it-gets-vulnerabilities-505786.shtml

June 28, Softpedia — (International) Alpine Linux 3.4.1 released with Linux Kernel
4.4.14 LTS, latest security fixes. Alpine Linux project released its Alpine Linux 3.4.1
operating system (OS) which included security updates in its kernel packages and in its
core components, as well as other improvements to several other applications within its
systems.

Source: http://news.softpedia.com/news/alpine-linux-3-4-1-released-with-linux-kernel-
4-4-14-Its-latest-security-fixes-505766.shtml

June 28, Softpedia — (International) LevelDropper Android app infected with
autorooting malware. Lookout researchers identified the LevelDropper app in the
Google Play Store which hides malware capable of rooting the user’s device in order to
install unwanted applications. Researchers also found two privilege escalation exploits
and supporting package files such as busybox and SuperSU, which also have the ability


http://www.azcentral.com/story/news/local/arizona/2016/06/28/i17-closed-evacuations-ordered-cordes-junction-wildfire/86480866/
http://www.azcentral.com/story/news/local/arizona/2016/06/28/i17-closed-evacuations-ordered-cordes-junction-wildfire/86480866/
http://patch.com/california/banning-beaumont/california-wildfire-update-tuesday-june-28
http://patch.com/california/banning-beaumont/california-wildfire-update-tuesday-june-28
http://www.9news.com/news/local/wildfires/beaver-creek-fire-grows-to-more-than-9000-acres/258167096
http://www.9news.com/news/local/wildfires/beaver-creek-fire-grows-to-more-than-9000-acres/258167096
http://news.softpedia.com/news/symantec-products-affected-by-multiple-as-bad-as-it-gets-vulnerabilities-505786.shtml
http://news.softpedia.com/news/symantec-products-affected-by-multiple-as-bad-as-it-gets-vulnerabilities-505786.shtml
http://news.softpedia.com/news/alpine-linux-3-4-1-released-with-linux-kernel-4-4-14-lts-latest-security-fixes-505766.shtml
http://news.softpedia.com/news/alpine-linux-3-4-1-released-with-linux-kernel-4-4-14-lts-latest-security-fixes-505766.shtml

to root the device.
Source: http://news.softpedia.com/news/leveldropper-android-app-infected-with-
autorooting-malware-505727.shtml

Internet Alert Dashboard

To report cyber infrastructure incidents or to request information, please contact US-CERT at soc@us-cert.gov or
visit their Web site: http://www.us-cert.gov

Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and
Analysis Center) Web site: http://www.it-isac.org

Communications Sector

Nothing to report

Commercial Facilities Sector

19. June 28, KSTU 13 Salt Lake City — (Utah) Gas leak cleared after several Heber City
businesses were evacuated. Heber City police reported June 28 that several businesses
including Smith’s Food and Drug, Great Clips, UPS Store, Taco Time, and Whimzy
Lane, among other businesses were evacuated and temporarily closed due to a methane
leak that was being released from the sewer system. Authorities deemed the area safe
after investigating the incident.

Source: http://fox13now.com/2016/06/28/several-heber-city-businesses-evacuated-due-

to-gas-leak/

Dams Sector

Nothing to report
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About the reports - The DHS Daily Open Source Infrastructure Report is a daily [Monday
through Friday] summary of open-source published information concerning significant critical
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the Department of Homeland Security Web site: http://www.dhs.gov/IPDailyReport
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To report cyber infrastructure incidents or to request information, please contact US-CERT at soc@us-cert.gov or visit
their Web page at www.us-cert.gov.
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