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Top Stories

The Canadian prime minister, U.S. President, and president of Mexico announced June 29
that they share a commitment to a low-carbon and sustainable North American economy
and society, and strive to achieve 50 percent clean power generation by 2025. —
Whitehouse.gov (See item 1)

Officials warned consumers June 29 against eating raw dough and batter made with
General Mills, Inc., unbleached, all-purpose, and self-rising flours after Federal testing
confirmed that dozens of people across the country were sickened by a strain of Shiga
toxin-producing E.coli O121. — U.S. Food and Drug Administration (See item 10)

California crews reached 12 percent containment June 29 of the 1,000-acre Trailhead Fire
which threatens 2,600 structures. — KCRA 3 Sacramento (See item 14)

Noodles & Company reported June 28 that its computer systems were breached and that
customers’ information may have been stolen after an investigation revealed a piece of
malware was affecting its systems at over 500 locations. — SecurityWeek (See item 21)
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Enerqy Sector

1. June 29, Whitehouse.gov — (International) Leaders’ statement on a North American
climate, clean energy, and environment partnership. The Canadian prime minister,
U.S. President, and president of Mexico announced June 29 that they share a
commitment to a competitive, low-carbon, and sustainable North American economy
and society, and strive to achieve 50 percent clean power generation by 2025. The plan
to achieve the goal of clean power will be accomplished through collaborating on
cross-border transmission projects, enhancing trilateral collaboration on greening of
government initiatives, and strengthening and aligning efficiency standards across all
three countries, among a range of other initiatives.

Source: https://www.whitehouse.gov/the-press-office/2016/06/29/leaders-statement-
north-american-climate-clean-energy-and-environment

Chemical Industry Sector

Nothing to report

Nuclear Reactors, Materials, and Waste Sector

Nothing to report

Critical Manufacturing Sector

2. June 29, Reuters — (Georgia) Bonnell Aluminum shuts production at Georgia plant
after blast. Bonnell Aluminum in Newnan, Georgia, was shutdown June 29 until
further notice following an explosion in the casting area of the plant that left five
employees injured. The cause of the explosion remains under investigation and
authorities stated no hazardous materials were involved.

Source: http://www.reuters.com/article/us-bonnell-aluminum-blast-closing-
IdUSKCNOZF221

3. June 29, U.S. Department of Labor — (Ohio) Ohio auto parts manufacturer faces
$3.42M in fines after OSHA finds company willfully exposed temporary workers
to machine hazards. The Occupational Safety and Health Administration cited
Sunfield Inc., with 46 egregious willful, 8 serious, 2 willful, and 1 repeated safety
violations and placed the company in its Severe Violator Enforcement Program June 29
after incidents in January and February where 2 workers were injured while operating
machine presses, prompting an investigation at the Hebron, Ohio facility which
revealed that the company failed to disconnect machinery from a power supply before
maintenance and service, failed to adequately train workers on how to operate machine
presses safely, and failed to install adequate safety guards on operating machinery,
among other violations. Proposed penalties total $3,426,900.

Source:
https://www.osha.gov/pls/oshaweb/owadisp.show_document?p_table=NEWS RELEA
SES&p id=32736
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4. June 29, U.S. Department of Labor — (Wisconsin) OSHA finds Waupaca company
lacked proper precautions for using sulfur dioxide at its foundry core
manufacturing, metal coating facility. The Occupational Safety and Health
Administration cited Alliance Industries Inc., with nine serious and on other-than-
serious safety violations June 27 after a February complaint investigation revealed that
the company failed to conduct a process hazard analysis of its sulfur dioxide delivery
system, failed to develop written procedures for operating the delivery system, and
failed to conduct an annual inspection of energy control procedures, among other
violations. Proposed penalties total $41,580.

Source:
https://www.osha.gov/pls/oshaweb/owadisp.show_document?p_table=NEWS RELEA
SES&p id=32733

Defense Industrial Base Sector

Nothing to report

Financial Services Sector

5. June 29, Associated Press; Laramie Boomerang — (Colorado; Wyoming) 6 arrested in
fast-food credit card scheme in northern Colorado. Six New York residents were
arrested and indicted June 15 for allegedly using fraudulent credit cards to purchase
more than $10,000 worth of gift cards at McDonald’s Corp., restaurants and other fast-
food chain restaurants in Wyoming and Colorado. Authorities confiscated over 1,000
gift cards, a credit card reader, and a machine used for printing credit cards during the
groups’ arrest.

Source: http://www.coloradoan.com/story/news/local/colorado/2016/06/29/6-arrested-
fast-food-credit-card-scheme-northern-colorado/86514832/

For another story, see item 21

Transportation Systems Sector

6. June 30, WJAX 47 Jacksonville — (Florida) Train derailment in Jacksonville blocked
intersection. A CSX train carrying pulpwood derailed June 30 blocking the
intersection of Airport Center Drive and North Main Street near Jacksonville
International Airport for more than 5 hours.

Source: http://www.actionnewsjax.com/news/local/train-derailment-in-jacksonville-
blocks-intersection/374105512

7. June 30, Chicago Sun-Times — (Illinois) Lanes reopened after semi rollover, fuel
leak on Skyway. All lanes of the inbound Chicago Skyway were closed for more than
6 hours June 30 while crews worked to clear the wreckage from an overturned semi-
truck that leaked fuel onto an embankment on the South Side.
Source: http://www.fox32chicago.com/news/local/167651643-story

8. June 30, Honolulu Star Advertiser — (Hawaii) Eastbound lanes of Nimitz Highway
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opened after accident. Eastbound lanes of Nimitz Highway at Peltier Avenue in
Honolulu were closed for nearly 6 hours June 29 due to an overturned semi-truck.
Source: http://www.staradvertiser.com/traffic/eastbound-lanes-of-nimitz-highway-
closed-after-accident/

9. June 29, WTVC 9 Chattanooga — (Tennessee) Two crashes, one deadly, close 1-75
northbound near Ooltewah. One person was killed and at least one other person was
injured in two separate crashes involving several vehicles on northbound Interstate 75
near Chattanooga, prompting the interstate’s closure for several hours June 29.
Source: http://newschannel9.com/news/local/breaking-news-i-75-northbound-closed-
near-ooltewah

Food and Agriculture Sector

10. June 29, U.S. Food and Drug Administration — (National) Raw dough’s a raw deal
and could make you sick. The U.S. Food and Drug Administration’s Center for Food
Safety and Applied Nutrition warned consumers June 29 against eating raw dough and
batter after Federal testing confirmed that dozens of people across the country were
sickened by a strain of Shiga toxin-producing E.coli 0121 after consuming or handling
raw dough made with General Mills, Inc., unbleached, all-purpose, and self-rising
flours. General Mills recalled 10 million pounds of its flour products sold under 3 brand
names due to the bacterial contamination.

Source: http://www.fda.gov/ForConsumers/ConsumerUpdates/ucm508450.htm

Water and Wastewater Systems Sector

11. June 29, WNYT 13 Albany — (New York) Heavy rain sends 900,000 gallons of raw
sewage into Hudson River. Heavy rain sent approximately 900,000 gallons of
untreated sewage into the Hudson River in Glens Falls, New York, June 28.

Source: http://wnyt.com/news/raw-sewage-hudson-river-heavy-rain/4184505/

For another story, see item 16

Healthcare and Public Health Sector

12. June 30, Boston Herald — (Massachusetts) MGH hack exposes info of 4,300 patients.
Massachusetts General Hospital announced June 29 that the personal and medical
information of 4,300 patients may have been exposed after its third-party vendor,
Paterson Dental Supply Inc.’s, computer server was breached in February. Following
the breach, the third-party vendor enhanced security protocols and began notifying all
affected patients.

Source:
http://www.bostonherald.com/news/local_coverage/2016/06/mgh_hack exposes_info
of 4300 patients
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Government Facilities Sector

13.

14.

15.

16.

June 30, KBOI 2 Boise — (Idaho) Brush fire scorches more than 1,000 acres in
Idaho. Crews worked June 30 to contain a fire that burned over 1,000 acres in the
Boise Foothills and destroyed two structures.

Source: http://abc7amarillo.com/news/nation-world/brush-fire-scortches-more-than-
1000-acres-in-idaho

June 29, KCRA 3 Sacramento — (California) More than 2,000 structures threatened
by Foresthill wildfire. Crews reached 12 percent containment June 29 of the Trailhead
Fire which has burned 1,000 acres near Foresthill, California, and threatens 2,600
structures. Mandatory evacuations were issued for several areas and 1,900 firefighters
worked to contain the blaze.

Source: http://www.kcra.com/news/local-news/news-sierra/evacuations-remain-in-
effect-near-foresthill-wildfire/40275134

June 29, San Gabriel Valley Tribune — (California) San Gabriel Complex fires still
burning, fire fighting crews downsized. Officials planned to reopen Highway 39 June
29 after firefighters reached 96 percent containment of the Reservoir Fire and 88
percent containment of the Fish Fire which have collectively burned 5,399 acres in the
San Gabriel Valley.

Source: http://www.sgvtribune.com/general-news/20160629/san-gabriel-complex-fires-
still-burning-fire-fighting-crews-downsized

June 29, Detroit Free Press — (Michigan) Michigan governor signs $38.8-billion
budget for state government. The governor of Michigan signed the State’s $38.8
billion budget June 29 which includes funding addressing the public health crisis in
Flint, funding to expand the Healthy Kids Dental program, funding for skilled-trades
training, and funding for county, city, and township revenue sharing, among other State
services.

Source: http://www.freep.com/story/news/politics/2016/06/29/snyder-signs-388-
billion-budget-state-government/86523866/

Emergency Services Sector

Nothing to report

Information Technoloqy Sector

17.

June 30, Softpedia — (International) Google adds SEO spam notifications to Google
analytics dashboard. Google reported that it will be enhancing its security
notifications for compromised Web sites by integrating the Safe Browsing application
programming interface (API) into the Google Analytics dashboard, which will help
detect malware and warn the Webmaster of a search engine optimization (SEO) spam
on their Web site.

Source: http://news.softpedia.com/news/google-adds-seo-spam-notifications-to-google-
analytics-dashboard-505820.shtml
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18. June 29, Softpedia — (International) Android ransomware quadrupled in the past

year. Kaspersky Lab released a study which revealed that in 2016, Android
ransomware infections grew 4 times the amount of previous years, increasing from
35,413 victims in 2015 to 136,532 victims in 2016. Security researchers stated the
attacks were attributed to four Android ransomware strains including Small, Fusob,
Pletor, and Svpeng.

Source: http://news.softpedia.com/news/android-ransomware-guadrupled-in-the-past-
year-505818.shtml

For another story, see item 21

Internet Alert Dashboard

To report cyber infrastructure incidents or to request information, please contact US-CERT at soc@us-cert.gov or
visit their Web site: http://www.us-cert.gov

Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and
Analysis Center) Web site: http://www.it-isac.org

Communications Sector

Nothing to report

Commercial Facilities Sector

19.

20.

21.

June 29, Hartford Courant — (Connecticut) Firefighter burned in Hartford
apartment building fire, 12 displaced. A Hartford apartment fire displaced 12
families and injured 1 firefighter June 29 after the fire started on the first floor and
spread to surrounding floors. The incident was contained.

Source: http://www.courant.com/breaking-news/hc-hartford-fire-gillett-street-0630-
20160629-story.html

June 29, Hays Daily News — (Kansas) Sprinkler pipe causes evacuation at Hays
hotel. The Best Western Butterfield Inn in Hays, Kansas, was evacuated for about 2
hours June 29 after an automatic fire alarm sounded when a fire sprinkler pipe in the
attic of the hotel failed, spilling large amounts of water. Officials shut down electrical
power throughout the building and were investigating the cause of the pipe failure.
Source: http://www.hdnews.net/news/sprinkler-pipe-causes-evacuation-at-hays-
hotel/article_a9ce4086-bdb5-5134-9030-f6dc8adach22.html

June 29, SecurityWeek — (National) Noodles & Company confirms payment card
breach. Noodles & Company reported June 28 that its computer systems were
breached and that its customers’ information may have been stolen after a June 2
investigation revealed a piece of malware was affecting its systems at more than 500
locations. Officials believe cyber criminals may have been using the malware to steal
customers’ credit and debit card information since January 2016.

Source: http://www.securityweek.com/noodles-company-confirms-payment-card-
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breach

For another story, see item 5

Dams Sector

Nothing to report
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Department of Homeland Security (DHS)
DHS Daily Open Source Infrastructure Report Contact Information

About the reports - The DHS Daily Open Source Infrastructure Report is a daily [Monday
through Friday] summary of open-source published information concerning significant critical
infrastructure issues. The DHS Daily Open Source Infrastructure Report is archived for 10 days on
the Department of Homeland Security Web site: http://www.dhs.gov/IPDailyReport

Contact Information

Content and Suggestions: Send mail to cikr.productfeedback@hg.dhs.gov or contact the DHS
Daily Report Team at (703) 942-8590

Subscribe to the Distribution List: Visit the DHS Daily Open Source Infrastructure Report and follow
instructions to Get e-mail updates when this information changes.

Removal from Distribution List: Send mail to support@govdelivery.com.

Contact DHS

To report physical infrastructure incidents or to request information, please contact the National Infrastructure
Coordinating Center at nicc@hqg.dhs.gov or (202) 282-9201.

To report cyber infrastructure incidents or to request information, please contact US-CERT at soc@us-cert.gov or visit
their Web page at www.us-cert.gov.

Department of Homeland Security Disclaimer

The DHS Daily Open Source Infrastructure Report is a non-commercial publication intended to educate and inform
personnel engaged in infrastructure protection. Further reproduction or redistribution is subject to original copyright
restrictions. DHS provides no warranty of ownership of the copyright, or accuracy with respect to the original source
material.
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