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Top Stories 

• A June 30 fire at Bob’s Turkey Farm in Lancaster, Massachusetts, killed 7,000 turkeys and 
destroyed the barn. – CNN (See item 6)  
 

• The U.S. Army Corps of Engineers Jacksonville District began reductions of water flow 
from Lake Okeechobee, targeting the Caloosahatchee Estuary and the St. Lucie Estuary, 
July 1 due to an increase of noxious algae blooms and other environmental damage that 
foul beaches on Florida’s Atlantic coast. – Associated Press (See item 9)  

 

• Nearly 27,000 gallons of sewage spilled June 30 into a nearby storm drain at Joint Base 
Pearl Harbor-Hickam near Honolulu, prompting officials to post warning signs advising 
people to stay out the water. – KHON 2 Honolulu (See item 10)  

 

• An affidavit unsealed June 30 revealed that the U.S. Department of Justice found in April 
2015 that a former, convicted U.S. Secret Service agent allegedly stole an additional 
$700,000 worth of Bitcoin from a U.S. Secret Service account 3 months after the agency 
was urged to block his access. – Reuters (See item 14)  
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Energy Sector 

 Nothing to report   
 

Chemical Industry Sector 

1. June 30, KAKE 10 Wichita – (Kansas) 2 killed in industrial accident at Wichita-area 
plant. Two workers from the Occidental Chemical Corporation died June 30 after 
falling from a boom truck while working at the facility. A preliminary investigation 
revealed a failure of the workers’ mechanical equipment allegedly caused the incident.    
Source: http://www.kake.com/story/32346731/2-killed-in-industrial-accident-at-
wichita-plant  

 
Nuclear Reactors, Materials, and Waste Sector 

2. June 30, Boston Wicked Local – (Massachusetts) Pilgrim Nuclear Power Station 
security guard transported to hospital after chemical exposure. An Entergy Pilgrim 
Station spokesperson reported June 30 that two security officers at its Pilgrim Nuclear 
Generating Station in Plymouth experienced nausea and blurred vision after being 
exposed to bleach while working an overnight shift. One officer was transported to an 
area hospital, and officials did not find the source of the smell after conducting a 
thorough investigation.    
Source: http://www.patriotledger.com/news/20160630/pilgrim-nuclear-power-station-
security-guard-transported-to-hospital-after-chemical-exposure  
  

Critical Manufacturing Sector 

 Nothing to report   
 
Defense Industrial Base Sector 

Nothing to report 
 
Financial Services Sector 

3. June 30, Raleigh News & Observer – (North Carolina) Man accused of using 
fraudulent plastic to charge $85,000 in purchases. A Raleigh resident was arrested 
June 29 for allegedly using a fraudulent credit card to spend approximately $85,000 at 
businesses in Cary and Garner, North Carolina, and for cashing two checks drawn on a 
closed Bank of America account.  
Source: http://www.newsobserver.com/news/local/crime/article86857592.html  

 
Transportation Systems Sector 

4. June 30, Nashville The Tennessean – (Tennessee) IDs released in fatal 3-vehicle 
Robertson County wreck. The Tennessee Highway Patrol shut down Highway 76 in 
Robertson County for several hours June 30 while officials investigated the scene of a 

http://www.kake.com/story/32346731/2-killed-in-industrial-accident-at-wichita-plant
http://www.kake.com/story/32346731/2-killed-in-industrial-accident-at-wichita-plant
http://www.patriotledger.com/news/20160630/pilgrim-nuclear-power-station-security-guard-transported-to-hospital-after-chemical-exposure
http://www.patriotledger.com/news/20160630/pilgrim-nuclear-power-station-security-guard-transported-to-hospital-after-chemical-exposure
http://www.newsobserver.com/news/local/crime/article86857592.html
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three-vehicle crash that left one person dead.  
Source: http://www.tennessean.com/story/news/2016/06/30/one-dead-crash-highway-
76-robertson-county/86546830/ 
 

5. June 30, WDBJ 7 Roanoke – (Virginia) 5-vehicle wreck causes major backup on I-81 
in Roanoke County. Officials shut down a portion of Interstate 81 in Roanoke County 
for several hours June 30 while crews worked to clear the wreckage from a five-vehicle 
crash.  
Source: http://www.wdbj7.com/content/news/Tractor-trailer-fire-blocks-I-81-North-
and-South-in-Roanoke-County-385036221.html  

Food and Agriculture Sector 

6. July 1, CNN – (Massachusetts) Barn fire kills 7,000 young turkeys on Massachusetts 
farm. A June 30 fire at Bob’s Turkey Farm in Lancaster, Massachusetts, killed 7,000 
turkeys and destroyed the barn. The cause of the fire is under investigation. 
Source: http://www.cnn.com/2016/07/01/us/7000-turkeys-killed-barn-fire/ 
 

7. June 30, U.S. Department of Labor – (New Jersey) OSHA cites food manufacturer 
after worker dies after 24-foot fall at the company’s Jersey City warehouse. The 
Occupational Safety and Health Administration cited Wei-Chuan U.S.A. Inc., with one 
willful, one repeat, and six serious violations June 22 after a December 2015 incident 
where a worker died after falling from a warehouse rack prompted an investigation at 
the Jersey City, New Jersey facility which revealed that the company failed to provide 
fall protection, failed to provide hand protection for employees handling hazardous 
materials, and failed to implement adequate hazard communication training, among 
other violations. Proposed penalties total $107,000. 
Source: 
https://www.osha.gov/pls/oshaweb/owadisp.show_document?p_table=NEWS_RELEA
SES&p_id=32751 

 
8. June 30, Naperville Sun – (Illinois) Chemical leak at Bolingbrook meat plant injures 

four. Up to 20 workers were evacuated from the West Liberty Foods, LLC facility in 
Bolingbrook, Illinois, June 30 after a valve was stuck in the open position, allowing 
carbon dioxide to leak into the plant. Four workers were transported to an area hospital 
and officials ventilated the facility and capped the leak before deeming the area safe. 
Source: http://www.chicagotribune.com/suburbs/naperville-sun/news/ct-nvs-
bolingbrook-carbon-dioxide-leak-st-0701-20160630-story.html 

 
Water and Wastewater Systems Sector 

9. July 1, Associated Press – (Florida) Army Corps to reduce lake flows fueling 
Florida Algae Bloom. The U.S. Army Corps of Engineers Jacksonville District began 
reductions of water flow from Lake Okeechobee, targeting the Caloosahatchee Estuary 
and the St. Lucie Estuary, July 1 due to an increase of noxious algae blooms and other 
environmental damage that foul beaches on Florida’s Atlantic coast.   
Source: http://abcnews.go.com/US/wireStory/army-corps-reduce-lake-flows-fueling-

http://www.tennessean.com/story/news/2016/06/30/one-dead-crash-highway-76-robertson-county/86546830/
http://www.tennessean.com/story/news/2016/06/30/one-dead-crash-highway-76-robertson-county/86546830/
http://www.wdbj7.com/content/news/Tractor-trailer-fire-blocks-I-81-North-and-South-in-Roanoke-County-385036221.html
http://www.wdbj7.com/content/news/Tractor-trailer-fire-blocks-I-81-North-and-South-in-Roanoke-County-385036221.html
http://www.cnn.com/2016/07/01/us/7000-turkeys-killed-barn-fire/
https://www.osha.gov/pls/oshaweb/owadisp.show_document?p_table=NEWS_RELEASES&p_id=32751
http://www.chicagotribune.com/suburbs/naperville-sun/news/ct-nvs-bolingbrook-carbon-dioxide-leak-st-0701-20160630-story.html
http://www.chicagotribune.com/suburbs/naperville-sun/news/ct-nvs-bolingbrook-carbon-dioxide-leak-st-0701-20160630-story.html
http://abcnews.go.com/US/wireStory/army-corps-reduce-lake-flows-fueling-florida-algae-40271392
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florida-algae-40271392 
 

10. June 30, KHON 2 Honolulu – (Hawaii) Warning signs posted after sewage spill at 
Joint Base Pearl Harbor-Hickam. An 18-inch wastewater force main ruptured June 
30 spilling approximately 27,000 gallons of sewage into a nearby storm drain at Joint 
Base Pearl Harbor-Hickam adjacent to Honolulu, prompting officials to post warning 
signs advising people to stay out of the water until the water is tested and deemed safe. 
Crews are still working to repair the ruptured main and clear nearly 7,000 gallons of 
sewage that was discharged from a canal near Hickam Beach.  
Source: http://khon2.com/2016/06/30/warning-signs-posted-after-sewage-spill-at-joint-
base-pearl-harbor-hickam/  

 
Healthcare and Public Health Sector 

 Nothing to report  

Government Facilities Sector 

11. July 1, Greenville Herald-Banner – (Texas) Hunt County Courthouse to be closed 
Friday after smoke scare. The Hunt County Courthouse in Texas was closed July 1 
for safety inspections after the building was evacuated June 30 following reports of 
smoke. The fire department determined that one of the elevators overheated and no 
damage was reported. 
Source: http://www.heraldbanner.com/news/hunt-county-courthouse-evacuated-due-to-
smoke-scare/article_aed536ce-3f0e-11e6-96ac-5f685ca1221c.html 
 

12. July 1, Portland Oregonian – (Oregon) Fire burns 2,800 acres east of The Dallas; 
Celilo Village still under evacuation notice. Crews reached 60 percent containment 
July 1 of the 2,800-acre 15 Mile Fire burning near The Dallas and Celilo Village. The 
fire threatens up to 10 structures and has prompted evacuation orders for surrounding 
areas.  
Source: http://www.oregonlive.com/pacific-northwest-
news/index.ssf/2016/06/fire_threatening_homes_east_of.html 
 

13. July 1, KNSD 39 San Diego – (California) Border Fire burns 7,609 acres in Potrero, 
100 percent contained. Crews reached full containment June 30 of the Border Fire that 
burned 7,609 acres in southeast San Diego. The fire destroyed or damaged at least 17 
structures and prompted evacuations. 
Source: http://www.nbcsandiego.com/news/local/Potrero-Border-Fire-Updates-
Containment-Cal-Fire-384385131.html 
 

14. June 30, Reuters – (National) Former U.S. Secret Service agent suspected in 
additional Bitcoin thefts. An affidavit unsealed June 30 revealed that the U.S. 
Department of Justice found in April 2015 that a former, convicted U.S. Secret Service 
agent allegedly stole an additional $700,000 worth of Bitcoin from a U.S. Secret 
Service account 3 months after the agency was urged to block his access. The former 
agent reportedly kept a private cryptographic key giving him access to a Bitcoin wallet 

http://abcnews.go.com/US/wireStory/army-corps-reduce-lake-flows-fueling-florida-algae-40271392
http://khon2.com/2016/06/30/warning-signs-posted-after-sewage-spill-at-joint-base-pearl-harbor-hickam/
http://khon2.com/2016/06/30/warning-signs-posted-after-sewage-spill-at-joint-base-pearl-harbor-hickam/
http://www.heraldbanner.com/news/hunt-county-courthouse-evacuated-due-to-smoke-scare/article_aed536ce-3f0e-11e6-96ac-5f685ca1221c.html
http://www.heraldbanner.com/news/hunt-county-courthouse-evacuated-due-to-smoke-scare/article_aed536ce-3f0e-11e6-96ac-5f685ca1221c.html
http://www.oregonlive.com/pacific-northwest-news/index.ssf/2016/06/fire_threatening_homes_east_of.html
http://www.oregonlive.com/pacific-northwest-news/index.ssf/2016/06/fire_threatening_homes_east_of.html
http://www.nbcsandiego.com/news/local/Potrero-Border-Fire-Updates-Containment-Cal-Fire-384385131.html
http://www.nbcsandiego.com/news/local/Potrero-Border-Fire-Updates-Containment-Cal-Fire-384385131.html
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that the Silk Road task force had seized and 2014, and never moved the funds out of.  
Source: http://www.reuters.com/article/us-bitcoin-corruption-bridges-
idUSKCN0ZH3FB  
 

Emergency Services Sector 

 Nothing to report  
 

Information Technology Sector 

15. July 1, Softpedia – (International) Google finds 16 bugs, 2 zero-days, in Windows 
kernel font handling. Microsoft released patches for its Windows kernel that fixed 16 
flaws after security researchers from Project Zero discovered that Windows executes all 
font processing operations in the kernel’s ring-0 with the highest level of permissions, 
allowing attackers to have direct access to the entire operating system (OS).   
Source: http://news.softpedia.com/news/google-finds-16-bugs-two-zero-days-in-
windows-kernel-font-handling-505889.shtml 
 

16. July 1, Softpedia – (International) Free decrypter available for Unlock92 
ransomware. An independent security researcher created a decrypter tool for the 
ransomware, Unlock92 after security researchers from Malwarebytes discovered the 
new ransomware can encrypt victims’ files with a symmetric and Advanced Encryption 
Standard encryption (AES) and generate a 64-character hexadecimal password for each 
target.  
Source: http://news.softpedia.com/news/free-decrypter-available-for-unlock92-
ransomware-505883.shtml 
 

17. July 1, SecurityWeek – (International) Foxit patches RCE flaws in Reader, 
PhantomPDF. Foxit Software released updates for its Reader and PhantomPDF 
products running version 7.3.4.311 and earlier Windows versions, that addressed more 
than a dozen vulnerabilities including out-of-bounds read, heap buffer overflows, stack 
buffer overflow, user-after-free, and uninitialized pointer issues that could have been 
exploited remotely to expose sensitive information, crash the application, and execute 
arbitrary code.  
Source: http://www.securityweek.com/foxit-patches-rce-flaws-reader-phantompdf 
 

18. June 30, SecurityWeek – (International) Hackers can exploit LibreOffice flaw with 
RTF files. LibreOffice 5.1.4 was released June 30 after security researchers from Cisco 
Talos discovered that the Rich Text Format (RTF) parser in LibreOffice was 
susceptible to a flaw that could allow an attacker to execute arbitrary code using 
specially crafted RTF files by tricking the victim into opening a malicious RTF file sent 
via email.  
Source: http://www.securityweek.com/hackers-can-exploit-libreoffice-flaw-rtf-files 
 
 

http://www.reuters.com/article/us-bitcoin-corruption-bridges-idUSKCN0ZH3FB
http://www.reuters.com/article/us-bitcoin-corruption-bridges-idUSKCN0ZH3FB
http://news.softpedia.com/news/google-finds-16-bugs-two-zero-days-in-windows-kernel-font-handling-505889.shtml
http://news.softpedia.com/news/google-finds-16-bugs-two-zero-days-in-windows-kernel-font-handling-505889.shtml
http://news.softpedia.com/news/free-decrypter-available-for-unlock92-ransomware-505883.shtml
http://news.softpedia.com/news/free-decrypter-available-for-unlock92-ransomware-505883.shtml
http://www.securityweek.com/foxit-patches-rce-flaws-reader-phantompdf
http://www.securityweek.com/hackers-can-exploit-libreoffice-flaw-rtf-files
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Internet Alert Dashboard 

To report cyber infrastructure incidents or to request information, please contact US-CERT at soc@us-cert.gov or 
visit their Web site: http://www.us-cert.gov 
 
Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and 
Analysis Center) Web site: http://www.it-isac.org  

 
Communications Sector 

 Nothing to report   
 
Commercial Facilities Sector 

19. July 1, KSAT 12 San Antonio – (Texas) 2-alarm fire forces evacuations at North Side 
apartment. A June 30 fire damaged 13 apartment units and displaced several residents 
from a San Antonio apartment complex due to an alleged kitchen fire that started in one 
apartment unit and spread to surrounding units. No injuries were reported and the total 
amount of damages were unknown.  
Source: http://www.ksat.com/news/2-alarm-fire-forces-evacuations-at-north-side-
apartment 
 

Dams Sector 

 Nothing to report  
  
  

mailto:soc@us-cert.gov
http://www.us-cert.gov/
http://www.it-isac.org/
http://www.ksat.com/news/2-alarm-fire-forces-evacuations-at-north-side-apartment
http://www.ksat.com/news/2-alarm-fire-forces-evacuations-at-north-side-apartment
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Department of Homeland Security (DHS)  
DHS Daily Open Source Infrastructure Report Contact Information 

 
About the reports - The DHS Daily Open Source Infrastructure Report is a daily [Monday 
through Friday] summary of open-source published information concerning significant critical 
infrastructure issues. The DHS Daily Open Source Infrastructure Report is archived for 10 days on 
the Department of Homeland Security Web site: http://www.dhs.gov/IPDailyReport 

Contact Information 
Content and Suggestions: Send mail to cikr.productfeedback@hq.dhs.gov or contact the DHS 

Daily Report Team at (703) 942-8590  

Subscribe to the Distribution List: Visit the DHS Daily Open Source Infrastructure Report and follow 
instructions to Get e-mail updates when this information changes.  

Removal from Distribution List: Send mail to support@govdelivery.com.  

Contact DHS 
To report physical infrastructure incidents or to request information, please contact the National Infrastructure 
Coordinating Center at nicc@hq.dhs.gov or (202) 282-9201.  
To report cyber infrastructure incidents or to request information, please contact US-CERT at soc@us-cert.gov or visit 
their Web page at www.us-cert.gov. 

Department of Homeland Security Disclaimer 
The DHS Daily Open Source Infrastructure Report is a non-commercial publication intended to educate and inform 
personnel engaged in infrastructure protection. Further reproduction or redistribution is subject to original copyright 
restrictions. DHS provides no warranty of ownership of the copyright, or accuracy with respect to the original source 
material.  
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