» Homeland

2 ) .
) Security

Daily Open Source Infrastructure Report
06 July 2016

Top Stories

e ADTE Energy Co. building in Michigan was deemed a total loss following a natural gas
explosion July 2 that prompted the evacuation of nearly 1,500 residents after a vehicle
crashed through a fence and into a natural gas main. — Detroit Free Press (See item 2)

o Lightning struck the Grand River Energy Center in Chouteau, Oklahoma, July 1 disabling a
cooling pump and starting a fire that burned for several hours overnight. - KOTV 6 Tulsa
(See item 3)

o Crews reached 5 percent containment July 4 of the Hot Pot Fire which has burned
approximately 122,390 acres in northeastern Nevada. — Elko Daily Free Press (See item
22)

e A security researcher discovered a zero-day firmware vulnerability in the Unified
Extensible Firmware Interface (UEFI), which is installed on all Lenovo ThinkPad series
laptops, after identifying that the flaw exists in the System Management Mode (SMM)
code of Lenovo’s UEFI. — SecurityWeek (See item 36)
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Enerqy Sector

1. July 3, Miami Herald — (Florida) 2 Miami men accused of sucking credit card info
from gas pumps. Authorities arrested two Miami men July 3 after officers found the
duo installing credit card skimming devices on pumps at a Valero gas station in
Marathon, Florida, while the gas station was closed.

Source: http://www.miamiherald.com/news/local/community/florida-
keys/article87488147.html

2. July 3, Detroit Free Press — (Michigan) DTE Energy building called “total loss’ after
explosion. A DTE Energy Co. training facility building in Melvindale was deemed a
total loss following a natural gas explosion July 2 that prompted the evacuation of
nearly 1,500 residents after a vehicle crashed through a fence and into a natural gas
main, causing the explosion.

Source: http://www.freep.com/story/news/local/michigan/detroit/2016/07/03/dte-
energy-building-total-loss-after-explosion/86657814/

3. July 2, KOTV 6 Tulsa — (Oklahoma) Repairs to Chouteau GRDA Plant may take a
year due to extent of fire. Lightning struck the Grand River Energy Center in
Chouteau, Oklahoma, July 1 disabling a cooling pump and starting a fire that burned
for several hours overnight, forcing an evacuation. Officials stated that it may take at
least a year to complete repairs.

Source: http://www.newson6.com/story/32362472/repairs-to-chouteau-grda-plant-may-
take-a-year-due-to-extent-of-fire

Chemical Industry Sector

See item 9

Nuclear Reactors, Materials, and \Waste Sector

4. July 5, Occupational Health & Safety.com — (National) NRC doubles maximum fine.
The U.S. Nuclear Regulatory Commission reported July 1 that it revised its regulations
to increase the potential maximum civil penalty for violations of the Atomic Energy
Act from $140,000 to $280,000 to meet the requirements of the Federal Civil Penalties
Inflation Adjustment Act of 2015. The update will go into effect August 1.

Source: https://ohsonline.com/articles/2016/07/05/nrc-doubles-maximum-fine.aspx

Critical Manufacturing Sector

5. July 1, TheCarConnection.com — (International) 2015 — 2016 Dodge Journey, Dodge
Grand Caravan, Chrysler Town & Country recalled: 37,000 affected. Fiat Chrysler
Automobiles issued a recall July 1 for 26,211 of its model years 2015 —2016 vehicles in
select makes equipped with six-speed automatic transmissions sold in the U.S. due to
faulty transmission pumps that do not comply with specifications and as a result, may
lose propulsion, thereby increasing the risk of a crash. The recall affects an additional
9,190 vehicles in Canada, 321 in Mexico, and 1,514 elsewhere.
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Source: http://www.thecarconnection.com/news/1104805 2015-16-dodge-journey-
dodge-grand-caravan-chrysler-town-country-recalled-37000-affected

Defense Industrial Base Sector

Nothing to report

Financial Services Sector

6.

July 4, Manchester Journal Inquirer — (Connecticut) 4 men face credit card fraud-
related charges. Four men were arrested in Tolland, Connecticut, July 2 after police
were notified that the group allegedly attempted to use several fake or stolen credit
cards at a Mobil gas station. A subsequent search of the suspects’ vehicle revealed
numerous fraudulent credit cards in various stages of production, a credit card
embossing machine, and two electronic credit card writers, among other illicit
materials.

Source: http://www.journalinquirer.com/crime_and_courts/men-face-credit-card-fraud-
related-charges/article 2a3c582a-4193-11e6-943f-8364a47a07b6.html

July 2, WTXF 29 Philadelphia — (Pennsylvania) ‘Straw Hat Bandit’ strikes North
Wales bank. Authorities are searching for a man dubbed the “Straw Hat Bandit” who
is suspected of robbing 10 banks in the Philadelphia area since 2012, including a PNC
Bank branch in North Wales July 2.

Source: http://www.fox29.com/news/local-news/168734599-story

For another story, see item 1

Transportation Systems Sector

8.

10.

July 4, Eugene Register-Guard — (Oregon) Two from Eugene killed in vehicle
accident on Highway 99W south of Corvallis. Two people were killed in a single-
vehicle crash that shut down Highway 99 near Corvallis, Oregon, for approximately 4
hours July 2.

Source: http://registerguard.com/rg/news/local/34541100-75/two-from-eugene-Kkilled-
in-vehicle-accident-on-highway-99w-south-of-corvallis.html.csp

July 3, San Antonio Express-Times — (Texas) Five train cars overturn, spilling
chemicals in southwest San Antonio. Five rail cars overturned spilling approximately
1,000 gallons of sodium hydroxide after a train derailed at the intersection of Fischer
and Quintana Road in San Antonio June 3.The tracks reopened about 2 hours after
officials determined that the chemical did not pose a threat.

Source: http://www.mysanantonio.com/news/local/article/Train-derails-on-Southwest-
Side-acid-is-leaking-8339388.php#photo-7986134

July 2, KHOU 2 Honolulu — (Hawaii) 2 victims, driver involved in head-on collision
in Waiahole identified. Kamehameha Highway in Waiahole was closed for several
hours July 1 while officials investigated the scene of a fatal head-on crash that left two
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11.

people dead and one person injured.
Source: http://khon2.com/2016/07/01/fatal-accident-shuts-down-portion-of-
kamehameha-highway-in-waiahole/

July 2, Eugene Register-Guard — (Oregon) Highway 126 reopened after crash causes
power lines to block roadway. Highway 126-McKenzie Highway near Leaburg,
Oregon, was closed for more than 4 hours July 2 due to power lines blocking the
roadway after a vehicle crashed into a utility pole.

Source: http://registerguard.com/rg/news/local/34538964-75/highway-126-reopened-
after-crash-causes-power-lines-to-block-roadway.html.csp

For another story, see item 27

Food and Agriculture Sector

12.

13.

14.

July 5, U.S. Food and Drug Administration — (National) Cumberland Farms
announces voluntary recall of its Sea Salt Caramel Delights flavor of Cumberland
Farms Premium Chocolate Treats due to possible presence of peanuts. Cumberland
Farms issued a voluntary recall July 1 for the Sea Salt Caramel Delights flavor of its
Cumberland Farms Farmhouse Premium Chocolate Treats products sold in 3-ounce
packages due to the potential presence of undeclared peanuts after the company
received two customer complaints regarding the presence of peanuts in the products.
No illnesses have been reported and the products were distributed to Cumberland
Farms retail locations nationwide.

Source: http://www.fda.gov/Safety/Recalls/ucm509757.htm

July 5, U.S. Department of Agriculture — (National) Winter Gardens Quality Foods,
Inc. recalls Lemongrass Basil Chicken Products due to possible Listeria
contamination. Winter Gardens Quality Foods, Inc., issued a recall July 1 for
approximately 42 pounds of its “Lifestyle Foods Lemongrass Basil Chicken Entree —
Brown Rice in a Thai Style Sauce with Grilled Chicken and Green Beans” products
sold in 8-ounce packages due to potential Listeria monocytogenes contamination after a
component of the product tested positive for Listeria. There have been no confirmed
reports of illnesses and the products were shipped to distributors in six States and
Washington, D.C.

Source: http://www.fsis.usda.gov/wps/portal/fsis/topics/recalls-and-public-health-
alerts/recall-case-archive/archive/2016/recall-055-2016-release

July 2, U.S. Department of Agriculture — (National) GHSE, LLC recalls chicken
products due to misbranding and undeclared allergen. GHSE, LLC issued a recall
July 1 for approximately 5,682 pounds of its “Trader Joe’s Mexicali Inspired Salad
with Chili Seasoned Chicken salad products sold in 11-oucne packages due to
misbranding and undeclared wheat after a plant quality assurance technician discovered
that the products had an incorrect back label that did not declare the presence of soy
sauce, which contains wheat, in the products during a routine check of ingredients. No
ilinesses have been reported and the products were shipped to retail locations in seven
States.
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Source: http://www.fsis.usda.gov/wps/portal/fsis/topics/recalls-and-public-health-
alerts/recall-case-archive/archive/2016/recall-054-2016-release

15. July 1, U.S. Food and Drug Administration — (National) Eastland Food Corp. issues
allergy alert on undeclared milk in Euro Custard Cakes. Eastland Food Corp.,
issued a voluntary recall July 1 for a single lot of its Euro Custard Cake products due to
mislabeling and undeclared milk after routine sampling and subsequent analysis
revealed that the ingredient statement did not declare the presence of milk in the
products. No illnesses have been reported and the products were distributed in 15
States.

Source: http://www.fda.gov/Safety/Recalls/ucm509685.htm

16. July 1, U.S. Food and Drug Administration — (National) General Mills expands flour
recall to include additional dates from last fall. General Mills, Inc., expanded a
previous recall July 1 to include its Gold Medal flour, Wondra flour, and Signature
Kitchens flour products sold in 10 variations and produced during the fall of 2015 due
to a multistate outbreak of E.coli 0121 linked to the consumption of raw dough or
batter made with the recalled flour products. Officials warned consumers against eating
raw products made with flour and urged anyone infected with the E.coli bacteria to
contact State and local public health authorities.

Source: http://www.fda.gov/Safety/Recalls/ucm509693.htm

17. July 1, U.S. Food and Drug Administration — (National) Dream Body Weight Loss
issues voluntary nationwide recall of Dream Body 450mg, Dream Body Extreme
Gold 800mg, Dream Body Advanced 400mg due to undeclared Sibutramine.
Dream Body Weight Loss issued a voluntary recall July 1 for all lots of its Dream Body
Extreme Gold 800mg, Dream Body 450mg, and Dream Body Advanced 400mg due to
undeclared Sibutramine discovered during Federal sampling and testing. No illnesses
have been reported and the products were distributed through retail sales nationwide
and via the Internet.

Source: http://www.fda.gov/Safety/Recalls/ucm509727.htm

18. July 1, Chicago Sun-Times — (Illinois) At least 25 sickened in E.coli outbreak at
Bridgeport restaurant. Carbon Live Fire Mexican Grill in Chicago voluntarily shut
down until further notice July 1 after an E.coli outbreak that has sickened at least 25
people and hospitalized 5 others was linked to the restaurant. Health officials are
investigating the source of the outbreak.

Source: http://chicago.suntimes.com/news/at-least-25-sickened-in-e-coli-outbreak-at-
bridgeport-restaurant/

Water and Wastewater Systems Sector

19. July 4, Alabama Public Radio — (Alabama) Massive weekend sewage spill in
Northport, officials stress fire safety this 4th of July. The Alabama Department of
Environmental Management and Black Warrior Riverkeeping issued an advisory to
residents after approximately 100,000 gallons of wastewater drained into local creeks
and the Black Warrior River due to overflows at four pumping stations that were shut
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20.

down for emergency repairs to the main sewage pipeline July 2. Temporary repairs
were made and authorities advised against swimming or fishing near the overflow
points.

Source: http://apr.org/post/massive-weekend-sewage-spill-northport-officials-stress-
fire-safety-4th-july

July 4, WCTI 12 New Bern — (North Carolina) 24,000 gallons of untreated
wastewater spilled in Pitt County. An equipment malfunction at the Fork Swamp
Regional Pump Station in Greenville, North Carolina, resulted in a 24,000-gallon
wastewater overflow, of which nearly 4,000 gallons spilled into the Fork Swamp Canal
July 3. Crews treated the affected area near the pump station with hydrated lime.
Source: http://www.wctil2.com/news/24000-gallons-of-untreated-wastewater-spilled-
in-pitt-county/40355864

Healthcare and Public Health Sector

21.

July 2, Oklahoma City Oklahoman — (Oklahoma) Medical examiner’s office
evacuated after staffers find suspicious item on body. The Oklahoma State Medical
Examiner’s Office was evacuated and closed July 1 after a suspicious item was found
on a body being prepared for an autopsy. Officials stated that the item was removed
and will undergo additional testing after it was deemed nonthreatening.

Source: http://newsok.com/medical-examiners-office-evacuated-after-staffers-find-
suspicious-item-on-body/article/5507552

Government Facilities Sector

22,

23.

24,

July 5, Elko Daily Free Press — (Nevada) Firefighters hold line at Midas, 122,000
acres scorched. Crews reached 5 percent containment July 4 of the Hot Pot Fire which
has burned approximately 122,390 acres in northeastern Nevada. VVoluntary
evacuations were ordered in Midas and operations at Midas Mine were shut down due
to a loss of power.

Source: http://elkodaily.com/news/local/firefighters-hold-line-at-midas-acres-
scorched/article_95d0b6c0-d14f-5dd2-8011-0c56e4f60b35.html

July 5, KELO 11 Sioux Falls — (South Dakota) Officials: Crow Peak Fire is 100
percent contained. Crews reached full containment July 4 of the Crow Peak Fire that
reached over 2,733 acres in the Black Hills National Forest in South Dakota.

Source: http://www.keloland.com/news/article/news/officials-crow-peak-fire-is-100-
percent-contained

July 4, KBAK 29 Bakersfield/KBFX 58 Bakersfield — (California) Deer Fire 60 percent
contained, Erskine Fire 95 percent contained. Fire crews reached 60 percent
containment July 4 of the 1,785-acre Deer Fire burning in Kern County and 95 percent
containment of the Erskine Fire that reached over 48,000 acres and destroyed 285
homes southeast of the Kern River Valley neighborhoods.

Source: http://bakersfieldnow.com/news/local/wildfire-updates-deer-fire-60-percent-
contained-erskine-fire-95-percent-contained
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26.

217.

July 4, KTMF 23 Missoula/KWYB 19 Butte — (Montana) Observation Fire growing,
but not running toward homes. Crews reached 15 percent containment July 4 of the
1,385-acre Observation Fire burning in Missoula, Montana.

Source: http://www.abcfoxmontana.com/story/32370155/observation-fire-growing-but-
not-running-toward-homes

July 4, KCRA 3 Sacramento — (California) Crews make progress against wildfire
burning near Georgetown. Crews reached 50 percent containment July 4 of the
5,444-acre Trailhead Fire burning near Georgetown in EI Dorado and Placer counties.
All mandatory evacuations were downgraded to voluntary and road closures remained
in place.

Source: http://www.kcra.com/news/local-news/news-sierra/wildfire-burns-5444-acres-
in-el-dorado-placer-counties/40351322

July 3, KITV 4 Honolulu — (Hawaii) Massive brush fire on Maui burns 6,000 acres.
Crews worked July 3 to contain a brush fire that has burned 6,000 acres in Maui, and
prompted the partial closure of Honoapiilani Highway Maalaea. The cause of the fire
remains under investigation.

Source: http://www.Kitv.com/story/32362905/massive-brush-fire-on-maui-burns-6000-
acres

For another story, see item 21

Emergency Services Sector

Nothing to report

Information Technology Sector

28.

29.

July 4, Softpedia — (International) Flaws in free SSL tool allowed attackers to get
SSL certificates for any domain. StartCom released a new version of its StartEncrypt
Linux tool after a security researcher from CompuTest discovered the product had
several design and implementation flaws that could allow an attacker to extract
signatures from any Web site that enables its users to upload files including GitHub and
Dropbox. In addition, an attacker could obtain Secure Sockets Layer (SSL) certificates
for other domains.

Source: http://news.softpedia.com/news/flaws-in-free-ssl-tool-allowed-attackers-to-get-
ssl-certificates-for-any-domain-505977.shtmi

July 4, Softpedia — (International) Free decrypter available for download for
MIRCOP ransomware. A security researcher created a decrypter tool that can recover
files locked by the MIRCOP ransomware without paying the ransomware fee after an
independent researcher and security researchers from Trend Micro revealed the
presence of the new ransomware family at the end of June.

Source: http://news.softpedia.com/news/free-decrypter-available-for-download-for-
mircop-ransomware-505976.shtml
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32.

33.

34.

July 4, Softpedia — (International) New Adwind RAT campaign with zero AV
detection targets businesses in Denmark. Security researchers from Heimdal Security
discovered a spam email campaign was targeting Danish companies after finding that
the spam emails came with malicious file attachments named “Doc-[Number].jar” that
were not detected by antivirus engines, even if the attachments carried Adwind Remote
Access Trojan (RAT). Researchers believe the campaign may target other international
countries as the emails were written in English.

Source: http://news.softpedia.com/news/new-adwind-rat-campaign-with-zero-av-
detection-targets-businesses-in-denmark-505974.shtml

July 4, Softpedia — (International) Malware spread via Facebook makes 10,000
victims in 48 hours. Security researchers from Kaspersky Lab reported that from June
24 — June 27, cyber criminals were using Facebook spam messages to distribute
malware to user accounts and allegedly selling Facebook “likes” and *shares” via
botnet of infected devices by informing users about mentions in comments and
convincing them to access a link that would secretly download a trojan on the user’s
computer, as well as secretly install an extension in the user’s Google Chrome Web
browser. Facebook blocked the technique and Google removed the extension from its
Chrome Web Store.

Source: http://news.softpedia.com/news/malware-spread-via-facebook-makes-10-000-
victims-in-48-hours-505969.shtml

July 4, SecurityWeek — (International) Critical vulnerability breaks Android full disk
encryption. An independent Israeli security researcher discovered that Qualcomm
Secure Execution Environment (QSEE) was plagued with a critical elevation of
privilege (EoP) flaw that affects 57 percent of Android devices, which could allow an
attacker to bypass the Full Disk Encryption (FDE) security feature previously
implemented in Android 5.0 Lollipop. The flaw could allow a compromised, privileged
application, with access to QSEECOM, to execute arbitrary code in the TrustZone
content.

Source: http://www.securityweek.com/critical-vulnerability-breaks-android-full-disk-

encryption

July 4, SecurityWeek — (International) Spam campaign distributing Locky variant
Zepto ransomware. Security researchers from Cisco Talos warned customers that the
Zepto ransomware, a variant of the Locky ransomware, was found distributing over
4,000 spam emails June 27, and distributing as many as 137,731 emails in 4 days via an
attached .zip archive that contains a malicious JavaScript. Researchers reported that the
campaign contained a total of 3,305 unique samples that convinced targets to open the
spam emails by using various subject lines and sender profiles including “CEO” and
VP of Sales.”

Source: http://www.securityweek.com/spam-campaign-distributing-locky-variant-
zepto-ransomware

July 4, Softpedia — (International) HawkEye keylogger users employ hacked emails
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accounts to receive stolen data. Security researchers from Trustwave discovered a
spam email campaign was using the HawkEye keylogger to allow attackers to collect
emails, browsers, and File Transfer Protocol (FTP) settings and passwords by
delivering malicious Rich Text Format (RTF) documents disguised as Microsoft Word
files to victims, and allowing the hijacked accounts to reroute all messages received
from a victim’s email address to the attacker’s personal inbox.

Source: http://news.softpedia.com/news/hawkeye-keylogger-users-employ-hacked-
emails-accounts-to-receive-stolen-data-505958.shtml

35. July 4, IDG News Service — (National) Second man pleads guilty to hacking
entertainment celebs. The U.S. District Court for the Central District of California
reported that an Illinois resident pleaded guilty for his involvement in a phishing
scheme where he gained access to several female celebrities and non-celebrities’
usernames, passwords, and personal information including private photographs and
videos after he sent them emails disguised as security accounts of Internet service
providers. The culprit accessed at least 300 Apple iCloud and Google Gmail accounts.
Source: http://www.computerworld.com/article/3090952/security/second-man-pleads-
quilty-to-hacking-entertainment-celebs.html

36. July 4, SecurityWeek — (International) Firmware zero-day allows hackers to disable
security features. A security researcher discovered a zero-day firmware vulnerability
in the Unified Extensible Firmware Interface (UEFI), which is installed on all Lenovo
ThinkPad series laptops, after identifying that the flaw exists in the System
Management Mode (SMM) code of Lenovo’s UEFI and can be exploited for several
malicious actions including disabling the Secure Boot feature, disabling UEFI write
protections, and bypassing Windows 10 Enterprise security features. Lenovo is
investigating the incident.

Source: http://www.securityweek.com/uefi-zero-day-allows-hackers-disable-security-
features

37. July 3, Softpedia — (International) Satana ransomware encrypts your boot record
and prevents your PC from starting. Security researchers from Malwarebytes
reported that the new ransomware dubbed Satana encrypts files using the same method
as other ransomware families, but attaches its email address to each file, encrypting the
Master Boot Record (MBR) and replaces it with its own. Once a user restarts their
computer, the MBR boot code will load and lock the user out of the computer while
Santa’s ransom note displays on the screen.

Source: http://news.softpedia.com/news/satana-ransomware-encrypts-your-boot-record-
and-prevents-your-pc-from-starting-505933.shtml

For another story, see item 39
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Internet Alert Dashboard

To report cyber infrastructure incidents or to request information, please contact US-CERT at soc@us-cert.gov or
visit their Web site: http://www.us-cert.gov

Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and
Analysis Center) Web site: http://www.it-isac.org

Communications Sector

38. July 4, WSYX 6 Columbus/WTTE 28 Columbus — (Ohio) Verizon: Outage issue
resolved in central Ohio. Verizon reported July 4 that it resolved a hardware issue in
its switching network which knocked out phone service for an unknown amount of its
1x voice service customers in central Ohio for at least 3 hours.

Source: http://abc6onyourside.com/news/local/verizon-outages-reported-throughout-
central-ohio

39. July 4, SecurityWeek — (International) Unpatched flaws plague Sierra Wireless
Industrial Gateways. An independent security researcher reported that the Sierra
Wireless AirLink Raven XE and XT modems were plagued with several flaws
including a lack of anti-Cross-Site Request Forgery (CSRF) tokens in AceManager that
could allow an attacker to perform arbitrary actions if they convince victims to open a
malicious link. In addition, the product was plagued with a flaw that pertained to the
existence of a default account that could allow an attacker, with access to the network,
log into the device’s Web administration interface, among other flaws.

Source: http://www.securityweek.com/unpatched-flaws-plague-sierra-wireless-
industrial-gateways

Commercial Facilities Sector

40. July 5, WZZM 13 Grand Rapids — (Michigan) North Beach evacuated in South
Haven ahead of fireworks display. Thousands of people were evacuated from North
Beach in South Haven, Michigan, July 3 after police received reports of violence in the
area. South Haven Police arrested several individuals in connection to the incident.
Source: http://www.wzzm13.com/news/local/lakeshore/north-beach-evacuated-in-
south-haven-ahead-of-fireworks-display/262807827

Dams Sector

41. July 4, Associated Press — (New York) 30-mile stretch of Erie Canal reopens after
culvert repairs. A 30-mile stretch of the Erie Canal in western New York reopened
July 3 after it was closed June 27 for repairs to an old culvert under the waterway.
Source: http://www.niagara-gazette.com/news/local _news/mile-stretch-of-erie-canal-
reopens-after-culvert-repairs/article c3746a9e-41fe-11e6-9af1-6f952df5a5a7.html
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Department of Homeland Security (DHS)
DHS Daily Open Source Infrastructure Report Contact Information

About the reports - The DHS Daily Open Source Infrastructure Report is a daily [Monday
through Friday] summary of open-source published information concerning significant critical
infrastructure issues. The DHS Daily Open Source Infrastructure Report is archived for 10 days on
the Department of Homeland Security Web site: http://www.dhs.gov/IPDailyReport

Contact Information

Content and Suggestions: Send mail to cikr.productfeedback@hg.dhs.gov or contact the DHS
Daily Report Team at (703) 942-8590

Subscribe to the Distribution List: Visit the DHS Daily Open Source Infrastructure Report and follow
instructions to Get e-mail updates when this information changes.

Removal from Distribution List: Send mail to support@govdelivery.com.

Contact DHS

To report physical infrastructure incidents or to request information, please contact the National Infrastructure
Coordinating Center at nicc@hqg.dhs.gov or (202) 282-9201.

To report cyber infrastructure incidents or to request information, please contact US-CERT at soc@us-cert.gov or visit
their Web page at www.us-cert.gov.

Department of Homeland Security Disclaimer

The DHS Daily Open Source Infrastructure Report is a non-commercial publication intended to educate and inform
personnel engaged in infrastructure protection. Further reproduction or redistribution is subject to original copyright
restrictions. DHS provides no warranty of ownership of the copyright, or accuracy with respect to the original source
material.
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