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Top Stories

Xcel Energy crews worked July 6 to restore power to nearly 56,000 customers who
remained without service after severe storms moved through Minnesota July 5 and
knocked out electricity to 130,000 customers, delayed flights, and closed several roads
across the State. — Minneapolis Star Tribune (See item 1)

Crews worked to clear about 5,000 gallons of untreated sewage that spilled into the
Saratoga Lake along Route 9P in Saratoga County, New York after a check valve broke
July 4. — WNYT 13 Albany (See item 10)

Planned Parenthood of the Heartland notified 2,506 patients of a potential data breach July

5 after patients’ personal and medical information may have been accessed by
unauthorized parties. — KCRG 9 Cedar Rapids (See item 11)

A business and industrial complex housing 10 businesses in Essex, Massachusetts,

sustained major damage July 4 following a 4-alarm fire that prompted the partial closure of

Route 22 while firefighters worked to contain the blaze. — Salem News (See item 19)
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Enerqy Sector

1. July 6, Minneapolis Star Tribune — (Minnesota) 56,000 Xcel customers still without
power. Xcel Energy crews worked July 6 to restore power to nearly 56,000 customers
who remained without service after severe storms moved through Minnesota July 5,
knocking out electricity to 130,000 customers, delaying flights, closing several roads,
and canceling classes at schools across the State.

Source: http://www.startribune.com/70-000-xcel-customers-still-without-
power/385670421/#1

Chemical Industry Sector

2. July 6, NJ.com — (New Jersey) 6 firefighters hospitalized from warehouse chemical
exposure. A “chemical haze” emitted from a Cyprus Amax Minerals Company
warehouse in Carteret, New Jersey injured six firefighters and closed the facility until
officials deemed the building safe following a chemical reaction of acrylate monomer
June 5. Officials reported that four drums of chemicals will undergo a polymerization
process to decontaminate the containers.

Source:
http://www.nj.com/middlesex/index.ssf/2016/07/6_firefighters hospitalized_after_expo
sure_to_ware.html

Nuclear Reactors, Materials, and Waste Sector

Nothing to report

Critical Manufacturing Sector

Nothing to report

Defense Industrial Base Sector

Nothing to report

Financial Services Sector

Nothing to report

Transportation Systems Sector

3. July 6, WWL 4 New Orleans — (Louisiana) Train derailment closes Press Street in
Bywater at St. Claude, other intersections. Eight New Orleans Public Belt Railroad
railcars derailed in Bay Water, Louisiana July 5, prompting officials to close a section
of the railroad until the railcars were cleared. No railcars were punctured and no leaks
were reported, but officials and HAZMAT units procured air samples as a precaution.
Source: http://www.wwltv.com/news/local/orleans/train-derailment-closes-press-street-
in-bywater-at-st-claude/265070965
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4. July 6, WKTV 2 Utica — (New York) Motorcycle slides into guiderail, kills both
riders in the town of Preston. A fatal motorcycle accident in Preston, New York
killed two people and closed County Road 10 for more than 4 hours July 6 while
officials investigated the scene of the crash.

Source:
http://www.wktv.com/news/Motorcycle slides_into_guiderail_Kkills_both_riders_in_the
Town_of Preston_.html

5. July 5, KWCH 12 Hutchinson — (Kansas) 1 killed when KHP trooper hits 2 vehicles
in Ford County. US-50 in Ford County was closed for several July 5 after a Kansas
police officer was forced to swerve and hit two other stopped vehicles while responding
to a two-vehicle accident. One person was killed and another was sent to an area
hospital.

Source: http://www.kwch.com/content/news/1-killed-in-accident-near-Spearville-in-
Ford-County-385565051.html

6. July 5, KOMO 4 Bellevue — (Washington) Semi rollover crash closes Highway 109
near Hoquiam. Washington officials closed Highway 109 in Hoquiam for several
hours July 5 while crews worked to clear the wreckage from a rolled over semi-truck.
Officials are investigating the cause of the crash.

Source: http://komonews.com/news/local/semi-rollover-crash-closes-highway-109-

near-hoquiam

For another story, see item 19

Food and Agriculture Sector

7. July 5, U.S. Food and Drug Administration — (National) Mister Cookie Face LLC, a
subsidiary of Fieldbrook Foods Corporation, announces a voluntary recall of
Sundae Shoppe Ice Cream Dipped Variety Cones for the possible presence of
undeclared peanuts. Mister Cookie Face LLC issued a voluntary recall June 30 for its
Sundae Shop Novelty Ice Cream Dipped “Variety” Cones products sold in 32-ounce
packages due to mislabeling and undeclared peanuts after it was discovered that the
product may contain a Chocolate covered Vanilla ice cream cone with peanut sprinkles
in the package, which does not declare the presence of peanuts. No illnesses have been
reported and the products were distributed through Aldi Inc., stores nationwide.
Source: http://www.fda.gov/Safety/Recalls/ucm509816.htm

8. July 5, U.S. Department of Labor — (Texas) OSHA fines landscaping products
manufacturer $66K for repeat, serious violations after complaints of unsafe
working conditions. The Occupational Safety and Health Administration cited L&M
Bag and Supply Company Inc., doing business as L&M Supply Company Inc., with 13
serious, 1 repeat, and 1 other violation July 5 after complaints of unsafe working
conditions and the company’s failure to report worker injuries prompted an
investigation at the San Marcos, Texas facility which revealed that the company failed
to provide emergency shut off buttons on machines, failed to develop and implement a
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lockout program, and failed to guard operating machine parts, among other violations.
Proposed penalties total $66,600.

Source:

https://www.osha.gov/pls/oshaweb/owadisp.show_document?p_table=NEWS RELEA
SES&p_id=32763

Water and Wastewater Systems Sector

9.

10.

July 5, WECT 6 Wilmington — (North Carolina) Estimated 4,000 gallons of sewage
spills in Leland. Approximately 4,000 gallons of untreated wastewater spilled in the
Magnolia Greens Community in Leland, North Carolina due to a July 2 electrical
malfunction.

Source: http://www.wect.com/story/32373283/estimated-4000-gallons-of-sewage-
spills-in-leland

July 5, WNYT 13 Albany — (New York) 5,000 gallons of untreated sewage spill into
Saratoga Lake. Crews worked to clear about 5,000 gallons of untreated sewage that

spilled into the Saratoga Lake along Route 9P in Saratoga County, New York after a

check valve broke July 4.

Source: http://wnyt.com/news/saratoga-lake-untreated-sewage-spill/4190277/

Healthcare and Public Health Sector

11.

July 5, KCRG 9 Cedar Rapids — (lowa) Data potentially breached for 2,500+
patients at Planned Parenthood in Dubuque. Planned Parenthood of the Heartland
announced July 5 that it notified 2,506 patients of a potential data breach after the
patients’ personal and medical information may have been accessed by unauthorized
parties during the April closure and sale of the Dubuque facility. The organization
stated that it is conducting a comprehensive analysis of its processes.

Source: http://www.kcrg.com/content/news/Data-breach-for-2500-patients-at-Planned-
Parenthood-in-Dubugque-385593421.html

Government Facilities Sector

12.

13.

July 5, KCRA 3 Sacramento — (California) Evacuations lifted for El Dorado County
side of wildfire. Crews reached 60 percent containment July 5 of the 5,595-acre
Trailhead Fire burning in ElI Dorado County. Officials lifted evacuations and road
closures in the county.

Source: http://www.kcra.com/news/local-news/news-sierra/evacuations-lifted-for-el-
dorado-county-side-of-wildfire/40372392

July 5, Reno Gazette-Journal — (Nevada) Massive air attack barely saves Nevada
town from fire. Crews reached 5 percent containment July 5 of a fire that has burned
more than 122,000 acres in Elko County, Nevada. Officials estimated that the fire will
be contained by July 7.

Source: http://www.rgj.com/story/news/2016/07/05/massive-air-attack-barely-saves-
nevada-town-fire/86709592/
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For another story, see item 1

Emergency Services Sector

14. July 5, WSVN 7 Miami — (Florida) 22 staffers evacuated from Coconut Creek Police
facility after foul odor. The Coconut Creek Police facility in Florida was evacuated
July 5 and staffers were relocated to a building in Sunrise after an unknown odor sent
six workers to an area hospital following complaints of headaches and nausea. Crews
were unable to determine the source of the odor.

Source: http://wsvn.com/news/local/22-staffers-evacuated-from-coconut-creek-police-
facility-after-foul-odor/

Information Technoloqy Sector

15. July 5, SecurityWeek — (International) Information-collecting Android keyboard tops
50 million installs. Security researchers from Pentest Limited discovered a third-party
keyboard application for Android dubbed “Flash Keyboard” was allegedly seen
conducting malicious activity by communication with servers in several countries and
sending personal data including the device manufacturer and model number,
International Mobile Station Equipment Identity (IEMI), Android version, user email
address, mobile networks, and GPS co-ordinates to a remote server. The application
engages in deceptive behavior, which Google prohibits.

Source: http://www.securityweek.com/information-collecting-android-keyboard-tops-
50-million-installs

16. July 5, Softpedia — (International) New malware uses Tor to open backdoor on Mac
OS X systems. Security researchers from Bitdefender discovered a new malware
family named Backdoor.MAC.Eleanor on Mac operating system (OS) X can open a
backdoor via the Tor hidden service, Hypertext Preprocessor (PHP) Web service, and a
Pastebin client. The backdoor can allow cyber criminals to navigate and interact with
local fire system, launch reverse shells to execute root commands, and launch and
execute several scripts including PHP, PERL, Python, Ruby, Java, and C.

Source: http://news.softpedia.com/news/new-malware-uses-tor-to-open-backdoor-on-
mac-0s-X-systems-506000.shtml

Internet Alert Dashboard

To report cyber infrastructure incidents or to request information, please contact US-CERT at soc@us-cert.gov or
visit their Web site: http://www.us-cert.gov

Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and
Analysis Center) Web site: http://www.it-isac.org

Communications Sector

Nothing to report
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Commercial Facilities Sector

17.

18.

19.

July 6, WDAF 4 Kansas City — (Kansas) Residents at KCK apartment complex
claim buildings didn’t have working smoke alarms at time of fire. At least a dozen
people were displaced from the Rosedale Towers Apartments in Kansas City, Kansas,
July 6 following a fire that forced all residents to evacuate and left 12 units damaged.
Authorities ruled the fire, which began in a second floor apartment, as accidental.
Source: http://fox4kc.com/2016/07/06/residents-at-rosedale-towers-apartments-claim-
apartment-complex-didnt-have-smoke-alarms/

July 5, KTRK 13 Houston — (Texas) Massive fire rips through Humble apartments
A 4-alarm fire at the Deerbrook Forest Apartments in Humble, Texas, July 5 displaced
24 families and prompted the response of over 60 firefighters after the fire reportedly
began outside the apartments near a staircase. The exact cause of the fire remains under
investigation.

Source: http://abc13.com/news/massive-fire-burns-at-humble-apartments/1414184/

July 4, Salem News — (Massachusetts) Four-alarm fire damages Essex business
complex. A business and industrial complex housing 10 businesses in Essex,
Massachusetts, sustained major damage July 4 following a 4-alarm fire that prompted
the partial closure of Route 22 while firefighters worked to contain the blaze. The
extent of the damages remains unknown.

Source: http://www.salemnews.com/news/local_news/four-alarm-fire-damages-essex-
business-complex/article_e088d9a4-14a6-52f5-8fc0-cd7f0dd59b50.html

Dams Sector

Nothing to report
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Department of Homeland Security (DHS)
DHS Daily Open Source Infrastructure Report Contact Information

About the reports - The DHS Daily Open Source Infrastructure Report is a daily [Monday
through Friday] summary of open-source published information concerning significant critical
infrastructure issues. The DHS Daily Open Source Infrastructure Report is archived for 10 days on
the Department of Homeland Security Web site: http://www.dhs.gov/IPDailyReport

Contact Information

Content and Suggestions: Send mail to cikr.productfeedback@hg.dhs.gov or contact the DHS
Daily Report Team at (703) 942-8590

Subscribe to the Distribution List: Visit the DHS Daily Open Source Infrastructure Report and follow
instructions to Get e-mail updates when this information changes.

Removal from Distribution List: Send mail to support@govdelivery.com.

Contact DHS

To report physical infrastructure incidents or to request information, please contact the National Infrastructure
Coordinating Center at nicc@hq.dhs.gov or (202) 282-9201.

To report cyber infrastructure incidents or to request information, please contact US-CERT at soc@us-cert.gov or visit
their Web page at www.us-cert.gov.

Department of Homeland Security Disclaimer
The DHS Daily Open Source Infrastructure Report is a non-commercial publication intended to educate and inform
personnel engaged in infrastructure protection. Further reproduction or redistribution is subject to original copyright

restrictions. DHS provides no warranty of ownership of the copyright, or accuracy with respect to the original source
material.
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