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13 July 2016 

 
Top Stories 

• WPX Energy, Inc., reported July 12 that around 30 oil storage tanks caught fire at an oil 
and gas rig in San Juan County, New Mexico, July 11, prompting drilling to stop in the 
area. – KOAT 7 Albuquerque (See item 1)  
 

• General Mills, Inc., issued a recall July 11 for several of its Betty Crocker cake mixes due 
to a 21-State outbreak of E.coli O121 linked to the consumption of raw dough or batter that 
sickened 42 people since December 2015. – Food Safety News (See item 11)  

 

• Two court bailiffs were killed and a suspect was shot and killed by police officers inside 
the Berrien County Courthouse in downtown St. Joseph July 11 following a disturbance at 
the courthouse. – Detroit Free Press (See item 19)  

 

• Security researchers from SimilarWeb data and Proofpoint revealed that attackers were 
using a malicious version of the popular mobile gaming app, Pokemon GO to disseminate a 
remote access tool (RAT), dubbed DroidJack, to allow attackers to gain full control over 
the Android users’ mobile devices. – SecurityWeek (See item 23)  
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Energy Sector 

1. July 12, KOAT 7 Albuquerque – (New Mexico) Massive fire at San Juan County oil 
and gas rig. WPX Energy, Inc., reported July 12 that around 30 oil storage tanks 
caught fire at an oil and gas rig in San Juan County, New Mexico, July 11, prompting 
drilling to stop in the area. Fire crews are allowing the fire to burn out before 
extinguishing the flames. 
Source: http://www.koat.com/news/massive-fire-at-san-juan-county-oil-and-gas-
rig/40467284 
 

Chemical Industry Sector 

Nothing to report 
 
Nuclear Reactors, Materials, and Waste Sector 

2. July 11, London Platts – (New Jersey) PSEG Nuclear’s Salem-2 unit in New Jersey 
connects to grid. PSEG officials reported July 11 that its Unit 2 nuclear reactor at 
Salem Nuclear Power Plant in Lower Alloways Creek Township was reconnected to 
the grid after it was taken offline July 4 due to an alleged electrical fault or short.   
Source: http://www.platts.com/latest-news/electric-power/washington/pseg-nuclears-
salem-2-unit-in-new-jersey-connects-21944029 
 

Critical Manufacturing Sector 

Nothing to report 
 
Defense Industrial Base Sector 

Nothing to report 
 
Financial Services Sector 

3. July 11, U.S. Department of Justice – (California) Southern California man pleads 
guilty for his role as sales manager in fraudulent mortgage modification scheme. 
An Orange County, California resident pleaded guilty July 11 for his role as the sales 
manager of an estimated $9 million fraudulent mortgage modification scheme where he 
supervised dozens of telemarketers who made misleading statements and false 
promises to convince over 1,500 homeowners facing foreclosure to pay up to $5,500 
for the services of Rodis Law Group (RLG) and a successor entity, America’s Law 
Group between October 2008 and June 2009 by falsely claiming RLG consisted of a 
team of attorneys experienced in negotiating lower interest rates and lowering principal 
balances, among other misrepresentations. Two co-defendants were also charged for 
their roles in the scheme.  
Source: https://www.justice.gov/opa/pr/southern-california-man-pleads-guilty-his-role-
sales-manager-fraudulent-mortgage-modification 

 

http://www.koat.com/news/massive-fire-at-san-juan-county-oil-and-gas-rig/40467284
http://www.koat.com/news/massive-fire-at-san-juan-county-oil-and-gas-rig/40467284
http://www.platts.com/latest-news/electric-power/washington/pseg-nuclears-salem-2-unit-in-new-jersey-connects-21944029
http://www.platts.com/latest-news/electric-power/washington/pseg-nuclears-salem-2-unit-in-new-jersey-connects-21944029
https://www.justice.gov/opa/pr/southern-california-man-pleads-guilty-his-role-sales-manager-fraudulent-mortgage-modification
https://www.justice.gov/opa/pr/southern-california-man-pleads-guilty-his-role-sales-manager-fraudulent-mortgage-modification
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Transportation Systems Sector 

4. July 12, WFTV 9 Orlando – (Florida) Roadway reopened after overturned ketchup 
truck snarls I-95 traffic in Malabar. Interstate 95 in Malabar, Florida was closed for 
more than 2 hours while crews worked to clear the wreckage from a semi-truck that 
overturned and blocked all traffic lanes July 11.  
Source: http://www.wftv.com/news/local/roadway-reopened-after-overturned-ketchup-
truck-snarls-i-95-traffic-in-malabar/397057453 
 

5. July 11, KCNC 4 Denver – (Colorado) Cold Springs fire causes road, highway 
closures. The Boulder Office of Emergency Management closed Boulder Canyon to all 
vehicle traffic for several hours July 11 while crews worked to contain the Cold 
Springs Fire. Officials also closed Highway 119 from Boulder to Nederland and closed 
south of Nederland to Highway 72.  
Source: http://denver.cbslocal.com/2016/07/11/cold-springs-fire-causes-road-highway-
closures/ 
 

6. July 11, KEZI 9 Eugene – (Oregon) Lane closure expected on Highway 101. Officials 
closed U.S. Highway 101 in Yachats, Oregon for more than 2 hours July 11 after a 
fully loaded chip truck drove over the embankment on the Highway.  
Source: 
http://www.kezi.com/news/Crash_Near_Yachats_Shuts_Down_Highway_.html 
 

7. July 11, Associated Press – (Arkansas) Arkansas road work to force lane closures on 
Highway 10. The Arkansas Highway and Transportation Department announced July 
11 that Highway 10 in Little Rock would be closed July 11 to August 1 for several 
hours while crews work to seal the highway with liquid asphalt and gravel.  
Source: http://www.thv11.com/news/local/arkansas-road-work-to-force-lane-closures-
on-highway-10/269975070 
 

8. July 10, ABC News – (Oklahoma) Passenger on diverted Delta flight had elevated 
carbon monoxide levels. Delta Flight 1817 from Atlanta to Denver was forced to 
make an emergency landing in Tulsa, Oklahoma July 10 after 12 passengers became 
sick due to elevated levels of carbon monoxide in their bodies. Officials re-screened 
passengers and placed them on another Denver-bound plane.  
Source: http://abcnews.go.com/US/delta-flight-diverted-numerous-passengers-feel-
ill/story?id=40463688 
 

Food and Agriculture Sector 

9. July 11, U.S. Food and Drug Administration – (National) General Mills voluntarily 
recalls a limited quantity of frozen Beyond Meat Vegetarian Indian Curry with 
Beyond Chicken. General Mills, Inc., issued a voluntary recall June 30 for a limited 
quantity of its frozen Beyond Meat Vegetarian Indian Curry with Beyond Chicken 
products due to potential Listeria monocytogenes contamination after the company’s 
frozen green pea supplier, National Frozen Foods, recalled the peas used in the 
products due to potential Listeria contamination. No illnesses have been reported and 

http://www.wftv.com/news/local/roadway-reopened-after-overturned-ketchup-truck-snarls-i-95-traffic-in-malabar/397057453
http://www.wftv.com/news/local/roadway-reopened-after-overturned-ketchup-truck-snarls-i-95-traffic-in-malabar/397057453
http://denver.cbslocal.com/2016/07/11/cold-springs-fire-causes-road-highway-closures/
http://denver.cbslocal.com/2016/07/11/cold-springs-fire-causes-road-highway-closures/
http://www.kezi.com/news/Crash_Near_Yachats_Shuts_Down_Highway_.html
http://www.thv11.com/news/local/arkansas-road-work-to-force-lane-closures-on-highway-10/269975070
http://www.thv11.com/news/local/arkansas-road-work-to-force-lane-closures-on-highway-10/269975070
http://abcnews.go.com/US/delta-flight-diverted-numerous-passengers-feel-ill/story?id=40463688
http://abcnews.go.com/US/delta-flight-diverted-numerous-passengers-feel-ill/story?id=40463688
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the products were sold at Whole Foods Market Inc., stores nationwide. 
Source: http://www.fda.gov/Safety/Recalls/ucm510645.htm 
 

10. July 11, Kennebec Journal/Waterville Morning Sentinel – (Maine) Fire at Athens 
pellet mill halts production for a day. A July 11 fire at the Maine Wood Pellet Co., 
facility in Athens, Maine, caused the plant to close until July 12 after the blaze started 
when a bearing failed inside a hopper, which travels from the roof to the second floor 
of the mill. No injuries were reported. 
Source: http://www.centralmaine.com/2016/07/11/early-morning-fire-at-athens-pellet-
mill-halts-production-for-a-day/ 
 

11. July 11, Food Safety News – (International) General Mills pulls Betty Crocker mixes 
because of E.coli. General Mills, Inc., issued a recall July 11 for its Betty Crocker 
Delights Super Moist Party Rainbow Chip Cake Mix, Betty Crocker Delights Super 
Moist Carrot Cake Mix, and Betty Crocker Super Moist Rainbow Bit Cake Mix 
products due to a 21-State outbreak of E.coli O121 linked to the consumption of raw 
dough or batter that has sickened 42 people since December 2015. The products were 
distributed to retailers, restaurants, and bulk buyers nationwide, and in Canada and 
China.  
Source: http://www.foodsafetynews.com/2016/07/general-mills-pulls-betty-crocker-
mixes-because-of-e-coli 
 

12. July 11, U.S. Department of Agriculture – (National) FSIS to begin posting location-
specific food safety data online. The Food Safety and Inspection Service (FSIS) 
announced its plan July 11 to begin posting new levels of food safety data specific to 
slaughter and processing facilities in the U.S. on Data.gov as part of its Establishment-
Specific Data Release Plan, which aims to allow customers to make more informed 
choices, motivate individual establishments to improve performance, and lead to 
industry-wide improvements in food safety. The FSIS will use the data sets to share 
information on the processes used at each facility, and release results for Listeria 
monocytogenes and Salmonella in ready-to-eat products and processed egg products, 
among other information. 
Source: http://www.fsis.usda.gov/wps/portal/fsis/newsroom/news-releases-statements-
and-transcripts/news-release-archives-by-year/archive/2016/nr-071116-01 

 
Water and Wastewater Systems Sector 

13. July 11, Vero Beach Press Journal – (Florida) Boil water notice issued for Fort 
Pierce Utilities customers. A boil water advisory was issued for 400 Fort Pierce 
Utilities Authority customers in Fort Pierce, Florida July 11 through July 13 after an 
incorrect valve operation occurred during the filling of a ground storage tank.  
Source: http://www.tcpalm.com/news/st-lucie-county/boil-water-notice-issued-for-fort-
pierce-utilities-customers-375a807d-9a7d-1816-e053-0100007fb8b2-386307111.html 

 
Healthcare and Public Health Sector 

Nothing to report 

http://www.fda.gov/Safety/Recalls/ucm510645.htm
http://www.centralmaine.com/2016/07/11/early-morning-fire-at-athens-pellet-mill-halts-production-for-a-day/
http://www.centralmaine.com/2016/07/11/early-morning-fire-at-athens-pellet-mill-halts-production-for-a-day/
http://www.foodsafetynews.com/2016/07/general-mills-pulls-betty-crocker-mixes-because-of-e-coli
http://www.foodsafetynews.com/2016/07/general-mills-pulls-betty-crocker-mixes-because-of-e-coli
http://www.fsis.usda.gov/wps/portal/fsis/newsroom/news-releases-statements-and-transcripts/news-release-archives-by-year/archive/2016/nr-071116-01
http://www.fsis.usda.gov/wps/portal/fsis/newsroom/news-releases-statements-and-transcripts/news-release-archives-by-year/archive/2016/nr-071116-01
http://www.tcpalm.com/news/st-lucie-county/boil-water-notice-issued-for-fort-pierce-utilities-customers-375a807d-9a7d-1816-e053-0100007fb8b2-386307111.html
http://www.tcpalm.com/news/st-lucie-county/boil-water-notice-issued-for-fort-pierce-utilities-customers-375a807d-9a7d-1816-e053-0100007fb8b2-386307111.html
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Government Facilities Sector 

14. July 12, KDVR 31 Denver – (Colorado) Hayden Pass Fire grows to 12,000 acres in 
Fremont County. Crews worked July 11 to contain the Hayden Pass Fire that grew to 
12,012 acres in Fremont County, Colorado. Residents of more than 100 homes were 
ordered to evacuate along with Hayden Creek and Coaldale campgrounds and Cutty’s 
Hayden Creek Resort.   
Source: http://kdvr.com/2016/07/10/hayden-pass-fire-burns-5000-acres-in-fremont-
county/ 
 

15. July 12, Los Angeles Daily News – (California) Sage Fire holds at 1,100 acres, 85 
percent contained. Crews reached 85 percent containment July 11 of the 1,100-acre 
Sage Fire burning near Santa Clarita. Three firefighters suffered heat-related injuries 
out of the 700 working to contain the blaze.   
Source: http://www.dailynews.com/general-news/20160711/sage-fire-holds-at-1100-
acres-85-percent-contained 
 

16. July 11, KUSA 9 Denver – (Colorado; Wyoming) Beaver Creek Fire crosses 
Wyoming border. Crews reached 5 percent containment July 11 of the 18,787-acre 
Beaver Creek Fire burning close to the Colorado-Wyoming border near Walden. 
Authorities expect the fire to be contained by October 21.   
Source: http://www.9news.com/news/local/wildfires/beaver-creek-grows-by-3500-
acres/269671356 
 

For another story, see item 5 
 

Emergency Services Sector 

17. July 12, Associated Press – (Maryland) Maryland’s Montgomery County: 911 
system outage investigated. County officials are investigating after Montgomery 
County’s 9-1-1 system failed for 2 hours overnight July 10 – July 11. Crews responded 
to two medical emergency calls involving two fatalities during the outage which was 
attributed to a malfunctioning heating and air conditioning system that caused the main 
power system and backup system to fail.  
Source: http://columbustelegram.com/news/national/maryland-s-montgomery-county-
system-outage-investigated/article_5007e9ab-a405-57dd-acb6-716dff69878f.html 
 

18. July 12, Detroit Free Press – (Michigan) Fights, stabbing reported at Kinross prison 
in U.P. A spokesperson for the Michigan Department of Corrections confirmed that 
two inmate fights and an incident involving a Corrections Department sergeant 
occurred at Kinross Correctional Facility in the Upper Peninsula July 11. Two inmates 
were treated for injuries and the incidents remain under investigation.  
Source: http://www.freep.com/story/news/local/michigan/2016/07/12/stabbing-kinross-
prison-upper-peninsula/86982780/ 
 

19. July 11, Detroit Free Press – (Michigan) 2 bailiffs, shooter dead in Berrien County 

http://kdvr.com/2016/07/10/hayden-pass-fire-burns-5000-acres-in-fremont-county/
http://kdvr.com/2016/07/10/hayden-pass-fire-burns-5000-acres-in-fremont-county/
http://www.dailynews.com/general-news/20160711/sage-fire-holds-at-1100-acres-85-percent-contained
http://www.dailynews.com/general-news/20160711/sage-fire-holds-at-1100-acres-85-percent-contained
http://www.9news.com/news/local/wildfires/beaver-creek-grows-by-3500-acres/269671356
http://www.9news.com/news/local/wildfires/beaver-creek-grows-by-3500-acres/269671356
http://columbustelegram.com/news/national/maryland-s-montgomery-county-system-outage-investigated/article_5007e9ab-a405-57dd-acb6-716dff69878f.html
http://columbustelegram.com/news/national/maryland-s-montgomery-county-system-outage-investigated/article_5007e9ab-a405-57dd-acb6-716dff69878f.html
http://www.freep.com/story/news/local/michigan/2016/07/12/stabbing-kinross-prison-upper-peninsula/86982780/
http://www.freep.com/story/news/local/michigan/2016/07/12/stabbing-kinross-prison-upper-peninsula/86982780/
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Courthouse shooting. Two court bailiffs were killed and a suspect was shot and killed 
by police officers inside the Berrien County Courthouse in downtown St. Joseph July 
11 following a disturbance at the courthouse. A deputy sheriff and several civilians 
were injured in the incident which remains under investigation. 
Source: http://www.freep.com/story/news/local/michigan/2016/07/11/reports-shots-
fired-berrien-county-courthouse-st-joseph/86953034/ 
 

Information Technology Sector 

20. July 12, SecurityWeek – (International) Code execution flaw plagues Intel Graphics 
Driver. Security researchers from Cisco Talos discovered a local code execution 
vulnerability in Intel HD Graphics Windows Kernel Mode Driver version 
10.18.14.4264 that could allow an attacker to run arbitrary code on a victims’ system or 
cause denial-of-service (DoS) by sending a specially crafted D3DKMTEscape request 
to the Intel DH Graphics drivers. Microsoft removed the NTVDM subsystem from its 
Windows 8 to mitigate the attack, but researchers stated the mitigations were not 
foolproof.   
Source: http://www.securityweek.com/code-execution-flaw-plagues-intel-graphics-
driver 
 

21. July 11, Softpedia – (International) Website takeover issue fixed in WordPress’ most 
popular plugin. A security researcher reported that the All in One SEO Pack 
WordPress plugin was plagued with a vulnerability that could allow attackers to store 
malicious code in the Web site’s admin panel which could potentially enable attackers 
to control the Web site.  
Source: http://news.softpedia.com/news/website-takeover-issue-fixed-in-wordpress-
most-popular-plugin-506209.shtml 
 

22. July 11, SecurityWeek – (International) DoS flaw affects Symantec endpoint 
products. Symantec released a patch that addressed a denial-of-service (DoS) 
vulnerability that affected its Norton Security’s Portable Executable file scanning 
functionality as well as its Endpoint Protection products after a security researcher from 
Cisco Talos found an attacker could exploit the vulnerability by sending a victim a 
crafted file with a large SizeOfRawData field in a section header due to a flaw in the 
Client Intrusion Detection System (CIDS) driver, which can cause a system to crash 
when interacted with a specially-crafted portable executable (PE) file.  
Source: http://www.securityweek.com/dos-flaw-affects-symantec-endpoint-products 
 

For another story, see item 23 
  

http://www.freep.com/story/news/local/michigan/2016/07/11/reports-shots-fired-berrien-county-courthouse-st-joseph/86953034/
http://www.freep.com/story/news/local/michigan/2016/07/11/reports-shots-fired-berrien-county-courthouse-st-joseph/86953034/
http://www.securityweek.com/code-execution-flaw-plagues-intel-graphics-driver
http://www.securityweek.com/code-execution-flaw-plagues-intel-graphics-driver
http://news.softpedia.com/news/website-takeover-issue-fixed-in-wordpress-most-popular-plugin-506209.shtml
http://news.softpedia.com/news/website-takeover-issue-fixed-in-wordpress-most-popular-plugin-506209.shtml
http://www.securityweek.com/dos-flaw-affects-symantec-endpoint-products
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Internet Alert Dashboard 

To report cyber infrastructure incidents or to request information, please contact US-CERT at soc@us-cert.gov or 
visit their Web site: http://www.us-cert.gov 
 
Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and 
Analysis Center) Web site: http://www.it-isac.org  

 
Communications Sector 

23. July 11, SecurityWeek – (International) Backdoored Pokemon Go app infects 
Android devices. SimilarWeb data and Proofpoint revealed that attackers were using a 
malicious version of the popular mobile gaming app, Pokemon GO via third-party 
portals to disseminate a remote access tool (RAT), dubbed DroidJack, to add Android 
application package (APK) files and allow attackers to gain full control over the 
Android users’ mobile devices. DroidJack could allow an attacker to read and exit text 
messages, make phone calls, record audio, modify contacts, and connect to Wi Fi, 
among other actions.  
Source: http://www.securityweek.com/backdoored-pokemon-go-app-infects-android-
devices 

 
Commercial Facilities Sector 

24. July 12, Bay Area News Group – (California) Fremont: Boy injured in 2-alarm 
apartment fire. A Fremont apartment complex sustained about $500,000 in damages 
July 11 after a two-alarm fire began in the kitchen on a first-floor apartment unit, 
injuring one resident and displacing eight others. Fire crews extinguished the blaze.  
Source: http://www.mercurynews.com/crime-courts/ci_30118112/fremont-boy-injured-
2-alarm-apartment-fire 
 

For another story, see item 14 
 

Dams Sector 

 Nothing to report   
  

  

mailto:soc@us-cert.gov
http://www.us-cert.gov/
http://www.it-isac.org/
http://www.securityweek.com/backdoored-pokemon-go-app-infects-android-devices
http://www.securityweek.com/backdoored-pokemon-go-app-infects-android-devices
http://www.mercurynews.com/crime-courts/ci_30118112/fremont-boy-injured-2-alarm-apartment-fire
http://www.mercurynews.com/crime-courts/ci_30118112/fremont-boy-injured-2-alarm-apartment-fire
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Department of Homeland Security (DHS)  
DHS Daily Open Source Infrastructure Report Contact Information 

 
About the reports - The DHS Daily Open Source Infrastructure Report is a daily [Monday 
through Friday] summary of open-source published information concerning significant critical 
infrastructure issues. The DHS Daily Open Source Infrastructure Report is archived for 10 days on 
the Department of Homeland Security Web site: http://www.dhs.gov/IPDailyReport 

Contact Information 
Content and Suggestions: Send mail to cikr.productfeedback@hq.dhs.gov or contact the DHS 

Daily Report Team at (703) 942-8590  

Subscribe to the Distribution List: Visit the DHS Daily Open Source Infrastructure Report and follow 
instructions to Get e-mail updates when this information changes.  

Removal from Distribution List: Send mail to support@govdelivery.com.  

Contact DHS 
To report physical infrastructure incidents or to request information, please contact the National Infrastructure 
Coordinating Center at nicc@hq.dhs.gov or (202) 282-9201.  
To report cyber infrastructure incidents or to request information, please contact US-CERT at soc@us-cert.gov or visit 
their Web page at www.us-cert.gov. 

Department of Homeland Security Disclaimer 
The DHS Daily Open Source Infrastructure Report is a non-commercial publication intended to educate and inform 
personnel engaged in infrastructure protection. Further reproduction or redistribution is subject to original copyright 
restrictions. DHS provides no warranty of ownership of the copyright, or accuracy with respect to the original source 
material.  
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