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Top Stories

Federal officials reached a $425 million settlement with Tesoro Corporation and Par
Hawaii Refining, LLC July 18 resolving Federal Clean Air Act violations at 1 Par Hawaii
refinery in Kapolei, Hawaii, and 5 Tesoro refineries in Alaska, Washington, Utah, North
Dakota, and California. — Associated Press; KING 5 Seattle (See item 2)

Authorities are searching July 18 for a man dubbed “America’s Bandit” who is suspected
of robbing six banks in New York City since September 2015, including a Chase Bank
branch July 9. — WPIX 11 New York (See item 4)

Crews worked overnight July 18 — July 19 to contain a sewage spill that released at least
1.5 million gallons of sewage into the Los Angeles River July 18, prompting the closure of
all beaches in Long Beach. — Los Angeles Times (See item 10)

Officials reported July 18 that approximately 2.8 million gallons of diluted wastewater was
released into Butler Creek in Augusta, Georgia, following heavy rainfall July 16. - WRDW
12 Augusta/WAGT 26 Augusta (See item 11)
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Enerqy Sector

1. July 18, Casper Star-Tribune — (Wyoming) Crash releases 10,000 gallons of crude
near Rawlins. Crews were working July 18 to clean up approximately 10,000 gallons
of crude oil that spilled onto the Interstate 80 on-ramp near Walcott Junction,
Wyoming, July 16 after a Peterbilt Motor Company commercial truck transporting the
oil tank overturned, spilling the oil on the roadway.

Source: http://trib.com/news/state-and-regional/crash-releases-gallons-of-crude-near-
rawlins/article_1fadeb17-e93c-5dcl-alea-b40716fc2c6b.html

2. July 18, Associated Press; KING 5 Seattle — (National) Federal $425 million
settlement to reduce air pollution at 6 refineries. The U.S. Justice Department and
U.S. Environmental Protection Agency reached a $425 million settlement with Tesoro
Corporation and Par Hawaii Refining, LLC July 18 resolving Federal Clean Air Act
violations at 1 Par Hawaii refinery in Kapolei, Hawaii, and 5 Tesoro refineries in
Alaska, Washington, Utah, North Dakota, and California. Under the consent decree, the
companies are required to spend nearly $403 million to install emissions control
equipment at the refineries, and Tesoro must spend approximately $12 million for
environmental projects in communities harmed by the pollution, as well as pay a
$10.45 million civil penalty.

Source: http://www.king5.com/tech/science/environment/federal-425-million-
settlement-to-reduce-air-pollution-at-6-refineries/276303234

3. July 17, Houston Chronicle — (Texas) Pipeline leak near Exxon Mobil’s Baytown
plant prompts evacuations. ExxonMobil Pipeline Company officials shutdown two
chemical product pipelines at its Baytown, Texas facility July 17 after a pipeline leaked
dilute propylene, a highly flammable chemical outside of the facility, prompting
authorities to evacuate nearby residents and issue a shelter-in-place warning. Officials
were investigating the source of the release.

Source: http://www.chron.com/news/houston-texas/article/Evacuation-ordered-in-
Baytown-8383037.php

Chemical Industry Sector

See item 3

Nuclear Reactors, Materials, and Waste Sector

Nothing to report

Critical Manufacturing Sector

Nothing to report

Defense Industrial Base Sector

Nothing to report
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Financial Services Sector

4. July 18, WPIX 11 New York — (New York) $5K reward offered to stop ‘Americas
Bandit’ after 6 Manhattan banks struck in almost a year. Authorities offered a
reward July 18 in exchange for information on a man dubbed “America’s Bandit” who
is suspected of robbing six banks in New York City since September 2015, including a
Chase Bank branch July 9. The suspect is considered armed and dangerous.

Source: http://pix11.com/2016/07/18/authorities-offer-5k-reward-for-tips-on-americas-
bandit-bank-robberies/

Transportation Systems Sector

5. July 19, Corvallis Gazette-Times — (Oregon) Head-on crash blocks Highway 20.
Highway 20 near Blodgett, Oregon, was closed for several hours July 18 while crews
investigated the scene of a head-on collision that sent four people to area hospitals with
serious injuries.

Source: http://www.gazettetimes.com/news/local/head-on-crash-blocks-
highway/article_f3f9edca-c93e-54df-aaac-36ac8f22bfba.html

6. July 19, WBIR 10 Knoxville — (Tennessee) Fatal crash closes right lane of 1-75 North
in Loudon County. Northbound lanes of Interstate 75 in Loudon County, Tennessee,
were closed for approximately 3 hours July 19 while crews worked to clear the
wreckage from a two-vehicle crash involving a semi-truck that collided with another
vehicle.

Source: http://www.wrcbtv.com/story/32477469/crash-shuts-down-part-of-i-75-north-
in-loudon-county

7. July 18, Lower Hudson Valley Journal News— (New York) Hutch southbound
reopens after potato truck crash. The southbound lanes of Hutchinson River
Parkway in Scarsdale, New York, were shut down for approximately 8 hours July 18
while crews worked to clear the wreckage after a semi-truck carrying potatoes struck an
overpass, spilling debris on the roadway.

Source: http://www.lohud.com/story/news/traffic/2016/07/18/hutchinson-parkway-
truck/87252342/

8. July 18, WCIV 36 Charleston — (South Carolina) JetBlue flight makes emergency
landing in Charleston. JetBlue Flight 1131 en route to Fort Lauderdale, Florida, from
Charleston, South Carolina, was forced to turn around and make an emergency landing
in Charleston July 18 after the crew noticed smoke and an odor in the cabin. Officials
were investigating the source of the smoke.

Source: http://abcnews4.com/news/local/jetblue-flight-makes-emergency-landing-in-
charleston

For another story, see item 3
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Food and Agriculture Sector

9.

July 18, U.S. Food and Drug Administration — (National) Theo Chocolate issues
allergy alert on undeclared milk in Salted Almond 70% Dark Chocolate. Theo
Chocolate Inc., issued a voluntary recall July 18 for its Salted Almond 70% Dark
Chocolate bars products sold in 3-ounce packages due to mislabeling and undeclared
milk after the firm received a consumer complaint stating that the packaging contained
a milk salted almond bar product, which contains milk. No illnesses have been reported
and the products were distributed to retail stores in 18 States.

Source: http://www.fda.gov/Safety/Recalls/ucm511799.htm

Water and Wastewater Systems Sector

10.

11.

12.

July 19, Los Angeles Times — (California) Sewage spill in L.A. grows to 1.5 million
gallons and forces closure of beaches in Long Beach. Crews worked overnight July
18 — July 19 to contain a sewage spill that released at least 1.5 million gallons of
sewage into the Los Angeles River July 18 after the top of a sewer pipe collapsed,
prompting the closure of all beaches in Long Beach. Officials were testing ocean water
samples to ensure there were no health risks to the public.

Source: http://www.latimes.com/local/lanow/la-me-In-sewage-spill-beaches-20160718-
snap-story.html

July 18, WRDW 12 Augusta/WAGT 26 Augusta — (Georgia) Estimated 2.8 M gallons
of diluted wastewater released into Butler Creek. The Augusta Utilities Department
announced July 18 that approximately 2.8 million gallons of diluted wastewater was
released into Butler Creek in Augusta, Georgia, following heavy rainfall July 16.
Officials were working to design and implement projects to remove significant amounts
of rainwater from the wastewater collection system.

Source: http://www.wrdw.com/content/news/Estimated-28-M-gallons-of-diluted-
wastewater-released-into-Butler-Creek-387332041.html

July 18, WBFF 45 Baltimore — (Maryland) More than 750,000 gallons of sewage leak
into Back River following Saturday storm. More than 750,000 gallons of sewage
leaked from the Essex Sewage Pumping Station into the Back River in Baltimore
County, Maryland, July 16 after severe thunderstorms caused a power outage at the
facility. Health officials were testing the water for bacteria at Rocky Point Beaches,
Hart Miller Island, and Back River.

Source: http://foxbaltimore.com/news/local/more-than-750000-gallons-of-sewage-leak-
into-back-river-after-storm

Healthcare and Public Health Sector

13.

July 18, WGRZ 2 Buffalo — (New York) Police: woman stole over $100,000 from
hospital. A former employee at United Memorial Medical Center (UMMC) in Batavia,
New York, was charged July 14 after she allegedly stole over $100,000 in medical
supplies while working at the medical center and sold them via an online auction Web
site.
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Source: http://www.wgrz.com/news/local/police-woman-stole-over-100000-from-
hospital/276267720

Government Facilities Sector

14. July 19, KIFI 8 Idaho Falls/KIDK 3 Idaho Falls — (Wyoming) Cliff Creek Fire

15.

burning 6,700 acres. Teton County Emergency Management issued an evacuation
order July 18 for Granite Creek, including Granite Hot Springs and Campground, Jack
Pine Summer Homes, and the Safari Club International due to the Cliff Creek Fire that
has burned nearly 6,700 acres in Teton County, Wyoming.

Source: http://www.eastidahonews.com/2016/07/evacuation-order-issued-teton-county-
wyoming-due-fire/

July 18, Grand Rapids Press — (Michigan) Power outage forces GRPS to cancel class
at Lincoln campus. Classes were cancelled July 19 at the Lincoln School and Lincoln
Developmental Center in Grand Rapids, Michigan, due to a power outage that caused
the air conditioning system at the schools to break following a physical plant issue July
18. Crews were working to restore power and repair the air conditioning system.
Source: http://www.mlive.com/news/grand-

rapids/index.ssf/2016/07/power_outage forces_grps_to_ca.html

Emergency Services Sector

Nothing to report

Information Technoloqy Sector

16.

17.

July 19, SecurityWeek — (International) Apple patches tens of vulnerabilities in iOS,
OS X. Apple Inc., released security updates for several of its products including OS X
El Capitan version 10.11.6, which patched a total of 60 security bugs affecting
components such as audio, FaceTime, and CFNetwork, among others after a Zscaler
researcher discovered the flaws could allow unprivileged applications to access cookies
stored in the Safari browser. Apple also released iOS version 9.3.3., resolving 43
vulnerabilities, one of which could allow an attacker with physical access to the device
to abuse Siri and view private contact information, among other patches.

Source: http://www.securityweek.com/apple-patches-tens-vulnerabilities-i0s-0s-x

July 18, Softpedia — (International) HT TPoxy vulnerability affects CGl-based apps
in PHP, Python, and Go. A developer from Vend discovered CGI applications written
in Hypertext Preprocessor (PHP), Python, and Go were plagued by a HTTPoxy
vulnerability after finding that CGl-based environments receiving incoming Hypertext
Transfer Protocol Secure (HTTP) requests containing a “Proxy” header were dropping
the header’s content in the HTTP_PROXY environment without sanitization, which
could allow an attacker to force a vulnerable CGl-based application to use a malicious
proxy for its outgoing HTTP requests, carry out Man-in-the-Middle (MitM) attacks,
and poison servers.

Source: http://news.softpedia.com/news/httpoxy-vulnerability-affects-cgi-based-apps-
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18. July 18, SecurityWeek — (International) CryptXXX now being distributed via spam
emails. Security researchers from Proofpoint warned that the CryptXXX malware was
leveraging a spam email campaign after discovering that the emails, using subjects such
as “Security Breach — Security Report #123456789,” were tricking users into activating
malicious macros embedded in the emails’ document attachments, which were
designed to download and install the ransomware when the victim interacted with them.
Source: http://www.securityweek.com/cryptxxx-now-being-distributed-spam-emails

19. July 18, Softpedia — (International) Steemit social network hacked, user funds stolen,
DDosS attack ensued. Steemit, a social networking platform, announced July 14 that an
unknown attacker exploited the network’s browser-side vulnerabilities to steal $85,000
worth of Steem Dollars and Steem Power from approximately 260 users’ funds after a
user reported mysterious transactions that transferred funds from his account to another
Bittrex account, a Bitcoin trading portal. Steemit’s servers also faced a distributed
denial-of-service (DDoS) attack, prompting the network to bring down its servers for
maintenance and service upgrades.

Source: http://news.softpedia.com/news/steem-social-network-hacked-user-funds-
stolen-ddos-attack-followed-after-506417.shtml

Internet Alert Dashboard

To report cyber infrastructure incidents or to request information, please contact US-CERT at soc@us-cert.gov or
visit their Web site: http://www.us-cert.gov

Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and
Analysis Center) Web site: http://www.it-isac.org

Communications Sector

Nothing to report

Commercial Facilities Sector

20. July 19, KVVU 5 Las Vegas — (Nevada) 30 people displaced in Las Vegas apartment
fire. Around 30 residents were displaced from a Las Vegas apartment building July 18
following a 2-alarm fire that prompted crews to shut off utilities to the building, sent 1
person to an area hospital for smoke inhalation, and caused an estimated $250,000 in
damage. The cause of the fire remains under investigation.

Source: http://www.fox5vegas.com/story/32472670/30-people-displaced-in-las-vegas-

apartment-fire

Dams Sector

Nothing to report
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Department of Homeland Security (DHS)
DHS Daily Open Source Infrastructure Report Contact Information

About the reports - The DHS Daily Open Source Infrastructure Report is a daily [Monday
through Friday] summary of open-source published information concerning significant critical
infrastructure issues. The DHS Daily Open Source Infrastructure Report is archived for 10 days on
the Department of Homeland Security Web site: http://www.dhs.gov/IPDailyReport

Contact Information

Content and Suggestions: Send mail to cikr.productfeedback@hg.dhs.gov or contact the DHS
Daily Report Team at (703) 942-8590

Subscribe to the Distribution List: Visit the DHS Daily Open Source Infrastructure Report and follow
instructions to Get e-mail updates when this information changes.

Removal from Distribution List: Send mail to support@govdelivery.com.

Contact DHS

To report physical infrastructure incidents or to request information, please contact the National Infrastructure
Coordinating Center at nicc@hq.dhs.gov or (202) 282-9201.

To report cyber infrastructure incidents or to request information, please contact US-CERT at soc@us-cert.gov or visit
their Web page at www.us-cert.gov.

Department of Homeland Security Disclaimer

The DHS Daily Open Source Infrastructure Report is a non-commercial publication intended to educate and inform
personnel engaged in infrastructure protection. Further reproduction or redistribution is subject to original copyright
restrictions. DHS provides no warranty of ownership of the copyright, or accuracy with respect to the original source
material.
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