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Top Stories 

• General Motors issued a recall July 21 for nearly 308,000 of its model years 2009 – 2010 
Chevrolet Impala vehicles sold in the U.S. due to faulty wiring that could prevent the 
passenger air bags from inflating in the event of a crash. – USA Today (See item 1)  
 

• Mitsubishi Motors Corporation issued a recall July 21 for 174,382 of its model years 2002 
– 2013 vehicles in select makes sold in the U.S. due to a corrosion problem affecting the 
front lower control arms that can cause the driver to lose control of the vehicle. – 
TheCarConnection.com (See item 3)  

 

• The FBI is searching July 21 for a man dubbed the “Midday Bandit” who is suspected of 
robbing 15 banks in the Chicago area since 2014, including a South Central Bank branch 
July 21. – Chicago Sun-Times (See item 4)  

 

• Passengers on American Airlines flight 1822 were forced to make an emergency 
evacuation at Palm Beach International Airport July 21 due to a hydraulic fluid leak that 
caused a burning odor in the cabin. – WPBF 25 Tequesta (See item 6)  
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Energy Sector 

 Nothing to report 
 
Chemical Industry Sector 

 Nothing to report 
 
Nuclear Reactors, Materials, and Waste Sector 

 Nothing to report 
 
Critical Manufacturing Sector 

1. July 21, USA Today – (National) 308,000 Chevrolet Impalas recalled for faulty 
airbags. General Motors issued a recall July 21 for nearly 308,000 of its model years 
2009 – 2010 Chevrolet Impala vehicles sold in the U.S. due to potentially faulty wiring 
that could prevent the vehicle from detecting when the passenger seat is occupied, 
thereby preventing the passenger air bags from inflating in the event of a crash.  
Source: http://www.usatoday.com/story/money/cars/2016/07/21/308000-chevrolet-
impalas-recalled-faulty-airbags/87414082/ 
 

2. July 21, U.S. Department of Labor – (Georgia) Workplace safety inspection finds 
Georgia’s Chaparral Boats exposing employees to serious hazards; OSHA 
proposes $47K in fines. The Occupational Safety and Health Administration cited 
Chaparral Boats Inc., with one repeat and two serious safety violations July 18 after an 
investigation at the Nashville, Georgia facility revealed that the employer failed to 
provide medical evaluations to employees, and exposed employees to dust particulates 
above the permissible exposure limit, among other violations. Proposed penalties total 
$47,000.  
Source: 
https://www.osha.gov/pls/oshaweb/owadisp.show_document?p_table=NEWS_RELEA
SES&p_id=32823 

 
3. July 21, TheCarConnection.com – (National) Mitsubishi Lancer, Lancer Evolution, 

Outlander recalled for corrosion. Mitsubishi Motors Corporation issued a recall July 
21 for 174,382 of its model years 2002 – 2013 vehicles in select makes sold in the U.S. 
due to a corrosion problem affecting the front lower control arms that can cause the 
arms to detach, thereby causing the driver to lose control of the vehicle and increasing 
the risk of a crash.  
Source: http://www.thecarconnection.com/news/1105118_mitsubishi-lancer-lancer-
evolution-outlander-recalled-for-corrosion?preview=true 

 
Defense Industrial Base Sector 

Nothing to report 
 

http://www.usatoday.com/story/money/cars/2016/07/21/308000-chevrolet-impalas-recalled-faulty-airbags/87414082/
http://www.usatoday.com/story/money/cars/2016/07/21/308000-chevrolet-impalas-recalled-faulty-airbags/87414082/
https://www.osha.gov/pls/oshaweb/owadisp.show_document?p_table=NEWS_RELEASES&p_id=32823
http://www.thecarconnection.com/news/1105118_mitsubishi-lancer-lancer-evolution-outlander-recalled-for-corrosion?preview=true
http://www.thecarconnection.com/news/1105118_mitsubishi-lancer-lancer-evolution-outlander-recalled-for-corrosion?preview=true
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Financial Services Sector 

4. July 21, Chicago Sun-Times – (Illinois) ‘Midday Bandit’ tries to rob West Town 
bank. The FBI is searching July 21 for a man dubbed the “Midday Bandit” who is 
suspected of robbing 15 banks in the Chicago area since 2014, including a South 
Central Bank branch July 21.   
Source: http://chicago.suntimes.com/news/attempted-bank-robbery-reported-in-west-
town/ 

 
Transportation Systems Sector 

5. July 22, KVEO 23 Rio Grande Valley – (Texas) Train derailment in Harlingen. The 
Harlingen Police Department and the Texas Rail Road Commission are investigating a 
two-car train derailment that blocked several roads in Harlingen, Texas, for several 
hours July 22.  
Source: http://www.rgvproud.com/news/local-news/train-derailment-in-harlingen 
 

6. July 22, WPBF 25 Tequesta – (Florida) 24 passengers taken to hospital following 
American Airlines evacuation. Passengers on American Airlines flight 1822 en route 
to Philadelphia from West Palm Beach, Florida were forced to make an emergency 
evacuation at Palm Beach International Airport July 21 due to a hydraulic fluid leak 
that caused a burning odor in the cabin. Twenty-four passengers were transported to an 
area hospital with minor injuries. 
Source: http://www.wpbf.com/news/emergency-incident-at-palm-beach-international-
airport/40821448 

 
Food and Agriculture Sector 

7. July 21, U.S. Food and Drug Administration – (National) Hy-Vee voluntarily recalls a 
limited quantity of its No-Salt-Added Black Beans due to potential presence of 
foreign material. Hy-Vee, Inc., issued a voluntary recall July 20 for a limited quantity 
of its Hy-Vee No-Salt-Added Black Beans products sold in 15-ounce packages due to 
potential contamination with plastic and metal fragments after the company’s supplier, 
Fairbault Foods, Inc., recalled the products after receiving a consumer complaint 
stating that a pen was found in the products. No illnesses have been reported and the 
products were distributed to Hy-Vee stores in eight States.  
Source: http://www.fda.gov/Safety/Recalls/ucm512511.htm 
 

8. July 21, U.S. Department of Agriculture – (Washington) Kapowsin Meats Inc., recalls 
pork products due to possible Salmonella contamination. Kapowsin Meats Inc., 
issued a recall July 21 for approximately 11,658 pounds of its Whole Hogs for 
Barbecue products due to potential Salmonella contamination after the U.S. 
Department of Agriculture’s Food Safety and Inspection Service was notified of a 
Salmonella outbreak in connection to the pork products. The products were shipped to 
individual consumers, retail locations, institutions, and distributors in Washington. 
Source: http://www.fsis.usda.gov/wps/portal/fsis/topics/recalls-and-public-health-
alerts/recall-case-archive/archive/2016/recall-062-2016-release 

http://chicago.suntimes.com/news/attempted-bank-robbery-reported-in-west-town/
http://chicago.suntimes.com/news/attempted-bank-robbery-reported-in-west-town/
http://www.rgvproud.com/news/local-news/train-derailment-in-harlingen
http://www.wpbf.com/news/emergency-incident-at-palm-beach-international-airport/40821448
http://www.wpbf.com/news/emergency-incident-at-palm-beach-international-airport/40821448
http://www.fda.gov/Safety/Recalls/ucm512511.htm
http://www.fsis.usda.gov/wps/portal/fsis/topics/recalls-and-public-health-alerts/recall-case-archive/archive/2016/recall-062-2016-release
http://www.fsis.usda.gov/wps/portal/fsis/topics/recalls-and-public-health-alerts/recall-case-archive/archive/2016/recall-062-2016-release
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Water and Wastewater Systems Sector 

9. July 21, WCNC 36 Charlotte– (North Carolina) Officials: 20,000 gallons of raw 
sewage spilled into Lake Norman. The Lincoln County Department of Public Works 
announced July 21 that approximately 20,000 gallons of untreated wastewater spilled 
into Lake Norman after the wastewater collection system experienced a discharge. 
Source: http://www.wcnc.com/news/local/20000-gallons-of-raw-sewage-spilled-into-
lake-norman/279039284 
 

10. July 21, KBJR 6 Duluth/KDLH 3 Duluth – (Minnesota) Duluth officials ask citizens to 
conserve water. Duluth city officials issued a water advisory July 21 asking residents 
to conserve water due to power outages at most lift stations and the main pumping 
station in the Lakewood area.  
Source: http://www.northlandsnewscenter.com/news/local/Duluth-officials-ask-
citizens-to-conserve-water-387793011.html  

 
Healthcare and Public Health Sector 

 Nothing to report 

Government Facilities Sector 

11. July 21, KTVB 7 Boise – (Idaho) Fire near Idaho City doubles in size to 1,300 acres. 
Crews reached 20 percent containment July 21 of the more than 1,300-acre fire burning 
near Idaho City, Idaho.  
Source: http://www.ktvb.com/news/local/fire-near-idaho-city-doubles-in-
size/279310435 
 

12. July 20, KCPQ 13 Tacoma – (Washington) 2 girls hospitalized, 70 possibly exposed 
to E. coli infection at Monroe school. The Snohomish Health District closed the 
Monroe Montessori School in Monroe, Washington, until further notice July 20 
following an E.coli outbreak that hospitalized 2 children and potentially exposed 70 
other students and staff members. Officials were sanitizing the facility and providing 
testing to all students who were in the facility since July 11. 
Source: http://q13fox.com/2016/07/20/60-students-exposed-2-hospitalized-following-
monroe-e-coli-outbreak/  
 

 For another story, see item 16 
 
Emergency Services Sector 

 Nothing to report 
 
Information Technology Sector 

13. July 22, Softpedia – (International) Decrypter available for ODCODC ransomware. 

http://www.wcnc.com/news/local/20000-gallons-of-raw-sewage-spilled-into-lake-norman/279039284
http://www.wcnc.com/news/local/20000-gallons-of-raw-sewage-spilled-into-lake-norman/279039284
http://www.northlandsnewscenter.com/news/local/Duluth-officials-ask-citizens-to-conserve-water-387793011.html
http://www.northlandsnewscenter.com/news/local/Duluth-officials-ask-citizens-to-conserve-water-387793011.html
http://www.ktvb.com/news/local/fire-near-idaho-city-doubles-in-size/279310435
http://www.ktvb.com/news/local/fire-near-idaho-city-doubles-in-size/279310435
http://q13fox.com/2016/07/20/60-students-exposed-2-hospitalized-following-monroe-e-coli-outbreak/
http://q13fox.com/2016/07/20/60-students-exposed-2-hospitalized-following-monroe-e-coli-outbreak/
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Security researchers from BloodyDolly released a decrypter for the ODCODC 
ransomware that circumvents ODCODC’s RSA-2048 encryption to recover the 
victim’s files without paying the ransom. 
Source: http://news.softpedia.com/news/decrypter-available-for-odcodc-ransomware-
506528.shtml 
 

14. July 21, SecurityWeek – (International) Persistent XSS patched in WooCommerce 
WordPress plugin. WooCommerce released version 2.6.3 of its ecommerce plugin for 
WordPress addressing a persistent cross-site scripting (XSS) vulnerability after a 
researcher from Securify discovered an attacker could exploit the flaw to steal session 
tokens or a victim’s login credentials by creating a special image file containing 
malicious JavaScript code in the metadata that injects the code into a targeted Website 
when an administrator uploads the malicious image as a product image or gallery item. 
Source: http://www.securityweek.com/persistent-xss-patched-woocommerce-
wordpress-plugin 

 
Internet Alert Dashboard 

To report cyber infrastructure incidents or to request information, please contact US-CERT at soc@us-cert.gov or 
visit their Web site: http://www.us-cert.gov 
 
Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and 
Analysis Center) Web site: http://www.it-isac.org  

 
Communications Sector 

 Nothing to report  
 
Commercial Facilities Sector 

15. July 22, WABC 7 New York – (New York) 5-alarm fire guts 2 buildings in Queens, 
spreads to 3rd. A 5-alarm fire in the College Point section of Queens, New York, 
destroyed 3 buildings, displaced 22 residents, and left 160 customers in the area 
without power. The cause of the fire remains under investigation. 
Source: http://abc7ny.com/news/cause-of-5-alarm-fire-in-queens-
undetermined/1438026/ 
 

16. July 22, KOMO 4 Seattle – (Washington) Evacuations, destruction as massive fire 
roars through historic downtown Bothell. A three-alarm in downtown Bothell, 
Washington, July 22 destroyed multiple businesses, shut down surrounding streets and 
highways, and prompted the closure of the Cascadia College campus due to power 
outages. Crews were working to contain the blaze and the cause of the fire remains 
under investigation. 
Source: http://komonews.com/news/local/evacuations-destruction-as-massive-fire-
roars-through-historic-downtown-bothell 

 
17. July 21, WBZ 4 Boston – (Massachusetts) Massive fire damages multiple buildings in 

Charlestown. Authorities are investigating the cause of a 6-alarm fire on Bunker Hill 

http://news.softpedia.com/news/decrypter-available-for-odcodc-ransomware-506528.shtml
http://news.softpedia.com/news/decrypter-available-for-odcodc-ransomware-506528.shtml
http://www.securityweek.com/persistent-xss-patched-woocommerce-wordpress-plugin
http://www.securityweek.com/persistent-xss-patched-woocommerce-wordpress-plugin
mailto:soc@us-cert.gov
http://www.us-cert.gov/
http://www.it-isac.org/
http://abc7ny.com/news/cause-of-5-alarm-fire-in-queens-undetermined/1438026/
http://abc7ny.com/news/cause-of-5-alarm-fire-in-queens-undetermined/1438026/
http://komonews.com/news/local/evacuations-destruction-as-massive-fire-roars-through-historic-downtown-bothell
http://komonews.com/news/local/evacuations-destruction-as-massive-fire-roars-through-historic-downtown-bothell
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Avenue in Charlestown, Massachusetts, July 21 that destroyed at least 13 apartment 
units and caused substantial damage to multiple other buildings. Officials estimated the 
fire caused millions of dollars in damages.  
Source: http://boston.cbslocal.com/2016/07/21/fire-buildings-bunker-hill-charlestown/ 

 
Dams Sector 

18. July 20, U.S. Army Corps of Engineers – (Tennessee) Maintenance team repairs 
dewatered Chickamauga Lock. The U.S. Army Corps of Engineers Nashville District 
announced July 20 the Chickamauga Lock in Chattanooga, Tennessee, is closed to 
navigation July 11 – August 11 while maintenance crews work to make repairs on the 
gates, valves, bushings, and other components.  
Source: http://www.lrn.usace.army.mil/Media/News-
Stories/Article/852407/maintenance-team-repairs-dewatered-chickamauga-lock/ 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

http://boston.cbslocal.com/2016/07/21/fire-buildings-bunker-hill-charlestown/
http://www.lrn.usace.army.mil/Media/News-Stories/Article/852407/maintenance-team-repairs-dewatered-chickamauga-lock/
http://www.lrn.usace.army.mil/Media/News-Stories/Article/852407/maintenance-team-repairs-dewatered-chickamauga-lock/
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Department of Homeland Security (DHS)  
DHS Daily Open Source Infrastructure Report Contact Information 

 
About the reports - The DHS Daily Open Source Infrastructure Report is a daily [Monday 
through Friday] summary of open-source published information concerning significant critical 
infrastructure issues. The DHS Daily Open Source Infrastructure Report is archived for 10 days on 
the Department of Homeland Security Web site: http://www.dhs.gov/IPDailyReport 

Contact Information 
Content and Suggestions: Send mail to cikr.productfeedback@hq.dhs.gov or contact the DHS 

Daily Report Team at (703) 942-8590  

Subscribe to the Distribution List: Visit the DHS Daily Open Source Infrastructure Report and follow 
instructions to Get e-mail updates when this information changes.  

Removal from Distribution List: Send mail to support@govdelivery.com.  

Contact DHS 
To report physical infrastructure incidents or to request information, please contact the National Infrastructure 
Coordinating Center at nicc@hq.dhs.gov or (202) 282-9201.  
To report cyber infrastructure incidents or to request information, please contact US-CERT at soc@us-cert.gov or visit 
their Web page at www.us-cert.gov. 

Department of Homeland Security Disclaimer 
The DHS Daily Open Source Infrastructure Report is a non-commercial publication intended to educate and inform 
personnel engaged in infrastructure protection. Further reproduction or redistribution is subject to original copyright 
restrictions. DHS provides no warranty of ownership of the copyright, or accuracy with respect to the original source 
material.  
 

http://www.dhs.gov/IPDailyReport
mailto:cikr.productfeedback@hq.dhs.gov
http://www.dhs.gov/files/programs/editorial_0542.shtm
https://public.govdelivery.com/accounts/USDHS/subscriber/new?topic_id=USDHS_73
mailto:support@govdelivery.com
mailto:nicc@hq.dhs.gov
mailto:soc@us-cert.gov
http://www.us-cert.gov/
http://www.dhs.gov/alerts
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