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Top Stories 

• Crews worked August 20 to restore power to more than 25,000 Consumers Energy 
customers in Kent County, Michigan, who remained without power following tornadoes 
that moved through the area. – WZZM 13 Grand Rapids (See item 1)  
 

• Hyundai Motor Company issued a recall August 22 for approximately 64,500 of its model 
year 2013 Hyundai Elantra vehicles sold in the U.S. due to a faulty brake pedal stopper 
pad. – TheCarConnection.com (See item 3)  

 

• The FBI is searching August 20 for a man dubbed the “Baggy Eyes Bandit” who is 
suspected of committing 5 bank robberies and 1 attempted robbery at Citibank branches in 
Los Angeles, San Bernardino, Orange, and Riverside counties since February. – San 
Gabriel Valley Tribune (See item 4)  

 

• About 50,000 gallons of wastewater spilled into a tributary of Bear Creek in southwest 
Austin, Texas, August 20 following heavy rains that caused the Southland Oaks lift station 
to overflow. – Austin American-Statesman (See item 25)  
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Energy Sector 

1. August 20, WZZM 13 Grand Rapids – (Michigan) Thousands of Consumers Energy 
customers in dark after reported tornadoes. Crews worked August 20 to restore 
power to more than 25,000 Consumers Energy customers in Kent County, Michigan, 
who remained without power following tornadoes that moved through west Michigan 
and the Grand Rapids metropolitan area.  
Source: http://www.wzzm13.com/weather/at-least-21k-consumers-energy-customers-
in-dark-after-reported-tornado/303566325  
 

2. August 20, WGRZ 2 Buffalo– (New York) 22,000 National Grid customers lost 
power. About 22,000 National Grid customers were without power in Amherst, North 
Tonawanda, and Pendleton, New York, August 20 after a high voltage line serving 4 
substations lost power. The power outage also caused several traffic lights to fail, 
including those at Maple and Young roads in Amherst. 
Source: http://www.wgrz.com/news/local/22000-without-power-after-nat-grid-
outage/303555577 
 

Chemical Industry Sector 

 Nothing to report 
 
Nuclear Reactors, Materials, and Waste Sector 

 Nothing to report 
 
Critical Manufacturing Sector 

3. August 22, TheCarConnection.com – (National) 2013 Hyundai Elantra recalled for 
brake light problem: over 64,000 vehicles affected. Hyundai Motor Company issued 
a recall August 22 for approximately 64,500 of its model year 2013 Hyundai Elantra 
vehicles sold in the U.S. due to a faulty brake pedal stopper pad which can deteriorate 
over time and cause the stop lights to remain illuminated after the brake pedal has been 
released, allow the driver to move the shift lever without pressing the brake pedal, and 
allow a driver to start the vehicle without pressing the brake, among other effects, 
thereby increasing the risk of an accident.  
Source: 
http://www.thecarconnection.com/news/1105679_2013-hyundai-elantra-recalled-for-
brake-light-problem-over-64000-vehicles-affected 

 
Defense Industrial Base Sector 

Nothing to report 
 
Financial Services Sector 

4. August 20, San Gabriel Valley Tribune – (California) ‘Baggy Eyes Bandit’ sought in 

http://www.wzzm13.com/weather/at-least-21k-consumers-energy-customers-in-dark-after-reported-tornado/303566325
http://www.wzzm13.com/weather/at-least-21k-consumers-energy-customers-in-dark-after-reported-tornado/303566325
http://www.wgrz.com/news/local/22000-without-power-after-nat-grid-outage/303555577
http://www.wgrz.com/news/local/22000-without-power-after-nat-grid-outage/303555577
http://www.thecarconnection.com/news/1105679_2013-hyundai-elantra-recalled-for-brake-light-problem-over-64000-vehicles-affected
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4-county bank robbery spree. The FBI is searching August 20 for a man dubbed the 
“Baggy Eyes Bandit” who is suspected of committing 5 bank robberies and 1 attempted 
robbery at Citibank branches in Los Angeles, San Bernardino, Orange, and Riverside 
counties since February.  
Source: http://www.dailybulletin.com/general-news/20160819/baggy-eyes-bandit-
sought-in-4-county-bank-robbery-spree 

 
Transportation Systems Sector 

5. August 22, West Side Index & Gustine Press-Standard – (California) Crash claims life 
of Newman man. Highway 140 near Gustine, California, was closed about 12 hours 
August 18 – August 19 while crews worked to clear the wreckage after a vehicle 
collided with a semi-truck, forcing the semi-truck off the roadway and into a power 
pole. One person was killed and another was transported to an area hospital with minor 
injuries. 
Source: http://www.westsideconnect.com/news/local_news/crash-claims-life-of-
newman-man/article_f237b046-6636-11e6-86aa-83e5ec7c8ca7.html 
 

6. August 22, KNOP 2 North Platte – (Nebraska) NSP: Three dead after semi crash 
near Hershey. Nebraska State Patrol closed Interstate 80 near Hershey, Nebraska, for 
several hours August 21 while crews worked to clear the wreckage after a semi-truck 
crossed the median and struck another semi-truck head-on, killing 3 people.  
Source: http://www.knopnews2.com/content/news/Two-semi-crash-near-Hershey-
390867682.html 
 

7. August 22, Associated Press; KXAS 5 Fort Worth – (Texas) Train derailment spills 
cars, coal into Denton Creek. Twenty-six cars from a Union Pacific train en route to 
central Texas from Wyoming derailed August 21, sending at least 5 cars into Denton 
Creek and prompting the closure of U.S. Route 377 in Roanoke, Texas, for several 
hours August 21 – August 22. Officials were working to determine if the bridge over 
Denton Creek collapsed before or after the derailment and stated 1,600 feet of rail 
needs to be replaced. 
Source: http://www.nbcdfw.com/news/local/Train-Derailment-Spills-Cars-Coal-Into-
Denton-Creek-390866921.html 
 

8. August 21, KSAT 12 San Antonio – (Texas) 18-wheeler crashes into overhead sign, 
snarls traffic on Loop 410. Westbound lanes of Interstate 410 in San Antonio, Texas, 
were closed for several hours August 21 after a semi-truck lost control and jackknifed.  
Source: http://www.ksat.com/news/18-wheeler-crashes-into-overhead-sign-shuts-
down-traffic-on-loop-410 
 

9. August 21, KMGH 7 Denver – (Colorado) 2 dead in fatal motorcycle crash on US 34 
in the Big Thompson Canyon. A fatal head-on collision involving a motorcycle and 
another vehicle left 2 people dead and prompted the closure of U.S Highway 34 in the 
Big Thompson Canyon west of Loveland, Colorado, for several hours August 21 while 
officials investigated the scene of the accident.  
Source: http://www.thedenverchannel.com/news/front-range/loveland/fatal-motor-

http://www.dailybulletin.com/general-news/20160819/baggy-eyes-bandit-sought-in-4-county-bank-robbery-spree
http://www.dailybulletin.com/general-news/20160819/baggy-eyes-bandit-sought-in-4-county-bank-robbery-spree
http://www.westsideconnect.com/news/local_news/crash-claims-life-of-newman-man/article_f237b046-6636-11e6-86aa-83e5ec7c8ca7.html
http://www.westsideconnect.com/news/local_news/crash-claims-life-of-newman-man/article_f237b046-6636-11e6-86aa-83e5ec7c8ca7.html
http://www.knopnews2.com/content/news/Two-semi-crash-near-Hershey-390867682.html
http://www.knopnews2.com/content/news/Two-semi-crash-near-Hershey-390867682.html
http://www.nbcdfw.com/news/local/Train-Derailment-Spills-Cars-Coal-Into-Denton-Creek-390866921.html
http://www.nbcdfw.com/news/local/Train-Derailment-Spills-Cars-Coal-Into-Denton-Creek-390866921.html
http://www.ksat.com/news/18-wheeler-crashes-into-overhead-sign-shuts-down-traffic-on-loop-410
http://www.ksat.com/news/18-wheeler-crashes-into-overhead-sign-shuts-down-traffic-on-loop-410
http://www.thedenverchannel.com/news/front-range/loveland/fatal-motor-vehicle-accident-closes-us-34-in-the-big-thompson-canyon
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vehicle-accident-closes-us-34-in-the-big-thompson-canyon 
 

10. August 21, Allentown Morning Call – (Pennsylvania) Allentown woman dies in four-
car crash near Airport Road. Westbound lanes of Route 22 in Hanover Township, 
Pennsylvania, were closed for several hours August 19 after a 4-vehicle accident killed 
1 person and injured 11 others. 
Source: http://www.mcall.com/news/breaking/mc-allentown-woman-dies-in-route-22-
crash-20160820-story.html 
 

11. August 21, Palm Beach Post – (Florida) FHP: Delray man, 26, ID’d as victim in fatal 
I-95 crash in Boca. Southbound lanes of Interstate 95 in Boca Raton, Florida, were 
closed for approximately 6 hours August 21 after a vehicle veered into a crash 
attenuator, causing the victim to be ejected onto the roadway where he may have been 
struck by another vehicle that fled the scene.  
Source: http://www.palmbeachpost.com/news/news/crime-law/fhp-at-least-one-dead-
in-fatal-i-95-wreck-in-boca-/nsJxn/ 

 
12. August 21, KFBB 5 Great Falls – (Montana) No injuries in Highway crash; road 

reopened. Montana Highway Patrol closed Highway 87 near Great Falls for several 
hours August 20 – August 21 while crews worked to repair the road after a semi-truck 
veered off the road and sparked a fire, causing asphalt to melt on the road.  
Source: http://www.kfbb.com/story/32805779/fuel-tanker-rollover-accident-blocks-
highway-87 
 

13. August 20, KSLA 12 Shreveport – (Louisiana) Wreck kills man, hurts woman, 
temporarily closes I-20 W. Westbound lanes of Interstate 20 in Shreveport, Louisiana, 
were closed for nearly 2 hours August 20 after a vehicle overturned, ejecting the driver. 
The driver was killed and a passenger was transported to an area hospital with serious 
injuries. 
Source: http://www.ksla.com/story/32802859/wreck-kills-man-hurts-woman-
temporarily-closes-i-20-w 

 
14. August 20, KERO 23 Bakersfield – (California) Semi-truck rollover accident backing 

up traffic on I-5. Northbound lanes of Interstate 5 near Posey Canyon, California, 
were closed for several hours August 20 while crews worked to clear the wreckage 
after a semi-truck overturned.  
Source: http://www.turnto23.com/news/local-news/semi-truck-rollover-accident-
backing-up-trafficon-i-5 
 

15. August 20, San Diego Union-Tribune – (California) One dead in fiery crash; SR-67 
closed. State Route 67 in Poway, California, was closed for several hours August 20 – 
August 21 while crews investigated the scene after a vehicle swerved into oncoming 
traffic when its tire blew out. One person was killed.  
Source: http://www.sandiegouniontribune.com/news/2016/aug/20/fatal-crash-ramona-
highway/ 

 

http://www.thedenverchannel.com/news/front-range/loveland/fatal-motor-vehicle-accident-closes-us-34-in-the-big-thompson-canyon
http://www.mcall.com/news/breaking/mc-allentown-woman-dies-in-route-22-crash-20160820-story.html
http://www.mcall.com/news/breaking/mc-allentown-woman-dies-in-route-22-crash-20160820-story.html
http://www.palmbeachpost.com/news/news/crime-law/fhp-at-least-one-dead-in-fatal-i-95-wreck-in-boca-/nsJxn/
http://www.palmbeachpost.com/news/news/crime-law/fhp-at-least-one-dead-in-fatal-i-95-wreck-in-boca-/nsJxn/
http://www.kfbb.com/story/32805779/fuel-tanker-rollover-accident-blocks-highway-87
http://www.kfbb.com/story/32805779/fuel-tanker-rollover-accident-blocks-highway-87
http://www.ksla.com/story/32802859/wreck-kills-man-hurts-woman-temporarily-closes-i-20-w
http://www.ksla.com/story/32802859/wreck-kills-man-hurts-woman-temporarily-closes-i-20-w
http://www.turnto23.com/news/local-news/semi-truck-rollover-accident-backing-up-trafficon-i-5
http://www.turnto23.com/news/local-news/semi-truck-rollover-accident-backing-up-trafficon-i-5
http://www.sandiegouniontribune.com/news/2016/aug/20/fatal-crash-ramona-highway/
http://www.sandiegouniontribune.com/news/2016/aug/20/fatal-crash-ramona-highway/
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16. August 20, KOTV 6 Tulsa – (Oklahoma) OHP investigates fatal hit, run crash in 
Wagoner County. Oklahoma officials closed Highway 51 in Wagoner County for 
more than 2 hours August 20 while they investigated the scene after a vehicle struck 
and killed a pedestrian. 
Source: http://www.newson6.com/story/32803127/ohp-investigates-fatal-hit-run-crash-
in-wagoner-county  
 

17. August 20, NJ.com – (New Jersey) Sparta highway to close as overturned truck 
removed. Route 15 in Sparta, New Jersey, was closed for several hours August 19 
while crews worked to remove a dump truck that overturned and rolled down an 
embankment into a nearby pond.  
Source: http://www.nj.com/sussex-
county/index.ssf/2016/08/sparta_highway_to_close_as_overturned_truck_remove.html 

 
18. August 19, Toledo Blade – (Ohio) Motorcyclist dies in collision in Jerusalem 

Township. Route 2 in Jerusalem Township, Ohio, was closed in both directions for 
several hours August 19 while officials investigated a 2-vehicle accident that left 1 
person dead after a motorcycle collided with another vehicle head-on.  
Source: http://www.toledoblade.com/Police-Fire/2016/08/19/One-person-is-dead-
following-a-collision-today-on-State-Rt-2-in-Jerusalem-Township.html 
 

19. August 19, WITN 7 Washington – (North Carolina) One person killed in head-on 
crash between a FedEX truck and pickup. Northbound lanes of Highway 17 near 
Bridgeton, North Carolina, were closed for nearly 3 hours August 19 following a head-
on collision involving a FedEx truck and another vehicle that left 1 person dead.  
Source: http://www.witn.com/content/news/Highway-17-northbound-lanes-closed-due-
to-accident-390751131.html 

 
Food and Agriculture Sector 

20. August 21, U.S. Department of Agriculture – (Florida) Panna Café Express To Go 
Inc. recalls various meat and poultry products produced without benefit of 
inspection. Panna Café Express To Go Inc. issued a recall August 21 for approximately 
1,951 pounds of its meat and poultry products sold in 18 variations after Federal 
personnel discovered the products were produced without the benefit of inspection and 
used Federal marks of inspection without authorization. There have been no confirmed 
reports of adverse reactions and the products were distributed to food services, 
distributors, and retail locations in Florida.  
Source:  
http://www.fsis.usda.gov/wps/portal/fsis/topics/recalls-and-public-health-alerts/recall-
case-archive/archive/2016/recall-072-2016-release 
 

21. August 19, U.S. Food and Drug Administration – (National) Cambridge Farms, LLC 
recalls three brands of frozen cut corn because of possible health risk. Cambridge 
Farms, LLC issued a recall August 19 for its frozen cut corn products sold under 3 
brands due to potential Listeria monocytogenes contamination after a routine sampling 
program revealed the finished product contained Listeria. No illnesses have been 

http://www.newson6.com/story/32803127/ohp-investigates-fatal-hit-run-crash-in-wagoner-county
http://www.newson6.com/story/32803127/ohp-investigates-fatal-hit-run-crash-in-wagoner-county
http://www.nj.com/sussex-county/index.ssf/2016/08/sparta_highway_to_close_as_overturned_truck_remove.html
http://www.nj.com/sussex-county/index.ssf/2016/08/sparta_highway_to_close_as_overturned_truck_remove.html
http://www.toledoblade.com/Police-Fire/2016/08/19/One-person-is-dead-following-a-collision-today-on-State-Rt-2-in-Jerusalem-Township.html
http://www.toledoblade.com/Police-Fire/2016/08/19/One-person-is-dead-following-a-collision-today-on-State-Rt-2-in-Jerusalem-Township.html
http://www.witn.com/content/news/Highway-17-northbound-lanes-closed-due-to-accident-390751131.html
http://www.witn.com/content/news/Highway-17-northbound-lanes-closed-due-to-accident-390751131.html
http://www.fsis.usda.gov/wps/portal/fsis/topics/recalls-and-public-health-alerts/recall-case-archive/archive/2016/recall-072-2016-release
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reported and the products were distributed to retail supermarkets in 15 States. 
Source:  
http://www.fda.gov/Safety/Recalls/ucm517435.htm 
 

22. August 18, U.S. Department of Labor – (Ohio) Plastic manufacturer fails to report 
employee's hospitalization to OSHA. The Occupational Safety and Health 
Administration (OSHA) cited Liqui-Box Corporation with 3 serious and 1 other-than-
serious safety violation August 11 following a February 2016 incident where a 
worker’s thumb was amputated while operating a molding press, prompting an 
investigation at the Ashland, Ohio facility, which revealed that the company failed to 
report a hospitalization injury to OSHA within 24 hours, failed to implement machine 
safety procedures, and failed to train workers in lockout/tag out procedures, among 
other violations. Proposed penalties total $42,413.  
Source: 
https://www.osha.gov/pls/oshaweb/owadisp.show_document?p_table=NEWS_RELEA
SES&p_id=33018 

 
Water and Wastewater Systems Sector 

23. August 22, Baltimore Sun – (Maryland) More than 20,000 gallons of raw sewage 
released into Baltimore waterways over weekend. The Baltimore Department of 
Public Works announced August 22 that more than 10,000 gallons of untreated 
wastewater was released into the Jones Falls to prevent backups following heavy rains 
that flooded the city’s sewer system the weekend of August 20. Officials also reported 
that more than 10,000 gallons of untreated sewage have leaked from a pipe on North 
Chapel Street in Broadway East into storm drains that flow into the harbor since the 
week of August 15. 
Source: http://www.baltimoresun.com/news/maryland/baltimore-city/bs-md-ci-sewage-
overflow-20160822-story.html 
 

24. August 21, WITN 7 Washington – (North Carolina) 12,000 gallons of untreated 
wastewater spilled in Havelock. Havelock city officials announced August 21 that 
approximately 12,000 gallons of untreated wastewater discharged into a tributary of 
Sandy Run in the Neuse River Basin near the intersection of Catawba Road and U.S. 
Highway 70 in Havelock, North Carolina, August 20.  
Source: http://www.witn.com/content/news/12000-gallons-of--untreated-wastewater-
spilled-in-Havelock-390852111.html 
 

25. August 21, Austin American-Statesman – (Texas) 50,000 gallons of wastewater spills 
as result of heavy rain. About 50,000 gallons of wastewater spilled into a tributary of 
Bear Creek in southwest Austin, Texas, August 20 following heavy rains that caused 
the Southland Oaks lift station to overflow. Officials issued a boil water advisory for 
residents using private wells near the lift station and stated the sewage overflow did not 
impact Austin’s water supply. 
Source: http://www.statesman.com/news/news/local/50000-gallons-of-wastewater-
spills-as-result-of-he/nsJ2C/ 
 

http://www.fda.gov/Safety/Recalls/ucm517435.htm
https://www.osha.gov/pls/oshaweb/owadisp.show_document?p_table=NEWS_RELEASES&p_id=33018
http://www.baltimoresun.com/news/maryland/baltimore-city/bs-md-ci-sewage-overflow-20160822-story.html
http://www.baltimoresun.com/news/maryland/baltimore-city/bs-md-ci-sewage-overflow-20160822-story.html
http://www.witn.com/content/news/12000-gallons-of--untreated-wastewater-spilled-in-Havelock-390852111.html
http://www.witn.com/content/news/12000-gallons-of--untreated-wastewater-spilled-in-Havelock-390852111.html
http://www.statesman.com/news/news/local/50000-gallons-of-wastewater-spills-as-result-of-he/nsJ2C/
http://www.statesman.com/news/news/local/50000-gallons-of-wastewater-spills-as-result-of-he/nsJ2C/
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For additional stories, see items 26 and 32 
 
Healthcare and Public Health Sector 

26. August 20, CNN – (Arizona) Swimming pool parasite spreads across Phoenix area. 
Maricopa County Department of Public Health and Environmental Services 
Department officials are investigating August 20 a cryptosporidium parasite outbreak 
after more than 100 people have been infected with the bacteria at about 20 public 
recreational water facilities in Phoenix, Arizona, since August 4.  
Source: 
 http://www.cnn.com/2016/08/20/health/arizona-parasite-outbreak/ 
 

27. August 19, U.S. Food and Drug Administration – (National) Honeywell issues 
voluntary nationwide recall of one lot of Eyesaline Eyewash solution due to 
microbial contamination. Honeywell International, Inc. issued a voluntary recall 
August 19 for its Eyesaline Eyewash solution products sold in 32-ounce bottles due to 
potential Klebsiella pneumoniae contamination. No adverse reactions have been 
reported and the products were sold through industrial sales distributors.  
Source:  
http://www.fda.gov/Safety/Recalls/ucm517443.htm 

Government Facilities Sector 

28. August 21, NBC News – (California) All evacuations lifted in southern California’s 
Blue Cut Fire. Crews reached 85 percent containment August 21 of the 37,000-acre 
Blue Cut Fire burning in San Bernardino County, California, prompting officials to lift 
all evacuation orders. Crews also reached 35 percent containment August 21 of the 
24,096-acre Chimney Fire burning near Lake Nacimiento, California, which has 
destroyed 48 buildings and threatens 230 more. 
Source: http://www.nbcnews.com/storyline/western-wildfires/all-evacuations-lifted-
southern-california-s-blue-cut-fire-n635606 
 

29. August 21, KBAK 29 Bakersfield/KBFX 58 Bakersfield – (California) Cedar Fire: 
19,214 acres, 5 percent contained. U.S. Forest Service officials reported August 21 
that the Cedar Fire burning near Kernville, California, has grown to 19,214 acres while 
containment remained at 5 percent. Officials issued mandatory evacuation orders for 
Posey, Pine Flat, and Pine Mountain, among other areas in Tulare County. 
Source: http://bakersfieldnow.com/news/local/cedar-fire-17986-acres-5-percent-
contained 

 
30. August 21, KSBY 6 San Luis Obispo – (California) Rey Fire burns 13,224 acres, 10 % 

contained. Crews reached 10 percent containment August 20 of the 13,224-acre Rey 
Fire burning in the Los Padres National Forest in Santa Barbara County, California, 
which has prompted officials to evacuate parts of Stagecoach Road and campgrounds 
around Paradise Road, and forced the closure of Paradise Road. 
Source: http://www.ksby.com/story/32803213/rey-fire-size-grows-dramatically-to-
10732-acres 

http://www.cnn.com/2016/08/20/health/arizona-parasite-outbreak/
http://www.fda.gov/Safety/Recalls/ucm517443.htm
http://www.nbcnews.com/storyline/western-wildfires/all-evacuations-lifted-southern-california-s-blue-cut-fire-n635606
http://www.nbcnews.com/storyline/western-wildfires/all-evacuations-lifted-southern-california-s-blue-cut-fire-n635606
http://bakersfieldnow.com/news/local/cedar-fire-17986-acres-5-percent-contained
http://bakersfieldnow.com/news/local/cedar-fire-17986-acres-5-percent-contained
http://www.ksby.com/story/32803213/rey-fire-size-grows-dramatically-to-10732-acres
http://www.ksby.com/story/32803213/rey-fire-size-grows-dramatically-to-10732-acres
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31. August 20, KTVB 7 Boise – (Idaho) Rough Fire in Boise National Forest 20% 

contained. Crews reached 20 percent containment August 20 of the 3,598-acre Rough 
Fire burning in the Boise National Forest near Lowman, Idaho. Officials estimated the 
fire would be fully contained by September 15.  
Source: http://www.ktvb.com/news/local/rough-fire-in-boise-national-forest-20-
contained/303581632 
 

32. August 20, Associated Press – (Connecticut) Pond reopened for swimming after 
bacteria levels diminish. Connecticut Department of Energy and Environmental 
Management officials reopened the beach at Squantz Pond State Park in New Fairfield 
August 20 after tests revealed that the bacteria levels in the water were safe following 
heavy rains the week of August 15 that caused elevated the bacteria levels in the water.  
Source: http://www.greenwichtime.com/news/article/Pond-reopened-for-swimming-
after-bacteria-levels-9174693.php 

 
33. August 19, WTOP 103.5 FM Washington, D.C. – (Washington, D.C.) Washington 

Monument to remain closed for next 10 days for inspections. U.S. National Park 
Service personnel announced August 19 that the Washington Monument in 
Washington, D.C. will remain closed until at least August 29 while crews inspect and 
clean the elevator shaft, evaluate the integrity of circuit breakers, and inspect and repair 
fans at the top of the elevator following recent elevator service outages and other 
equipment failures. 
Source: http://wtop.com/dc/2016/08/washington-monument-to-remain-closed-for-next-
10-days/ 
 

Emergency Services Sector 

 Nothing to report 
 
Information Technology Sector 

34. August 21, Softpedia – (International) GnuPG project fixes “critical security 
problem” that existed since 1998. The GnuPG project patched a critical security 
problem affecting the mixing function in the random number generator (RNG) used for 
Libgcrypt in all GnuPG (Gnu Privacy Guard) versions released since 1998 after 
researchers from the Karlsruhe Institute of Technology discovered that an attacker who 
can obtain 4640 bits from the RNG can predict the next 160 bits of output. Researchers 
advised all users to update their software to the latest version to avoid the problem. 
Source: http://news.softpedia.com/news/gnupg-project-fixes-critical-security-problem-
that-existed-since-1998-507505.shtml 
 

35. August 21, Softpedia – (International) Around four in five DNSSEC servers can be 
hijacked for DDoS attacks. Security researchers from Neustar reported that 80 percent 
of Domain Name System Security Extensions (DNSSEC) servers have been improperly 
configured and contain vulnerabilities that could allow an attacker to reflect and 
amplify distributed denial-of-service (DDoS) attacks. Researchers found that attackers 

http://www.ktvb.com/news/local/rough-fire-in-boise-national-forest-20-contained/303581632
http://www.ktvb.com/news/local/rough-fire-in-boise-national-forest-20-contained/303581632
http://www.greenwichtime.com/news/article/Pond-reopened-for-swimming-after-bacteria-levels-9174693.php
http://www.greenwichtime.com/news/article/Pond-reopened-for-swimming-after-bacteria-levels-9174693.php
http://wtop.com/dc/2016/08/washington-monument-to-remain-closed-for-next-10-days/
http://wtop.com/dc/2016/08/washington-monument-to-remain-closed-for-next-10-days/
http://news.softpedia.com/news/gnupg-project-fixes-critical-security-problem-that-existed-since-1998-507505.shtml
http://news.softpedia.com/news/gnupg-project-fixes-critical-security-problem-that-existed-since-1998-507505.shtml
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were sending DNSSEC requests to a domain name server signed with the ANY 
command in order to force the DNSSEC server to gather all the Domain Name System 
(DNS) information about that domain and respond to the query with its digital signature 
attached, thereby sending junk traffic to the victim’s Internet Protocol (IP) address. 
Source: http://news.softpedia.com/news/around-four-in-five-dnssec-servers-can-be-
used-in-ddos-attacks-507503.shtml 

 
36. August 19, Softpedia – (International) Rex Linux trojan can launch DDoS attacks, 

lock websites, mine for cryptocurrency. Stormshield and Dr. Web researchers 
discovered a Linux trojan, dubbed Rex received updates that allow the trojan to infect 
more content management system (CMS) platforms than before, operate via an 
advanced peer-to-peer (P2P)-based botnet, launch distributed denial-of-service (DDoS) 
attacks, mine for crypto-currency on infected hosts, and self-propagate to other 
vulnerable devices or servers on the local network.  Researchers also found the trojan 
can affect Drupal, WordPress, and Magneto, among other sites, and can be used to 
threaten other Webmasters with DDoS attacks unless a ransom fee is paid with Bitcoin, 
as well as distribute spam messages.  
Source: http://news.softpedia.com/news/rex-linux-trojan-can-launch-ddos-attacks-lock-
websites-mine-for-cryptocurrency-507486.shtml 
 

37. August 19, Softpedia – (International) UAC bypass with elevated privileges works on 
all Windows versions. An enSilo security researcher discovered a method to bypass 
the Microsoft Windows User Account Control (UAC) mechanism in all supported 
Windows versions where malicious actors can use modified environment variables 
including the user’s current username and PC’s domain, among other details, to create 
malicious child processes under a legitimate app and carry out attacks with elevated 
privileges, as Windows UAC trusts the apps execution and will not display a warning 
due to the apps high privileges. The researcher found the flaw can be exploited to load 
malicious dynamic link libraries (DLLs) on the system if an attacker creates a copy of 
the C:/ Windows folder and modifies the system-wide environment variable to point to 
the wrong Windows operating system (OS) folder. 
Source: http://news.softpedia.com/news/uac-bypass-with-elevated-privileges-works-on-
all-windows-versions-507481.shtml 

 
 For another story, see item 38 
 

Internet Alert Dashboard 

To report cyber infrastructure incidents or to request information, please contact US-CERT at soc@us-cert.gov or 
visit their Web site: http://www.us-cert.gov 
 
Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and 
Analysis Center) Web site: http://www.it-isac.org  

 
Communications Sector 

38. August 20, Softpedia – (International) Marcher Android trojan can steal logins from 
Facebook, WhatsApp, Skype, Gmail. Zscaler security researchers discovered an 

http://news.softpedia.com/news/around-four-in-five-dnssec-servers-can-be-used-in-ddos-attacks-507503.shtml
http://news.softpedia.com/news/around-four-in-five-dnssec-servers-can-be-used-in-ddos-attacks-507503.shtml
http://news.softpedia.com/news/rex-linux-trojan-can-launch-ddos-attacks-lock-websites-mine-for-cryptocurrency-507486.shtml
http://news.softpedia.com/news/rex-linux-trojan-can-launch-ddos-attacks-lock-websites-mine-for-cryptocurrency-507486.shtml
http://news.softpedia.com/news/uac-bypass-with-elevated-privileges-works-on-all-windows-versions-507481.shtml
http://news.softpedia.com/news/uac-bypass-with-elevated-privileges-works-on-all-windows-versions-507481.shtml
mailto:soc@us-cert.gov
http://www.us-cert.gov/
http://www.it-isac.org/
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Android trojan, dubbed Marcher received an update that allows the trojan to collect 
user login credentials by displaying fake login screens for various Android apps 
including WhatsApp, Viber, Skype, Facebook, and Google Chrome, among others, 
which is then sent to an online server under the attacker’s control via a secure socket 
layer (SSL)-protected channel. Researchers found malicious actors were using non-
official Google domains to distribute the malware disguised as a fake Android 
firmware security update and urged users not to install applications from outside the 
Google Play Store.   
Source: http://news.softpedia.com/news/marcher-android-trojan-can-steal-logins-from-
facebook-whatsapp-skype-gmail-507497.shtml 

 
Commercial Facilities Sector 

39. August 21, WITI 6 Milwaukee – (Wisconsin) Woman dies, more than 40 displaced 
after Sheboygan apartment fire. Authorities are investigating the cause of a fire at the 
Embers Apartments in Sheboygan, Wisconsin, August 21 that displaced 40 residents 
and killed 1 person. 
Source: http://fox6now.com/2016/08/21/one-person-dies-more-than-40-displaced-after-
sheboygan-apartment-fire/ 
 

40. August 21, KDKA 2 Pittsburgh – (Pennsylvania) 2 firefighters injured while battling 
Greensburg apartment fire. An apartment complex in southwest Greensburg, 
Pennsylvania, is considered a total loss following an August 21 fire that displaced 18 
residents. The cause of the blaze remains under investigation.  
Source: http://pittsburgh.cbslocal.com/2016/08/21/firefighters-battle-blaze-at-
greensburg-building/ 
 

41. August 20, WXYZ 7 Detroit – (Michigan) Smash and grab robbery at Tapper’s 
jewelry triggers evacuation at Twelve Oaks Mall in Novi. Twelve Oaks Mall in 
Novi, Michigan, was evacuated and closed until August 21 after sounds from a smash 
and grab robbery at the Tapper’s jewelry store August 20 were mistaken for gunshots. 
Authorities are searching for four suspects in connection with the robbery and stated no 
gunshots were fired. 
Source: http://www.wxyz.com/news/region/oakland-county/twelve-oaks-mall-in-novi-
evacuated 

 
Dams Sector 

 Nothing to report 
 
 

http://news.softpedia.com/news/marcher-android-trojan-can-steal-logins-from-facebook-whatsapp-skype-gmail-507497.shtml
http://news.softpedia.com/news/marcher-android-trojan-can-steal-logins-from-facebook-whatsapp-skype-gmail-507497.shtml
http://fox6now.com/2016/08/21/one-person-dies-more-than-40-displaced-after-sheboygan-apartment-fire/
http://fox6now.com/2016/08/21/one-person-dies-more-than-40-displaced-after-sheboygan-apartment-fire/
http://pittsburgh.cbslocal.com/2016/08/21/firefighters-battle-blaze-at-greensburg-building/
http://pittsburgh.cbslocal.com/2016/08/21/firefighters-battle-blaze-at-greensburg-building/
http://www.wxyz.com/news/region/oakland-county/twelve-oaks-mall-in-novi-evacuated
http://www.wxyz.com/news/region/oakland-county/twelve-oaks-mall-in-novi-evacuated
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To report physical infrastructure incidents or to request information, please contact the National Infrastructure 
Coordinating Center at nicc@hq.dhs.gov or (202) 282-9201.  
To report cyber infrastructure incidents or to request information, please contact US-CERT at soc@us-cert.gov or visit 
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