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Top Stories

o Magellan Midstream Partners L.P. issued a recall August 31 for approximately 449,400
gallons of gasoline delivered to retailers in the Oklahoma City metropolitan area after it
was discovered the gasoline contained as much as 30 percent ethanol. — KOKI 23 Tulsa
(See item 1)

o General Motors issued a recall August 30 for 367,808 of its model year 2013 Chevrolet
Equinox and GMC Terrain vehicles due to a problem in the windshield wiper modules that
could result in poor visibility while driving. — TheCarConnection.com (See item 2)

e SCAN Health Plan announced August 30 it is notifying about 87,000 members of a data
breach after remote attackers accessed the names, addresses, and Social Security numbers
of members between March 2016 and June 2016. — SC Magazine (See item 17)

o Dropbox, Inc. began prompting password resets for more than 68 million users potentially
exposed in a July 2012 data breach where user email addresses and passwords may have
been improperly accessed. — SecurityWeek (See item 22)
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Enerqy Sector

1. August 31, KOKI 23 Tulsa — (Oklahoma) Company recalls thousands of barrels of
high-ethanol gasoline in Oklahoma. Magellan Midstream Partners L.P. issued a recall
August 31 for approximately 449,400 gallons of its gasoline delivered to retailers
across the Oklahoma City metropolitan area August 23 — August 29 after it was
discovered the gasoline contained as much as 30 percent ethanol, which can cause
engines to run poorly or fail. Officials are working to notify impacted retailers.

Source: http://www.fox23.com/news/company-recalls-thousands-of-barrels-of-high-
ethanol-gasoline-in-oklahoma/432947099

For another story, see item 6

Chemical Industry Sector

Nothing to report

Nuclear Reactors, Materials, and \Waste Sector

Nothing to report

Critical Manufacturing Sector

2. August 30, TheCarConnection.com — (National) 2013 Chevrolet Equinox and GMC
Terrain recalled for windshield wiper woes. General Motors issued a recall August
30 for 367,808 of its model year 2013 Chevrolet Equinox and GMC Terrain vehicles
sold in the U.S. due to a problem in the windshield wiper modules where the ball joints
may be prone to corrosion and wear, which could cause the modules to slip out of their
sockets and the windshield wipers to stop working, thereby reducing visibility and
increasing the risk of a crash.
Source: http://www.thecarconnection.com/news/1105862_2013-chevrolet-equinox-
and-gmc-terrain-recalled-for-windshield-wiper-woes

Defense Industrial Base Sector

Nothing to report

Financial Services Sector

3. August 31, Orange County Register; Southern California City News Service —
(California) ‘Baggy Eyes Bandit,” suspected in Anaheim Hills, Placentia bank
robberies, has been arrested. A man dubbed the “Baggy Eyes Bandit” was charged
August 30 in connection with 2 bank robberies after he allegedly robbed 6 banks in Los
Angeles, Riverside, San Bernardino, and Orange counties and attempted to rob a
Citibank branch in Anaheim Hills, California, August 27.

Source: http://www.ocregister.com/articles/fbi-727492-bank-stepanyan.html
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4. August 30, U.S. Attorney’s Office, Northern District of Georgia — (Georgia)
Investment advisor pleads guilty to stealing from clients. A former investment
adviser and operator of Gist, Kennedy & Associates pleaded guilty August 30 to
defrauding more than 30 clients out of $5 million by falsely informing investors that he
would make conservative investments for investors in corporate bonds and other
securities, while he used the funds for personal expenses, to fund ENCAP Technologies
operations, and to pay other clients proceeds and dividends from the fraudulent
investments. Officials stated the adviser also prepared and mailed false account
statements to the investors that showed false investment returns in order to continue the
fraud scheme.

Source: https://www.justice.gov/usao-ndga/pr/investment-advisor-pleads-quilty-
stealing-clients

Transportation Systems Sector

5. August 31, New York Daily News — (New York) Three people dead, eight injured in
multi-vehicle crash on Long Island Expressway exit ramp in Queens. Eastbound
lanes of the Long Island Expressway in Queens, New York, were closed for more than
4 hours August 31 while crews worked to clear the wreckage from 2 multi-vehicle
chain reaction crashes that left 3 people dead and 8 others injured.

Source: http://www.nydailynews.com/new-york/queens/people-dead-injured-e-crash-
queens-article-1.2772435

6. August 31, Monterey Herald; Santa Cruz Sentinel — (California) Fire closes Holman
Highway. Holman Highway near Samuel F. B Morse Gate in Monterey, California,
was closed for several hours August 30 while fire crews worked to contain a small
wildfire that started after a vehicle accident on Holman Highway near Haul Road
caused a power line to drop, leaving more than 6,000 Pacific Gas & Electric Co.
customers without power for a short period of time.

Source: http://www.montereyherald.com/article/NF/20160830/NEWS/160839978

7. August 30, WBMA 58 Birmingham — (Alabama) Troopers: 2 dead in wreck on
Highway 78 in Walker County. All westbound lanes of Highway 78 near Sipsey
Road in Walker County, Alabama, were shut down for several hours August 30 while
crews worked to clear the wreckage from a 2-vehicle crash involving a semi-truck and
another vehicle that left 2 people dead and sent 1 other to an area hospital.

Source: http://abc3340.com/news/local/part-of-old-us-78-westbound-closed-in-walker-

county

8. August 30, WRDW 12 Augusta/WAGT 26 Augusta — (South Carolina) All lanes of 1-20
EB back open after tractor-trailer crash. Eastbound lanes of Interstate 20 in North
Augusta, South Carolina, were closed for several hours August 30 while crews worked
to clear the wreckage after 2 semi-trucks crashed and blocked both lanes. One person
was transported to an area hospital with injuries.

Source: http://www.wrdw.com/content/news/Tractor-trailer-crash-closing-all-
eastbound-lanes-on-1-20-391731101.html
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10.

11.

12.

August 30, KEYC 12 Mankato — (Minnesota) Semi accident closes Highway 169 at
North Star Bridge for over 3 hours. Both northbound lanes of Highway 169 at the
North Star Bridge in Mankato, Minnesota, were closed and southbound traffic on the
bridge was restricted to 1 lane for more than 3 hours August 30 after a semi-truck
jackknifed and crashed into the median, sending the driver to an area hospital with
injuries. The cause of the accident remains under investigation.

Source: http://www.keyc.com/story/32886637/semi-accident-closes-highway-169-at-
north-star-bridge-for-over-3-hours

August 30, KOMO 4 Seattle — (Washington) 2 women severely injured in Hwy. 2
crash near Sultan. Highway 2 near Sultan, Washington, was closed for several hours
August 29 following a head-on collision that left both drivers severely injured.
Source: http://komonews.com/news/local/2-women-severely-injured-in-hwy-2-crash-
near-sultan

August 30, Sioux Falls Argus Leader — (South Dakota) Man seriously injured in semi
vs. car crash. South Dakota Highway officials closed Highway 42 near Rowena for
several hours August 30 while they investigated the scene of a 2-vehicle crash after a
semi-truck rear-ended another vehicle and pushed it into a ditch. One person was
transported to an area hospital and officials are investigating the cause of the crash.
Source: http://www.argusleader.com/story/news/2016/08/30/man-seriously-injured-
semi-vs-car-accident/89606102/

August 30, Buford Patch — (Georgia) Driver killed backing onto Interstate 85. One
person was killed and another was injured in a 2-vehicle crash that forced the closure of
northbound lanes of Interstate 85 near Buford, Georgia, for nearly 3 hours August 29
while crews cleared the scene. The crash remains under investigation.

Source: http://patch.com/georgia/buford/driver-killed-backing-interstate-85

Food and Agriculture Sector

13.

14.

August 31, Food Safety News — (National) Hepatitis A outbreak linked to smoothies
spans 5 states; 51 sick. Federal and State officials are investigating August 31 after a
hepatitis A outbreak that has sickened more than 50 people in 5 States was potentially
linked to frozen strawberries imported from Egypt that were served at Tropical
Smoothie Café locations in Virginia. Tropical Smoothie removed the affected
strawberries from all of its locations and health officials urged any recent customers to
monitor themselves for symptoms of the illness.

Source:
http://www.foodsafetynews.com/2016/08/hepatitis-a-outbreak-linked-to-smoothies-
spans-5-states-51-sick/#.V8bt vkrKUk

August 30, U.S. Food and Drug Administration — (National) Snyder’s-Lance issues
voluntary recall of 40z Diamond of California Chopped Macadamia Nuts and
2.250z Diamond of California Macadamia Halves & Pieces because of possible
health risk. Snyder’s-Lance, Inc., issued a voluntary recall August 30 for its Diamond
of California Chopped Macadamia Nuts and Diamond of California Macadamia Halves
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and Pieces products due to potential Salmonella contamination after testing revealed
that a package of the chopped macadamia nut products contained Salmonella. No
ilinesses have been reported and the products were distributed to retail stores
nationwide.

Source : http://www.fda.gov/Safety/Recalls/ucm518666.htm

15. August 30, Salinas Californian — (California) Fire destroys Monterey Mushrooms
warehouse. The Monterey Mushrooms Inc., warehouse in Royal Oaks, California, was
considered a total loss August 30 following a fire at the facility. No injuries were
reported and the cause of the fire remains under investigation.

Source: http://www.thecalifornian.com/story/news/my-safety/2016/08/30/fire-destroys-
monterey-mushrooms-warehouse/89603886/

Water and Wastewater Systems Sector

Nothing to report

Healthcare and Public Health Sector

16. August 30, U.S. Food and Drug Administration — (National) Ton Shen Health/Life
Rising expands recalls of “DHZC-2 Tablet” to all lots purchased before August 24
2016 because of possible health risk Ton Shen Health/Life Rising Corporation
expanded a previous recall August 30 for its DHZC-2 Tablets sold in 1.6-ounce bottles
after product samples were found to contain elevated levels of lead. Federal officials
are investigating six cases of adverse reactions in connection with the products which
were sold in retail stores and distributed through mail orders nationwide.

Source:
http://www.fda.gov/Safety/Recalls/ucm518608.htm

17. August 30, SC Magazine — (National) 87K affected in SCAN Health Plan breach.
SCAN Health Plan announced August 30 it is notifying approximately 87,000 members
of a data breach after remote attackers, using legitimate employee credentials gained
access to the contact sheets system and accessed the names, addresses, and Social
Security numbers, among other personal information, of previous and current members
between March 2016 and June 2016. Officials believe the stolen information was used
for client development for an outside insurance agency.

Source:
http://www.scmagazine.com/87k-affected-in-scan-health-plan-breach/article/519407/

Government Facilities Sector

18. August 30, WUFT 5 Gainesville — (Florida) Buchholz High gets all clear after bomb
threat. Buchholz High School in Gainesville, Florida, was evacuated for several hours
August 30 after receiving a bomb threat. Authorities deemed the area safe after no
explosives were found.

Source: http://www.wuft.org/news/2016/08/30/buchholz-high-in-gainesville-evacuated-
following-bomb-threat/
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19. August 30, WBAL 11 Baltimore — (Maryland) 14 Baltimore retailers indicted for $16
million food stamp fraud. A total of 14 retail store operators in Baltimore, Maryland,
were charged in 9 separate indictments returned August 30 alleging that the operators
received more than $16 million in Federal payments for fraudulent U.S. Department of
Agriculture Supplemental Nutrition Assistance Program (SNAP) transactions by
exchanging electronic benefit transfer (EBT) benefits for cash. The charges allege that
the operators debited the funds from the EBT card in multiple transactions over a
period of days or processed the transactions manually at another store in order to avoid
detection.

Source: http://www.wbaltv.com/news/14-baltimore-stores-indicted-for-16-million-
food-stamp-fraud/41438966

20. August 30, Los Angeles Times — (California) 1,000-acre Bogart fire in Riverside
County was caused by ‘juvenile activity’ near public park, officials say. Officials
reached 10 percent containment August 30 of the 1,000-acre Bogart Fire burning near
Beaumont, California, which has destroyed at least 1 building, injured 1 firefighter, and
prompted officials to issue a brief evacuation order for about 700 residents in rural
communities in Riverside County.

Source: http://www.latimes.com/local/lanow/la-me-In-bogart-fire-riverside-county-
20160830-snap-story.html

21. August 29, KFSN 30 Fresno — (California) Some evacuation orders lifted in Cedar
Fire. Crews reached 45 percent containment August 29 of the more than 29,000-acre
Cedar Fire burning in Tulare County, California, which prompted officials to lift or
downgrade evacuation orders for Posey, Idlewild, Manter Meadow, Pine Mountain
Ranch, and Rainbow Ranch.

Source: http://abc30.com/news/some-evacuation-orders-lifted-in-cedar-fire/1489500/

Emergency Services Sector

Nothing to report

Information Technoloqy Sector

22. August 31, SecurityWeek — (International) 68 million exposed in old Dropbox hack.
Dropbox, Inc. began prompting password resets for more than 68 million users
potentially exposed in a July 2012 data breach where user email addresses and hashed
and salted passwords for Dropbox accounts may have been improperly accessed after a
Dropbox employee’s password was stolen and used to access an employee account that
contained a document containing the user information. Dropbox officials do not believe
any account was improperly accessed during the breach.

Source: http://www.securityweek.com/68-million-exposed-old-dropbox-hack

23. August 31, SecurityWeek — (International) Vulnerabilities found in CryptWare
BitLocker enhancement tool. CryptWare released CryptoPro Secure Disk 5.2.1 for
BitLocker addressing two serious vulnerabilities, one of which can be exploited to
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access a root shell at boot and execute arbitrary commands, as CryptoPro Secure Disk
improperly blocks terminal access, and a second serious flaw that can be exploited to
modify files on the system and bypass the verification process, which can be leveraged
to backdoor the system and steal sensitive information such as domain credentials and
BitLocker, among other information, due to inadequate verification mechanisms.
Source: http://www.securityweek.com/vulnerabilities-found-cryptware-bitlocker-
enhancement-tool

24. August 31, Softpedia — (International) Unsophisticated Revenge RAT released online
for free. Security researchers discovered a malware coder named Napoleon released a
new remote access trojan/tool (RAT), dubbed Revenge v0.2 online for free via
underground hacking forums. Researchers found the RAT is able to access the user’s
Webcam, open a remote shell, initiate remote desktop sessions, interact with the
victim’s file manager, and manage operating system (OS) services, among other
malicious actions.

Source: http://news.softpedia.com/news/unsophisticated-revenge-rat-released-for-free-
online-507776.shtml

25. August 30, SecurityWeek — (International) Site of BitTorrent app “Transmission”
again used to deliver OS X malware. Security researchers from ESET reported that
the official Website for the BitTorrent client, Transmission was being exploited to
distribute an Apple Mac operating system (OS) X malware, dubbed OSX/Keydnap that
steals the content of the OS X keychain and maintains a permanent backdoor on an
infected system after finding that cybercriminals compromised the Transmission site
and replaced the legitimate app with a malicious version, which was available for
download as Transmission v2.92 between August 28 and August 29. Researchers stated
users can determine if their systems are infected by checking if files associated with the
malware are present on their system.

Source: http://www.securityweek.com/site-bittorrent-app-transmission-again-used-
deliver-os-x-malware

Internet Alert Dashboard

To report cyber infrastructure incidents or to request information, please contact US-CERT at soc@us-cert.gov or
visit their Web site: http://www.us-cert.gov

Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and
Analysis Center) Web site: http://www.it-isac.org

Communications Sector

26. August 30, U.S. Attorney’s Office, Southern District of Florida — (International) Miami
Gardens resident pleads guilty to participating in sophisticated international
cellphone fraud scheme. A Miami Gardens, Florida resident pleaded guilty August 29
for his role in an international cellphone fraud scheme where he and co-conspirators
stole access to and fraudulently opened new cellphone accounts with the personal
information of various U.S. residents, trafficked in nearly 11,000 cellphone customers’
telecommunication identifying information, and reprogrammed the cellphones to
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transmit thousands of international calls to countries with high calling rates, which
were billed to the victims’ compromised accounts. Officials reported that the scheme
caused at least $1 million dollars in losses.

Source: https://www.justice.gov/usao-sdfl/pr/miami-gardens-resident-pleads-quilty-
participating-sophisticated-international

Commercial Facilities Sector

27. August 30, WVIT 30 New Britain — (Connecticut) Manchester residents return to
apartments after crew hit gas line. Residents from 22 apartment units at Squire
Village in Manchester, Connecticut, were evacuated for 2 hours August 30 after
construction crews struck a 2-inch gas line. No injuries were reported and crews were
monitoring the amount of natural gas in the air, the building, and the surrounding area.
Source: http://www.nbcconnecticut.com/news/local/Apartment-Building-Being-
Evacuated-After-Crew-Hits-Gas-Line--391731841.html

Dams Sector

Nothing to report
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About the reports - The DHS Daily Open Source Infrastructure Report is a daily [Monday
through Friday] summary of open-source published information concerning significant critical
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the Department of Homeland Security Web site: http://www.dhs.gov/IPDailyReport
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Contact DHS

To report physical infrastructure incidents or to request information, please contact the National Infrastructure
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