~
.oo\,

@/ Homeland
¥ Security

Daily Open Source Infrastructure Report

06 September 2016

Top Stories

Two southwest Miami, Florida residents were arrested September 1 after authorities
discovered over 2,000 counterfeit gift cards, thousands of fraudulent credit cards, and
several laptops in the duo’s home. — Associated Press (See item 5)

The U.S. Army Corps of Engineers and the Port Authority of New Jersey and New York
announced September 1 the completion of the $2.1 billion, 50-foot Main Navigation
Channel Deepening Program that deepened 7 channels for the Port of New York and New
Jersey. — Hudson County Jersey Journal (See item 13)

A total of 105,000 gallons of sewage spilled into Parks Run in Cockeysville, Maryland,
August 31 after utility workers’ equipment became wedged in a sewer pipeline, causing
wastewater to back up and spill out of a manhole cover. — Baltimore Sun (See item 18)

An Auberry, California man was charged in a Federal indictment returned September 1 in
connection with a 12,746-plant marijuana cultivation operation near Mill Creek in Fresno
County, California. — KERO 23 Bakersfield (See item 21)
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Enerqy Sector

1. August 30, Muscatine Journal — (lowa) Fire at Muscatine Power and Water power
plant due to equipment failure. Muscatine Power and Water officials reported that
Unit 9 at its Muscatine, lowa facility will be offline until further notice after a fire
began in the unit August 30 following an equipment failure. Officials stated customers
will not experience any decline in services.

Source: http://muscatinejournal.com/news/local/muscatine/fire-at-muscatine-power-
and-water-power-plant-due-to/article_912bd818-5f0a-5f0a-b1ff-f3adbbb97731.html

Chemical Industry Sector

Nothing to report

Nuclear Reactors, Materials, and Waste Sector

2. August 31, Casper Star-Tribune — (Wyoming; Utah) After two toxic sludge spills in
nine months, Wyoming uranium mine ordered to halt shipments. The U.S. Nuclear
Regulatory Commission announced August 31 that Cameco Resources was ordered to
cease all shipments of radioactive waste following 2 toxic sludge spills during trips
from its Smith Ranch-Highland mining site near Glenrock, Wyoming, to a disposal
facility in Utah in August 2015 and March 2016. Officials also stated the company
failed to properly package toxic materials, exceeded the legal shipment size for
radioactive material, and failed to accurately describe the material.

Source: http://trib.com/business/energy/after-two-toxic-sludge-spills-in-nine-months-
wyoming-uranium/article_3b07195f-3848-581f-bdc8-9d5e5238051f.html

Critical Manufacturing Sector

3. September 1, CNN — (National) Polaris recalls two off-road models due to fire
hazard. Polaris Industries Inc. issued a recall September 1 for nearly 13,000 of its
model year 2016 Polaris RZR XP Turbo and RZR XP 4 Turbo recreational off-road
vehicles (ROVs) sold in the U.S. due to a fire hazard where the engine can overheat
and the turbo system’s drain tube can loosen. Polaris has received 19 reports of the
vehicles catching fire and 6 injury reports associated with the flaw.

Source:
http://www.cnn.com/2016/09/01/health/polaris-rov-recall-fire-hazard/

4. September 1, U.S. Department of Labor — (New York) Syracuse auto parts
manufacturer fails to correct electrical, crushing and respiratory hazards. The
Occupational Safety and Health Administration cited York Metal Toll Processing Inc.
with failure to abate 14 previously cited violations, 4 repeat violations, and 3 serious
violations September 1 following 2 follow-up inspections in March 2016 at the
Syracuse, New York facility, which revealed that the company failed to prevent
recurring amputation hazards, exposed employees to uncorrected electrical, crushing
and respiratory hazards, and failed to inspect mechanical power presses, among other
violations. Proposed penalties total $218,502.
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Source:
https://www.osha.gov/pls/oshaweb/owadisp.show document?p table=NEWS RELEA
SES&p id=33048

Defense Industrial Base Sector

Nothing to report

Financial Services Sector

5. September 1, Associated Press — (Florida) Thousands of fraudulent cards, crystal
meth found in SW Miami-Dade home. Two southwest Miami-Dade, Florida residents
were arrested September 1 after authorities discovered over 2,000 counterfeit gift cards,
thousands of fraudulent credit cards, and several laptops in the duo’s home, which were
used to steal over $50,000 from victims.

Source: http://wsvn.com/news/local/fraudulent-cards-drugs-found-in-southwest-miami-
dade-bust/

6. September 1, Staten Island Advance — (New York) Staten Island man indicted as
‘Mad Hatter’ bank bandit. A man dubbed the “Mad Hatter” was indicted August 30
after he allegedly robbed or attempted to rob 11 banks in Manhattan since March 9,
stealing a total of more than $22,000.

Source:
http://www.silive.com/news/index.ssf/2016/09/mad_hatter_indicted by feds_fo.html

Transportation Systems Sector

7. September 2, WTIC 61 Hartford — (Connecticut) Rt. 2 reopens after tractor-
trailer crash. Eastbound lanes of Route 2 in Colchester, Connecticut, were closed for
several hours September 2 while crews worked to clear the wreckage after a semi-truck
overturned and spilled fuel on the highway when the driver lost control and struck a
sign.
Source: http://fox61.com/2016/09/02/tractor-trailer-crash-closes-rt-2-eastbound-in-
colchester/

8. September 2, South Whidbey Record — (Washington) Three people airlifted
Wednesday following South Whidbey accident. Both lanes of Highway 525 in
Clinton, Washington, were closed for more than 2 hours August 31 while crews worked
to clear the wreckage of a 2-vehicle accident that left 3 people injured.

Source: http://www.southwhidbeyrecord.com/news/392058501.html

9. September 1, KSBW 8 Salinas — (California) Greenfield Highway 101 crash snaps
power pole. The northbound lane of Highway 101 in Greenfield, California, was
closed for several hours September 1 while crews worked to repair the damage after a
vehicle crashed into a power pole, causing the pole to snap and leave electrical wires
leaning over the highway. One person was injured and HAZMAT crews responded to
clean up fuel that spilled during the accident.
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10.

11.

12.

13.

14.

Source: http://www.ksbw.com/article/greenfield-highway-101-crash-snaps-power-
pole/2109769

September 1, Southern California City News Service — (California) Motorcyclist killed
in Moreno Valley was struck by truck on 1-215. Two northbound lanes of Interstate
215 in Moreno Valley, California, were closed for more than 2 hours September 1
while crews worked to clear the wreckage of a two-vehicle accident that killed one
person.

Source: http://patch.com/california/banning-beaumont/motorcyclist-killed-moreno-
valley-was-struck-truck-i-215

September 1, KTVI 2 St. Louis— (Missouri) Gas leak shuts down 1-270 between Olive
and Page. Both directions of Interstate 270 between Olive and Page in St. Louis,
Missouri, were closed for more than 2 hours September 1 due to a gas leak at a nearby
home, prompting officials to evacuate to nearby residents. Crews stopped the flow of
gas and were monitoring the situation.

Source: http://fox2now.com/2016/09/01/gas-leak-shuts-down-i-270-between-olive-and-

page/

September 1, Astoria Daily Astorian — (Oregon) Two dead in Highway 30 crash.
Highway 30 near Liberty Lane in Astoria, Oregon, was closed for nearly 5 hours
September 1 while crews removed the wreckage from a two-vehicle crash that killed
two people.

Source: http://www.dailyastorian.com/Free/20160901/two-dead-in-highway-30-crash

September 1, Hudson County Jersey Journal — (New Jersey) In major milestone, Port
Authority, Army Corps complete $2.1B harbor deepening project. The U.S. Army
Corps of Engineers and the Port Authority of New Jersey and New York announced
September 1 the completion of the $2.1 billion, 50-foot Main Navigation Channel
Deepening Program that deepened 7 channels for the Port of New York and New
Jersey. The harbor now allows larger ships to access the Port’s container terminals
including Port Newark, Howland Hook Marine Terminal, and Global Container
Terminal Bayonne.
Source:
http://www.nj.com/hudson/index.ssf/2016/09/in_major_milestone_port_authority army
corps_compl.html

September 1, WSAW 7 Wausau- (Wisconsin) Hwy 97 re-opens after two vehicle
crash in Marathon County. Highway 97 north of Marshfield, Wisconsin, reopened
September 1 after being closed for several hours while officials investigated the scene
of a two-vehicle crash that left three people severely injured.

Source: http://www.wsaw.com/content/news/Marathon-County-crews-respond-to-
crash-overturned-log-truck--392005921.html
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Food and Agriculture Sector

15.

16.

17.

September 2, U.S. Food and Drug Administration — (National) Summit Import
Corporation recalls Yu Yee brand Black Pepper Powder because of possible
health risk. Summit Import Corporation issued a recall August 31 for its Yu Yee brand
Black Pepper Powder products sold in 19.4-ounce bottles after samples of the product
tested positive for Salmonella. No illnesses have been reported and the products were
shipped to retail locations in East Coast States.

Source:

http://www.fda.gov/Safety/Recalls/ucm518943.htm

September 2, U.S. Department of Agriculture— (California) Atherstone Foods recalls
poultry products due to misbranding and undeclared allergens. Atherstone Foods
issued a recall September 1 for approximately 422 pounds of its “Greens & Grains
Southwestern Style White Chicken Wrap with chimichurri sauce” products sold in
31.2-ounce packages due to misbranding and undeclared soy discovered during routine
label verification activities. There have been no confirmed reports of adverse reactions
and the products were shipped to retail locations in California.

Source:
http://www.fsis.usda.gov/wps/portal/fsis/topics/recalls-and-public-health-alerts/recall-
case-archive/archive/2016/recall-076-2016-release

September 1, U.S. Food and Drug Administration— (California; Oregon; Washington)
Magic Gourmet Trading Inc. issues allergy alert on undeclared allergens in “Koi
Palace Mooncakes.” Magic Gourmet Trading Inc. issued a recall August 31 for its Koi
Palace Mooncake products due to undeclared wheat, gluten, and eggs, among other
allergens. There have been no confirmed reports of adverse reactions and the products
were distributed at Koi Palace restaurant locations in California and Uwajimaya
supermarket locations in Oregon and Washington.

Source:

http://www.fda.gov/Safety/Recalls/ucm518878.htm

Water and Wastewater Systems Sector

18.

19.

September 1, Baltimore Sun — (Maryland) 105,000 gallons of sewage spilled in
Cockeysville. A total of 105,000 gallons of sewage spilled into Parks Run in
Cockeysville, Maryland, August 31 after utility workers’” equipment became wedged in
a sewer pipeline, causing wastewater to back up and spill out of a manhole cover at the
intersection of York Road and Recycle Way. Crews worked for 2 hours to stop the spill
and dislodge the equipment.

Source: http://www.baltimoresun.com/news/maryland/bs-md-co-sewage-spill-
20160901-story.html

September 1, Milwaukee Journal Sentinel — (Wisconsin) Sewer overflow was 200,000
gallons. Heavy rains caused approximately 200,000 gallons of untreated wastewater to
discharge into Lincoln Creek in Milwaukee, Wisconsin, August 30.

Source: http://www.jsonline.com/story/news/local/milwaukee/2016/09/01/sewer-
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Healthcare and Public Health Sector

Nothing to report

Government Facilities Sector

20. September 1, KTVB 7 Boise — (Idaho) Still growing, Pioneer Fire prompts closure of
Deadwood Reservoir. Boise National Forest officials closed the Deadwood Reservoir
in Valley County, Utah, until further notice September 1 due to the nearly 165,000-acre
Pioneer Fire, which remains at 52 percent containment.

Source: http://www.ktvb.com/news/local/still-growing-pioneer-fire-prompts-closure-
of-deadwood-reservoir/312704997

21. September 1, KERO 23 Bakersfield — (California) Fresno County felon indicted for
growing marijuana in national forest. An Auberry, California man was charged in a
Federal indictment returned September 1 in connection with a 12,746-plant marijuana
cultivation operation near Mill Creek in Fresno County in the Sierra National Forest
that included over 2,000 pounds of equipment from the site, including irrigation hoses
and fertilizers from the site.

Source: http://www.turnto23.com/news/local-news/fresno-county-felon-indicted-for-
growing-marijuana-in-national-forest

Emergency Services Sector

22. September 1, WTAE 4 Pittsburgh — (Pennsylvania) Fairview Volunteer Fire’s former
treasurer charged with theft of $100,000 from dept. The former treasurer of the
Fairview Volunteer Fire Department near South Fayette, Pennsylvania, was charged
September 1 for allegedly stealing more than $100,000 from the department after he
made out 40 department checks to himself between 2013 — 2015 and used the funds for
personal expenses.

Source: http://www.wtae.com/news/Fairview-Volunteer-Fire-s-former-treasurer-
charged-with-theft-of-100-000-from-dept/41475756

Information Technoloqy Sector

23. September 2, SecurityWeek — (International) Apple patches spyware-related zero-
days in OS X, Safari. Apple released patches resolving three zero-day vulnerabilities,
dubbed Trident affecting its Mac operating system (OS) X including OS X Yosemite,
OS X El Capitan, and in Safari for OS X Mavericks that were exploited by Pegasus
surveillance software to spy on individuals via iOS devices and could lead to kernel
memory disclosure, applications executing arbitrary code with kernel privileges, and
arbitrary code execution when a user visits a maliciously crafted Website.

Source: http://www.securityweek.com/apple-patches-spyware-related-zero-days-0s-x-
safari
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24. September 1, Softpedia — (International) Google fixes Nexus 5X flaw that allowed
attackers to dump phone memory via USB. Google patched a vulnerability affecting
Android images deployed on LG Nexus 5X devices with the Android Debug Bridge
(ADB) feature turned on after researchers from IBM’s X-Force team discovered the
flaw could allow an attacker to infect a victim’s device with malware that exploits the
vulnerability and dumps the phone’s memory and extracts sensitive information via a
universal serial bus (USB) port.

Source: http://news.softpedia.com/news/google-fixes-nexus-5x-flaw-that-allowed-
attackers-to-dump-phone-memory-via-usb-507853.shtmi

Internet Alert Dashboard

To report cyber infrastructure incidents or to request information, please contact US-CERT at soc@us-cert.gov or
visit their Web site: http://www.us-cert.gov

Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and
Analysis Center) Web site: http://www.it-isac.org

Communications Sector

Nothing to report

Commercial Facilities Sector

25. September 1, KXAS 5 Fort Worth — (Texas) Firefighters contain 2-alarm apartment
fire in North Dallas. A 2-alarm fire at an apartment complex in North Dallas, Texas,
August 30 displaced 20 residents and destroyed 13 units after a woman set fire to the
complex during a fight with a resident.

Source: http://www.nbcdfw.com/news/local/Firefighters-Battling-2-Alarm-Apartment-
in-North-Dallas-391793881.html

Dams Sector

Nothing to report
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About the reports - The DHS Daily Open Source Infrastructure Report is a daily [Monday
through Friday] summary of open-source published information concerning significant critical
infrastructure issues. The DHS Daily Open Source Infrastructure Report is archived for 10 days on
the Department of Homeland Security Web site: http://www.dhs.gov/IPDailyReport

Contact Information

Content and Suggestions: Send mail to cikr.productfeedback@hg.dhs.gov or contact the DHS
Daily Report Team at (703) 942-8590

Subscribe to the Distribution List: Visit the DHS Daily Open Source Infrastructure Report and follow
instructions to Get e-mail updates when this information changes.

Removal from Distribution List: Send mail to support@govdelivery.com.

Contact DHS

To report physical infrastructure incidents or to request information, please contact the National Infrastructure
Coordinating Center at nicc@hqg.dhs.gov or (202) 282-9201.

To report cyber infrastructure incidents or to request information, please contact US-CERT at soc@us-cert.gov or visit
their Web page at www.us-cert.gov.

Department of Homeland Security Disclaimer

The DHS Daily Open Source Infrastructure Report is a non-commercial publication intended to educate and inform
personnel engaged in infrastructure protection. Further reproduction or redistribution is subject to original copyright
restrictions. DHS provides no warranty of ownership of the copyright, or accuracy with respect to the original source
material.



http://www.dhs.gov/IPDailyReport
mailto:cikr.productfeedback@hq.dhs.gov
http://www.dhs.gov/files/programs/editorial_0542.shtm
https://public.govdelivery.com/accounts/USDHS/subscriber/new?topic_id=USDHS_73
mailto:support@govdelivery.com
mailto:nicc@hq.dhs.gov
mailto:soc@us-cert.gov
http://www.us-cert.gov/
http://www.dhs.gov/alerts

	Daily Open Source Infrastructure Report 06 September 2016
	Top Stories
	Fast Jump Menu

	Energy Sector
	Chemical Industry Sector
	Nuclear Reactors, Materials, and Waste Sector
	Critical Manufacturing Sector
	Defense Industrial Base Sector
	Financial Services Sector
	Transportation Systems Sector
	Food and Agriculture Sector
	Water and Wastewater Systems Sector
	Healthcare and Public Health Sector
	Government Facilities Sector
	Emergency Services Sector
	Information Technology Sector
	Internet Alert Dashboard

	Communications Sector
	Commercial Facilities Sector
	Dams Sector

	SERVICE INDUSTRIES
	PRODUCTION INDUSTRIES
	FEDERAL and STATE
	SUSTENANCE and HEALTH 
	Department of Homeland Security (DHS)  DHS Daily Open Source Infrastructure Report Contact Information
	About the reports - The DHS Daily Open Source Infrastructure Report is a daily [Monday through Friday] summary of open-source published information concerning significant critical infrastructure issues. The DHS Daily Open Source Infrastructure Report...
	Contact Information
	Contact DHS
	Department of Homeland Security Disclaimer




