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Top Stories

Mazda Motor Corporation issued a recall September 8 for more than 759,000 of its model
years 2010 — 2016 vehicles in select makes due to a problem affecting the vehicles’ rear
hatches where the hatch lift supports can corrode and break, thereby increasing the risk of
injury. — TheCarConnection.com (See item 2)

Four people were arrested in Brooklyn, New York, September 7 after authorities
discovered 2,433 blank credit cards and other illicit materials while executing a search
warrant at the group’s apartment. — WNBC 4 New York (See item 3)

Missouri officials lifted a precautionary boil water advisory for approximately 85,000
customers in St. Louis County September 7 that was issued after the company’s water
treatment plant temporarily lost power. — St. Louis Post-Dispatch (See item 12)

Florida officials announced September 6 that the Albert Whitted plant in St. Petersburg
released nearly 20 million gallons of partially treated sewage September 5 due to heavy
rains from Hurricane Hermine. — WTSP 10 St. Petersburg (See item 13)
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Enerqy Sector

1. September 8, Associated Press — (Alaska) Richardson Highway tank spill totals
more than 3,500 gallons. Officials from the Alaska Department of Environmental
Conservation continued working September 7 to clear more than 3,500 gallons of fuel
that spilled onto Richardson Highway and into a nearby pond and marshlands after a
Big State Logistics Inc. fuel tank experienced an equipment failure and overturned near
Birch Lake, Alaska, September 5.

Source: http://www.dailyprogress.com/richardson-highway-tank-spill-totals-more-than-
gallons/article_5775dc12-25f0-590b-91ac-106e2a620b5b.html

Chemical Industry Sector

See item 18

Nuclear Reactors, Materials, and \Waste Sector

Nothing to report

Critical Manufacturing Sector

2. September 8, TheCarConnection.com — (International) Mazda recalls 2010-2013
Mazda3, 2012-2015 Mazda5, 2013-2016 CX-5, 2016 CX-3: 2.2 million affected.
Mazda Motor Corporation issued a recall September 8 for more than 759,000 of its
model years 2010 — 2016 vehicles in select makes sold in the U.S. and Canada due to a
problem affecting the vehicles’ rear hatches where the protective coating applied to the
hatch lift supports does not protect the supports from water intrusion, which can lead to
corrosion and cause the supports to break, thereby increasing the risk of injury.

Source:
http://www.thecarconnection.com/news/1106005_mazda-recalls-2010-2013-mazda3-
2012-2015-mazda5-2013-2016-cx-5-2016-cx-3-2-2-million-affected

Defense Industrial Base Sector

Nothing to report

Financial Services Sector

3. September 8, WNBC 4 New York — (New York) 4 arrested, guns and thousands of
blank credit cards seized in Brooklyn: NYPD. Four people were arrested in Bedford-
Stuyvesant in Brooklyn, New York, September 7 after authorities discovered 2,433
blank credit cards, 2 credit card embossing machines, and 3 credit card skimmers,
among other illicit materials, while executing a search warrant at the group’s
apartment.

Source: http://www.nbcnewyork.com/news/local/NY C-4-Arrested-Guns-Thousands-
Fake-Credit-Cards-Seized-Forgery-392697211.html
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4.

September 7, SecurityWeek — (International) Gugi banking trojan can bypass
Android 6 protection. Kaspersky security researchers discovered a variant of the Gugi
mobile banking trojan can bypass two security features in Google’s Android 6.0,
including the permission-based app overlays and the dynamic permission requirement
for dangerous in-app activities like calls or short message service (SMS) in order to
overlay applications and steal mobile banking credentials from its victims, and found
the trojan is being distributed via SMS spam that tricks victims into accessing phishing
Websites, which downloads the malware onto the device. Researchers advised users to
reboot the infected device in safe mood and attempt to uninstall the trojan.

Source: http://www.securityweek.com/gugi-banking-trojan-can-bypass-android-6-

protection

Transportation Systems Sector

5.

September 8, WTXF 29 Philadelphia — (Delaware) One lane open but heavy traffic,
10 hours after truck flipped, spilled pennies. All northbound lanes of Interstate 95 in
New Castle, Delaware, were closed for several hours September 8 after a semi-truck
crashed into a barrier and spilled 40,000 pounds of blank pennies on the road.

Source: http://www.fox29.com/news/203434619-story

September 8, WTTG 5 Washington, D.C. — (Virginia) Woman struck by vehicle in
Centreville. Northbound Lee Highway between Centrewood Drive and Trinity
Parkway in Centreville, Virginia, was closed for several hours September 8 while
officials investigated the scene after a pedestrian was struck by a vehicle. The
pedestrian was transported to an area hospital with severe injuries.

Source: http://www.fox5dc.com/news/203444455-story

September 7, WCBS 2 New York — (New Jersey) Elderly woman causes violent crash
on Route 3 after going wrong way, police say. Hackensack River Bridge on Route 3
in Secaucus, New Jersey, was closed for more than 2 hours September 7 after a vehicle
traveling the wrong way in the westbound lanes struck another vehicle head-on,
injuring two people.

Source: http://newyork.cbslocal.com/2016/09/07/route-3-wrong-way-crash/

September 7, San Francisco Bay City News — (California) Overturned cement truck
in Healdsburg snarls traffic. The northbound lane of U.S. Highway 101 near central
Healdsburg, California, was closed for several hours September 7 while crews worked
to clear the wreckage from an overturned cement truck. The cause of the crash is under
investigation.

Source: http://www.ktvu.com/news/203247083-story

September 7, KNIA 1320 AM Knoxville/KRLS 92.1 FM Pella — (lowa) Mahaska
County accident closed Highway 92 for 2 hours. lowa officials closed Highway 92 in
Mahaska County for approximately 2 hours September 6 while they investigated the
scene of a five-vehicle crash involving a semi-truck and four other vehicles that sent
one person to an area hospital.

Source: http://kniakrls.com/2016/09/mahaska-county-accident-closed-highway-92-for-
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10.

2-hours/

September 7, Associated Press — (Florida) Investigator: No immediate clues in
Florida helicopter crash. The National Transportation Safety Board is investigating
September 7 after a military-style helicopter crashed in Palm Bay, Florida, while
returning to Orlando Melbourne International Airport following a post-maintenance test
flight September 6. Three people were killed.

Source: http://www.fireengineering.com/ap-news/2016/09/07/investigator-no-
immediate-clues-in-florida-helicopter-crash.html

Food and Agriculture Sector

11.

September 7, U.S. Food and Drug Administration — (National) Island Soups
Company, Inc. recalls six varieties of Island Soups brand products because of
possible contamination with Clostridium botulinum. Island Soups Company, Inc.
issued a recall September 7 for its soup products sold in six variations due potential
Clostridium botulinum contamination. There have been no confirmed reports of
adverse reactions and the products were distributed through internet Website purchases.
Source:

http://www.fda.gov/Safety/Recalls/ucm519531.htm

Water and Wastewater Systems Sector

12.

13.

September 7, St. Louis Post-Dispatch — (Missouri) Boil advisory reportedly triggered
by car accident. Missouri American Water officials lifted a precautionary boil water
advisory for approximately 85,000 customers in St. Louis County September 7 that was
issued September 6 after the company’s water treatment plant on Hog Hollow Road
temporarily lost power when a vehicle reportedly hit an electric pole at Pritchard Farm
and Creve Coeur Mill Roads. Officials stated water quality tests confirmed the water is
safe to consume.

Source: http://www.stltoday.com/news/local/metro/boil-advisory-reportedly-triggered-
by-car-accident/article_cea97122-a9¢8-5391-bf0d-f80ada404094.html

September 6, WTSP 10 St. Petersburg — (Florida) Hermine overwhelmed sewer
facilities around Bay area. The Florida Department of Environmental Protection
announced September 6 that the Albert Whitted plant in St.Petersburg released nearly
20 million gallons of partially treated sewage September 5 and 2,000 gallon of raw
sewage August 31 due to heavy rains from Hurricane Hermine. Officials also
announced that millions of gallons of sewage mixed with storm water spilled near the
Marshall Street wastewater treatment plant in Clearwater, Florida, August 31 after the
plant received more than 20 million gallons of wastewater per day during the storm.
Source: http://www.wtsp.com/news/hermine-overwhelmed-sewer-facilities-around-
bay-area/314610723

Healthcare and Public Health Sector

14.

September 7, U.S. Food and Drug Administration — (National) United Exchange
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15.

Corp. issues voluntary nationwide recall of eye wash/eye irrigating solutions
distributed by Major Pharmaceuticals and Rugby Laboratories due to microbial
contamination. United Exchange Corp. issued a voluntary recall September 6 for its
Rugby brand Eye Irrigating Solution and Major Pharmaceuticals brand Eye Wash due
to microbial contamination after the company received a consumer complaint regarding
the products. The products were distributed to wholesalers and retail facilities including
hospitals and pharmacies nationwide.

Source: http://www.fda.gov/Safety/Recalls/ucm519517.htm

September 7, U.S. Food and Drug Administration — (National) United Exchange Corp
issues voluntary nationwide recall of Family Care brand Eye Wash due to
microbial contamination. United Exchange Corp. issued a voluntary recall September
7 for its Family Care brand Eye Wash products sold in 4-ounce packages due to
microbial contamination after the company received a consumer complaint regarding
the product. No illnesses have been reported and the products were distributed to
wholesalers and retail facilities nationwide.

Source: http://www.fda.gov/Safety/Recalls/ucm519583.htm

Government Facilities Sector

16.

17.

18.

19.

September 8, Newtown Patch — (Pennsylvania) No new clues in search for missing
woman at Tyler Park, officials say. Officials closed Tyler State Park in Newton,
Pennsylvania, September 8 to continue their search for a woman who went missing in
the park September 6. Officials stated the park will remain closed until the search is
complete.

Source: http://patch.com/pennsylvania/newtown-pa/tyler-park-remains-closed-search-
21-year-old-bensalem-woman-continues

September 8, KMOV 4 St. Louis — (Missouri) Riverview Gardens cancels classes
Thursday after suspicious package is found at school. The Riverview Gardens
School District in St. Louis, Missouri, canceled all classes September 8 after a
suspicious package was found at Moline Elementary School in northern St. Louis
County September 7, prompting officials to evacuate the school and nearby
neighborhoods. No injuries were reported.

Source: http://www.kmov.com/story/33041089/suspicious-package-found-at-
elementary-school

September 8, KTNV 13 Las Vegas — (Nevada) Students allowed to leave Johnson
after hazmat situation. Classes at Walter Johnson Junior High School in Las Vegas,
Nevada, were canceled September 8 after students were quarantined for several hours
September 7 — September 8 due to a mercury contamination incident at the school. U.S.
Environmental Protection Agency officials screened the students and officials stated up
to 7 students were exposed to the chemical.

Source: http://www.ktnv.com/news/hazmat-situation-at-walter-johnson-jr-high

September 7, WSAV 3 Savannah — (Georgia) City municipal building back open after
strange odor led to evacuation. The Savannah Municipal Building in Savannah,
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20.

Georgia, was evacuated for several hours September 7 while crews investigated the
source of an odor in the facility. Officials deemed the area safe after finding the smell
was caused by improper use of cleaning supplies and no injuries were reported.
Source: http://wsav.com/2016/09/07/city-municipal-building-closed-due-to-unknown-
irritant/

September 7, WITI 6 Milwaukee — (Wisconsin) 2 Mayville schools evacuated due to
rising water, volunteers fill sandbags. St. John’s Lutheran School and Parkview
Elementary School in Mayville, Wisconsin, were evacuated and closed until further
notice September 7 following heavy rains and localized flooding. VVolunteers were
working to install sand bags to protect the schools and surrounding streets from the
rising water.

Source: http://fox6now.com/2016/09/07/mayville-fire-dept-calls-on-volunteers-to-fill-
sandbags-due-to-heavy-rain/

Emergency Services Sector

21.

September 7, KOMO 4 Seattle — (Washington) Former Bothell police technician
charged with stealing money from evidence room. A former evidence technician at
the Bothell Police Department in Bothell, Washington, was charged September 7 after
he allegedly stole more than $51,000 from the department’s evidence room and used
the money for personal expenses.

Source: http://komonews.com/news/komo-4-investigators/former-bothell-police-
technician-charged-with-stealing-money-from-evidence-room

Information Technology Sector

22,

23.

September 8, Softpedia — (International) WordPress 4.6.1 security update is out, time
to update peeps. WordPress released version 4.6.1 of its WordPress Content
Management System (CMS) resolving a path traversal vulnerability and a cross-site
scripting (XSS) flaw affecting the admin panel that can be exploited via image
metadata and allow a malicious actor to take over the affected Website. The update also
patches 15 other bugs related to the underlying CMS codebase.

Source: http://news.softpedia.com/news/wordpress-4-6-1-security-update-is-out-time-
to-update-peeps-508089.shtml

September 8, Help Net Security — (International) Flaws in Network Management
Systems open enterprise networks to attacks. Rapid7 researchers and an independent
researcher discovered over 12 vulnerabilities plaguing 9 different Network
Management Systems (NMSs) products that could be exploited via cross-site scripting
(XSS) attacks over Simple Network Management Protocol (SNMP) agent-provided
data, which could allow a local attacker to add a malicious device to the network, XSS
attacks over SNMP trap alert messages, and format string processing on the NMS Web
management console that can be carried out via specially crafted trap alert messages.
Researchers reported that all the flaws have received patches.

Source: https://www.helpnetsecurity.com/2016/09/08/flaws-network-management-

systems/
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24. September 7, SecurityWeek — (International) Google patches QuadRooter, other
critical Android vulnerabilities. Google released its September 2016 Android
Security Bulletin resolving 55 vulnerabilities, including 2 critical remote code
execution (RCE) flaws in LibUtils and Mediaserver, a high risk RCE in MediaMuxer,
and 2 issues in QuadRooter that impacted over 900 million Android devices using
Qualcomm chipsets, among other vulnerabilities.

Source: http://www.securityweek.com/google-patches-quadrooter-other-critical-
android-vulnerabilities

25. September 7, SecurityWeek — (International) Siemens fixes several flaws in
SIPROTEC products. Siemens released firmware updates addressing vulnerabilities
in its SIPROTEC 4 and SIPROTEC Compact devices after Kaspersky Lab researchers
found the devices were plagued with a flaw that an attacker with network access could
exploit to bypass authentication mechanisms and carry out administrative operations,
and a flaw that could allow an attacker with network access to perform those actions
while a legitimate user is logged in to the Web interface. Siemens advised customers to
use network segmentation, virtual private networks (VPNs), and firewalls to protect
their systems against attacks.

Source: http://www.securityweek.com/siemens-fixes-several-flaws-siprotec-products

For another story, see item 4

Internet Alert Dashboard

To report cyber infrastructure incidents or to request information, please contact US-CERT at soc@us-cert.gov or
visit their Web site: http://www.us-cert.gov

Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and
Analysis Center) Web site: http://www.it-isac.org

Communications Sector

See items 4 and 24

Commercial Facilities Sector

26. September 7, Spokane Spokesman-Review — (Washington) Two dead, firefighter
badly hurt in north Spokane fire. A 2-alarm fire at the Rosewood Club Apartments in
north Spokane, Washington, September 7 damaged 24 units, killed 2 residents, and sent
a firefighter to an area hospital with severe burns after a resident’s oxygen tank
reportedly exploded. The American Red Cross was assisting those displaced by the fire.
Source: http://www.spokesman.com/stories/2016/sep/07/firefighters-battle-two-alarm-
blaze-at-north-spoka/

Dams Sector

Nothing to report
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Department of Homeland Security (DHS)
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About the reports - The DHS Daily Open Source Infrastructure Report is a daily [Monday
through Friday] summary of open-source published information concerning significant critical
infrastructure issues. The DHS Daily Open Source Infrastructure Report is archived for 10 days on
the Department of Homeland Security Web site: http://www.dhs.gov/IPDailyReport

Contact Information

Content and Suggestions: Send mail to cikr.productfeedback@hg.dhs.gov or contact the DHS
Daily Report Team at (703) 942-8590

Subscribe to the Distribution List: Visit the DHS Daily Open Source Infrastructure Report and follow
instructions to Get e-mail updates when this information changes.

Removal from Distribution List: Send mail to support@govdelivery.com.

Contact DHS

To report physical infrastructure incidents or to request information, please contact the National Infrastructure
Coordinating Center at nicc@hqg.dhs.gov or (202) 282-9201.

To report cyber infrastructure incidents or to request information, please contact US-CERT at soc@us-cert.gov or visit
their Web page at www.us-cert.gov.

Department of Homeland Security Disclaimer

The DHS Daily Open Source Infrastructure Report is a non-commercial publication intended to educate and inform
personnel engaged in infrastructure protection. Further reproduction or redistribution is subject to original copyright
restrictions. DHS provides no warranty of ownership of the copyright, or accuracy with respect to the original source
material.
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