
 - 1 - 

 

Daily Open Source Infrastructure Report 
12 September 2016 

 
Top Stories 

• Ford Motor Company expanded a previous recall September 8 to include an additional 1.5 
million of its model years 2012 – 2016 vehicles in select makes due to a problem in the 
pawl spring tab in the side door latches where the tabs can break and prevent the doors 
from closing, thereby increasing the risk of injury. – TheCarConnection.com (See item 1)  
 

• Officials fined Wells Fargo & Company a total of $185 million September 8 after the 
bank’s employees allegedly opened more than 2 million unauthorized bank and credit card 
accounts to meet projected sales goals. – Associated Press (See item 4)  

 

• A former Demarest, New Jersey resident pleaded guilty September 8 for his role in a $65 
million identity theft scheme where he and co-conspirators filed fraudulent tax returns and 
obtained $4.7 million in tax refund checks. – Mahwah Patch (See item 5)  

 

• A former medical director of several Orlando, Florida-based clinics was charged 
September 8 for his alleged participation in a $13.8 million Medicare health care fraud 
scheme from July 2008 – December 2011. – U.S. Department of Justice (See item 16)  
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Energy Sector 

 Nothing to report 
 
Chemical Industry Sector 

 Nothing to report 
 
Nuclear Reactors, Materials, and Waste Sector 

 Nothing to report 
 
Critical Manufacturing Sector 

1. September 8, TheCarConnection.com – (National) Ford adds 1.5 million vehicles to 
door latch recall: Escape, Focus, Mustang, Lincoln MKC, more. Ford Motor 
Company expanded a previous recall September 8 to include an additional 1.5 million 
of its model years 2012 – 2016 vehicles in select makes due to a problem affecting the 
pawl spring tab in the side door latches where the tabs can break and prevent the doors 
from closing, or cause the door to open while the vehicle is in motion, thereby 
increasing the risk of injury. Ford has received three injury reports potentially linked to 
the recall.  
Source: 
http://www.thecarconnection.com/news/1106003_ford-adds-1-5-million-vehicles-to-
door-latch-recall-escape-focus-mustang-lincoln-mkc-more     
 

2. September 8, U.S. Department of Labor – (Ohio) OSHA's investigation of life-
altering injury at General Aluminum Mfg. finds Ohio foundry continues to expose 
workers to machine hazards. The Occupational Safety and Health Administration 
cited General Aluminum Manufacturing Company with two repeated and two serious 
safety violations September 2 after a March 2016 incident where an employee 
sustained a hand injury while operating a mold-tilting machine, prompting an 
investigation at the Conneaut, Ohio facility which revealed that the company failed to 
follow proper procedures to fully power down equipment to prevent unexpected 
machine start-ups, among other violations. Proposed penalties total $218,244.  
Source:  
https://www.osha.gov/pls/oshaweb/owadisp.show_document?p_table=NEWS_RELEA
SES&p_id=33087 
 

3. September 8, U.S. Department of Labor – (Ohio) OSHA cites TimkenSteel's Canton, 
Ohio, plant after worker dies from nitrogen exposure. The Occupational Safety and 
Health Administration cited TimkenSteel Corporation with two repeated and four 
serious safety violations September 7 after an employee complaint and a March 2016 
incident where an employee was killed while performing fire extinguisher checks 
prompted two separate March 2016 investigations which revealed that the company 
failed to protect workers from potentially hazardous atmospheres created by the 
introduction of nitrogen into the ventilation system, failed to adequately train workers 

http://www.thecarconnection.com/news/1106003_ford-adds-1-5-million-vehicles-to-door-latch-recall-escape-focus-mustang-lincoln-mkc-more
https://www.osha.gov/pls/oshaweb/owadisp.show_document?p_table=NEWS_RELEASES&p_id=33087
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using pneumatic tools powered by nitrogen, and failed to install guardrails on 
walkways, among other violations. Proposed penalties total $113,131.  
Source: 
https://www.osha.gov/pls/oshaweb/owadisp.show_document?p_table=NEWS_RELEA
SES&p_id=33090 
 

Defense Industrial Base Sector 

Nothing to report 
 
Financial Services Sector 

4. September 8, Associated Press – (National) Wells Fargo fined $185M on phony 
accounts, fires 5,300 staff. California and Federal regulators fined Wells Fargo & 
Company a total of $185 million September 8 after the bank’s employees allegedly 
opened more than 2 million bank and credit card accounts and transferred money into 
those accounts without the authorization of its customers in order to meet projected 
sales goals. Officials reported that 5,300 Wells Fargo employees were fired in 
connection with the fraudulent activities.   
Source: http://www.nbcnews.com/business/business-news/wells-fargo-fined-185-
million-improper-account-openings-n645031 

 
5. September 8, Mahwah Patch – (National) Former Bergen man admits role in $65 

million identity theft scheme. A former Demarest, New Jersey resident pleaded guilty 
September 8 to Federal charges for his role in a $65 million identity theft scheme where 
he and co-conspirators stole the birth dates and Social Security numbers from Puerto 
Rican citizens in order to file fraudulent tax returns and obtain $4.7 million in tax 
refund checks, which he deposited into bank accounts controlled by the group. The man 
also stated he and co-conspirators bribed a mail carrier to intercept the refund checks 
before they were delivered to the identity theft victims. 
Source: http://patch.com/new-jersey/mahwah/former-bergen-man-admits-role-65-
million-identity-theft-scheme 
 

Transportation Systems Sector 

6. September 9, Davenport Quad-City Times – (Iowa) DeWitt man dies when semi hits 
farm tractor on U.S. 61. Northbound lanes of U.S. 61 near Welton, Iowa, were closed 
for several hours September 8 while crews worked to clear the wreckage from a two-
vehicle crash involving a semi-truck and another vehicle that left one person dead and 
sent another to an area hospital.  
Source: http://qctimes.com/news/local/farm-tractor-operator-dies-after-being-hit-by-
semi/article_49d033fc-a1db-51cf-8cc0-4f3853daed53.html 
 

7. September 8, KSWO 7 Lawton – (Oklahoma) Truck transporting turbine topples. 
Goad Road in Bray, Oklahoma, was closed for several hours September 8 after a semi-
truck carrying part of a wind turbine swerved off the road, causing the turbine to fall off 
of the truck. No injuries were reported. 

https://www.osha.gov/pls/oshaweb/owadisp.show_document?p_table=NEWS_RELEASES&p_id=33090
http://www.nbcnews.com/business/business-news/wells-fargo-fined-185-million-improper-account-openings-n645031
http://www.nbcnews.com/business/business-news/wells-fargo-fined-185-million-improper-account-openings-n645031
http://patch.com/new-jersey/mahwah/former-bergen-man-admits-role-65-million-identity-theft-scheme
http://patch.com/new-jersey/mahwah/former-bergen-man-admits-role-65-million-identity-theft-scheme
http://qctimes.com/news/local/farm-tractor-operator-dies-after-being-hit-by-semi/article_49d033fc-a1db-51cf-8cc0-4f3853daed53.html
http://qctimes.com/news/local/farm-tractor-operator-dies-after-being-hit-by-semi/article_49d033fc-a1db-51cf-8cc0-4f3853daed53.html
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Source: http://www.kswo.com/story/33044789/truck-transporting-turbine-topples 
 

8. September 8, WISN 12 Milwaukee – (Wisconsin) Plane makes emergency landing at 
Mitchell International. SkyWest Airlines Flight 4594 en route to St. Paul International 
Airport in Minneapolis, Minnesota, from General Mitchell International Airport in 
Milwaukee, Wisconsin, was forced to turn around and make an emergency landing at 
General Mitchell International Airport September 8 after experiencing a mechanical 
issue. No injuries were reported. 
Source: http://www.wisn.com/news/plane-makes-emergency-landing-at-mitchell-
international/41575390 

 
9. September 8, WTVG 13 Toledo – (Ohio) I-75 reopened after semi rollover in Wood 

County. Interstate 75 south of Bowling Green, Ohio, reopened after being closed for 
more than 7 hours September 8 while crews worked to clear the wreckage after a semi-
truck rolled over, sending the driver to an area hospital.  
Source: http://www.13abc.com/content/news/I-75-closed-south-of-BG-392707191.html  
 

10. September 8, Orlando Sentinel – (Florida) Woman killed in crash on John Young 
Pkwy at SR 408. Florida Highway Patrol shut down John Young Parkway in Orlando, 
Florida, for several hours September 8 while crews cleared the wreckage from a two-
vehicle crash involving a semi-truck and another vehicle that left one person dead.  
Source: http://www.orlandosentinel.com/news/breaking-news/os-fatal-crash-john-
young-408-20160908-story.html 

 
11. September 8, Bradenton Herald – (Florida) Bradenton woman charged in U.S. 41 

motorcycle crash. U.S. 41 at northbound 14th Street West and 57th Avenue West in 
Bradenton, Florida, was closed for nearly 2 hours September 8 while Florida Highway 
Patrol investigated the scene of a two-vehicle crash involving a motorcycle and another 
vehicle that sent the motorcyclist to an area hospital.  
Source: http://www.bradenton.com/news/local/article100568152.html 
 

12. September 8, Boston Globe – (Massachusetts) 2 killed, 4 injured after van rolls over 
on I-495. Two northbound left lanes of Interstate 495 near the Broad Street interchange 
in Merrimac, Massachusetts, were closed for about 2 hours September 8 while officials 
investigated the scene after a vehicle overturned, killing two people and injuring four 
others. 
Source: https://www.bostonglobe.com/metro/2016/09/08/one-person-killed-and-five-
others-injured-crash-merrimac/TdG7oeH3ZlpbDVZ2FpAEnI/story.html 
 

13. September 8, Palm Springs Desert Sun – (California) American Airlines plane makes 
emergency landing in Palm Springs. American Airlines Flight 3064 en route to 
Phoenix Sky Harbor International Airport in Phoenix, Arizona, from Palm Springs 
International Airport in Palm Springs, California, was forced to make an emergency 
landing in Palm Springs September 8 after the pilot reported a potential situation 
involving mechanical issues shortly after departure. No injuries reported. 
Source: http://www.desertsun.com/story/news/2016/09/08/american-airlines-palm-

http://www.kswo.com/story/33044789/truck-transporting-turbine-topples
http://www.wisn.com/news/plane-makes-emergency-landing-at-mitchell-international/41575390
http://www.wisn.com/news/plane-makes-emergency-landing-at-mitchell-international/41575390
http://www.13abc.com/content/news/I-75-closed-south-of-BG-392707191.html
http://www.orlandosentinel.com/news/breaking-news/os-fatal-crash-john-young-408-20160908-story.html
http://www.orlandosentinel.com/news/breaking-news/os-fatal-crash-john-young-408-20160908-story.html
http://www.bradenton.com/news/local/article100568152.html
https://www.bostonglobe.com/metro/2016/09/08/one-person-killed-and-five-others-injured-crash-merrimac/TdG7oeH3ZlpbDVZ2FpAEnI/story.html
https://www.bostonglobe.com/metro/2016/09/08/one-person-killed-and-five-others-injured-crash-merrimac/TdG7oeH3ZlpbDVZ2FpAEnI/story.html
http://www.desertsun.com/story/news/2016/09/08/american-airlines-palm-springs/90002062/
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springs/90002062/ 
 
Food and Agriculture Sector 

14. September 8, U.S. Food and Drug Administration – (National) Voluntary recall of 
Whole Wheat Flour product due to possible foreign matter. The Morrison Milling 
Company issued a recall September 8 for its The Baker’s Scoop HEB 100% Whole 
Wheat Flour products sold in 5-pound packages due the potential presence of soft nylon 
fragments of mesh from a faulty screen at the company’s production facility discovered 
during a routine production line check. No illnesses have been reported and the 
products were distributed through retail HEB Grocery Company, LP supermarkets in 
several States. 
Source: 
http://www.fda.gov/Safety/Recalls/ucm519741.htm 
 

15. September 8, U.S. Department of Agriculture – (National) Paradise Valley Market, 
Inc. (Carnival Supermarket) recalls ground beef products due to possible E. coli 
O157:H7 adulteration. The Paradise Valley Market, Inc. issued a voluntary recall 
September 8 for approximately 35 pounds of its ground beef products due potential E. 
coli O157:H7 contamination discovered when a product sample collected at the firm 
tested positive for the bacteria. There have been no confirmed reports of adverse 
reactions and the products were sold at Carnival Supermarkets. 
Source: http://www.fsis.usda.gov/wps/portal/fsis/topics/recalls-and-public-health-
alerts/recall-case-archive/archive/2016/recall-077-2016-release 

 
Water and Wastewater Systems Sector 

 Nothing to report 
 
Healthcare and Public Health Sector 

16. September 8, U.S. Department of Justice – (Florida) Florida doctor indicted for role 
in $13.8 million Medicare fraud scheme. The former medical director of several 
Orlando, Florida-based clinics, including Legend Medical & Rehabilitation Inc., Incare 
Medical & Rehab Center Inc., and CKD Health Care Inc., among others, was charged 
in an indictment filed September 8 for his alleged participation in a $13.8 million 
Medicare health care fraud scheme where he and a co-conspirator caused the 
submission and concealment of false and fraudulent claims to Medicare for expensive 
prescription drugs and physical therapy that were not provided or medically necessary 
from July 2008 – December 2011.  
Source: https://www.justice.gov/opa/pr/florida-doctor-indicted-role-138-million-
medicare-fraud-scheme   
 

Government Facilities Sector 

17. September 9, WFMZ 69 Allentown – (Pennsylvania) Quakertown high school 
dismissed due to bomb threat. The Quakertown Community Senior High School and 

http://www.desertsun.com/story/news/2016/09/08/american-airlines-palm-springs/90002062/
http://www.fda.gov/Safety/Recalls/ucm519741.htm
http://www.fsis.usda.gov/wps/portal/fsis/topics/recalls-and-public-health-alerts/recall-case-archive/archive/2016/recall-077-2016-release
http://www.fsis.usda.gov/wps/portal/fsis/topics/recalls-and-public-health-alerts/recall-case-archive/archive/2016/recall-077-2016-release
https://www.justice.gov/opa/pr/florida-doctor-indicted-role-138-million-medicare-fraud-scheme
https://www.justice.gov/opa/pr/florida-doctor-indicted-role-138-million-medicare-fraud-scheme
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Freshman Center in Quakertown, Pennsylvania, were evacuated and dismissed 
September 8 after the campus’ administrative office received a bomb threat. The 
incident remains under investigation.  
Source: http://www.wfmz.com/news/news-regional-southeasternpa/quakertown-hs-
dismissed-due-to-bomb-threat/41576918 
 

18. September 8, Rockford Register Star – (Illinois) 10 Belvidere Central Middle School 
students taken to area hospitals after bus crash. About 10 students from Belvidere 
Central Middle School in Belvidere, Illinois, were transported to area hospitals 
September 7 after the school bus collided with another vehicle and overturned near 
Orth and Beloit roads in Boone County. Officials stated both drivers were also 
transported to the hospital with minor injuries.  
Source: http://www.rrstar.com/news/20160907/10-belvidere-central-middle-school-
students-taken-to-area-hospitals-after-bus-crash 
 

Emergency Services Sector 

19. September 8, Miami Herald – (Florida) Hundreds of inmates riot at Florida prison. 
The Holmes Correctional Institutional in Bonifay, Florida, remained on lockdown 
September 8 after more than 400 inmates rioted September 7 and caused damage to 
multiple dormitories in the facility, prompting the response of officers from 5 other 
prisons and special Rapid Response Teams. One inmate was injured during the 
disturbance and authorities transferred the inmates to other prisons while they assessed 
the damage.  
Source: http://www.miamiherald.com/news/state/florida/article100618707.html 

Information Technology Sector 

20. September 9, Softpedia – (International) New Linux trojan discovered coded in 
Mozilla’s Rust language. Dr. Web security researchers discovered a new trojan coded 
in Mozilla’s Rust programming language was targeting Linux-based platforms and 
found that an attacker in control of an Internet Relay Chat (IRC) channel can send a 
message to the channel’s public chat that forces all connected bots to parse the message 
and execute the malicious action. The researchers believe this is a testing version of the 
malware as the trojan infects victims and gathers information about the device’s local 
system and sends it to its command and control (C&C) center.  
Source: http://news.softpedia.com/news/new-linux-trojan-discovered-coded-in-mozilla-
s-rust-language-508135.shtml 

 
21. September 8, SecurityWeek – (International) DropboxCache cross-platform 

backdoor targets OS X. Kaspersky Lab security researchers discovered that the 
DropboxCache, known as Mokes.A or Backdoor.OSX.Mokes now targets Apple  Mac 
operating system (OS) X devices and establishes a connection to the command and 
control (C&C) server using Hypertext Transfer Protocol (HTTP) on Transmission 
Control Protocol (TCP) port 80 in order to set up its backdoor features on an infected 
device, which include capturing audio, monitoring removable storage, scanning the file 
system for Microsoft Office documents, as well as creating a series of temp files with 

http://www.wfmz.com/news/news-regional-southeasternpa/quakertown-hs-dismissed-due-to-bomb-threat/41576918
http://www.wfmz.com/news/news-regional-southeasternpa/quakertown-hs-dismissed-due-to-bomb-threat/41576918
http://www.rrstar.com/news/20160907/10-belvidere-central-middle-school-students-taken-to-area-hospitals-after-bus-crash
http://www.rrstar.com/news/20160907/10-belvidere-central-middle-school-students-taken-to-area-hospitals-after-bus-crash
http://www.miamiherald.com/news/state/florida/article100618707.html
http://news.softpedia.com/news/new-linux-trojan-discovered-coded-in-mozilla-s-rust-language-508135.shtml
http://news.softpedia.com/news/new-linux-trojan-discovered-coded-in-mozilla-s-rust-language-508135.shtml
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the collected data when the C&C server is not available, among other features. 
Researchers warned the malware’s operator can execute arbitrary commands on the 
infected system and define own file filters to improve its monitoring of the file system. 
Source: http://www.securityweek.com/dropboxcache-cross-platform-backdoor-targets-
os-x 

 
Internet Alert Dashboard 

To report cyber infrastructure incidents or to request information, please contact US-CERT at soc@us-cert.gov or 
visit their Web site: http://www.us-cert.gov 
 
Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and 
Analysis Center) Web site: http://www.it-isac.org  

 
Communications Sector 

 Nothing to report 
 
Commercial Facilities Sector 

22. September 9, Daytona Beach News-Journal – (Florida) Fire causes $700,000 in 
damage at Daytona flea market. Up to 45 vendors’ booths at the Daytona Flea 
Market and Farmers Market in Daytona Beach, Florida, were destroyed September 8 
following an electrical fire that caused an estimated $700,000 in damage.  
Source: http://www.news-journalonline.com/news/20160908/fire-causes-700000-in-
damage-at-daytona-flea-market 

 
23. September 8, New York Daily News – (Ohio) Cincinnati Zoo evacuated after reports 

of suspicious package. The Cincinnati Zoo and Botanical Garden in Cincinnati, Ohio, 
was evacuated for about 2 hours September 8 after reports of a suspicious device. 
Officials deemed the area safe after no credible threats were found.  
Source: http://www.nydailynews.com/news/national/cincinnati-zoo-evacuated-reports-
suspicious-package-article-1.2783684 

 
24. September 8, WXYZ 7 Detroit – (Michigan) Target at Eastland Center in Harper 

Woods evacuated due to bomb threat. The Target store at Eastland Center in Harper 
Woods, Michigan, was evacuated and closed until September 9 after the store received 
a bomb threat September 8. Authorities searched the store as a precautionary measure.  
Source: http://www.wxyz.com/news/target-at-eastland-center-in-harper-woods-
evacuated-due-to-bomb-threat 

 
Dams Sector 

 Nothing to report 
 
 

http://www.securityweek.com/dropboxcache-cross-platform-backdoor-targets-os-x
http://www.securityweek.com/dropboxcache-cross-platform-backdoor-targets-os-x
mailto:soc@us-cert.gov
http://www.us-cert.gov/
http://www.it-isac.org/
http://www.news-journalonline.com/news/20160908/fire-causes-700000-in-damage-at-daytona-flea-market
http://www.news-journalonline.com/news/20160908/fire-causes-700000-in-damage-at-daytona-flea-market
http://www.nydailynews.com/news/national/cincinnati-zoo-evacuated-reports-suspicious-package-article-1.2783684
http://www.nydailynews.com/news/national/cincinnati-zoo-evacuated-reports-suspicious-package-article-1.2783684
http://www.wxyz.com/news/target-at-eastland-center-in-harper-woods-evacuated-due-to-bomb-threat
http://www.wxyz.com/news/target-at-eastland-center-in-harper-woods-evacuated-due-to-bomb-threat
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Department of Homeland Security (DHS)  
DHS Daily Open Source Infrastructure Report Contact Information 

 
About the reports - The DHS Daily Open Source Infrastructure Report is a daily [Monday 
through Friday] summary of open-source published information concerning significant critical 
infrastructure issues. The DHS Daily Open Source Infrastructure Report is archived for 10 days on 
the Department of Homeland Security Web site: http://www.dhs.gov/IPDailyReport 

Contact Information 
Content and Suggestions: Send mail to cikr.productfeedback@hq.dhs.gov or contact the DHS 

Daily Report Team at (703) 942-8590  

Subscribe to the Distribution List: Visit the DHS Daily Open Source Infrastructure Report and follow 
instructions to Get e-mail updates when this information changes.  

Removal from Distribution List: Send mail to support@govdelivery.com.  

Contact DHS 
To report physical infrastructure incidents or to request information, please contact the National Infrastructure 
Coordinating Center at nicc@hq.dhs.gov or (202) 282-9201.  
To report cyber infrastructure incidents or to request information, please contact US-CERT at soc@us-cert.gov or visit 
their Web page at www.us-cert.gov. 

Department of Homeland Security Disclaimer 
The DHS Daily Open Source Infrastructure Report is a non-commercial publication intended to educate and inform 
personnel engaged in infrastructure protection. Further reproduction or redistribution is subject to original copyright 
restrictions. DHS provides no warranty of ownership of the copyright, or accuracy with respect to the original source 
material.  
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