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Top Stories

e The U.S. Environmental Protection Agency announced September 13 that General
Petroleum Corporation agreed to pay $15,500 to resolve allegations that the company
violated Federal regulations. — Southern California City News Service (See item 1)

o Northbound lanes of Interstate 295 in Jacksonville, Florida, were closed for several hours
September 14 following a 6-vehicle crash involving a semi-truck hauling 2,800 gallons of
fuel. — WTLV 12 Jacksonville (See item 7)

o ClixSense confirmed that the details of over 6.6 million users were stolen after hackers
gained access to the company’s database server by accessing an old server still connected
to the database. — SecurityWeek (See item 18)

o Up to 100 people were evacuated from a 3-story office building in Parsippany, New Jersey,
for 4 hours September 14 following a chlorine leak in the pump room of a nearby parking
garage. — Morris County Daily Record (See item 22)
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Enerqy Sector

1. September 13, Southern California City News Service — (California) Petroleum
company pays $15K for violating federal regulations. The U.S. Environmental
Protection Agency announced September 13 that General Petroleum Corporation
agreed to pay $15,500 to resolve allegations that the company violated Federal
regulations that require on shore oil production facilities at risk of discharging oil into
nearby waterways to prepare and implement a spill prevention plan after an April 2015
investigation at the company’s Terminal Island, California facility revealed that the
company failed to provide adequate secondary containment around tanks in order to
keep spilled oil from leaving the site and entering surrounding waterways.

Source: http://mynewsla.com/crime/2016/09/13/petroleum-company-pays-15k-for-
violating-federal-requlations/

For another story, see item 7

Chemical Industry Sector

Nothing to report

Nuclear Reactors, Materials, and Waste Sector

2. September 14, Cape Cod Times — (Massachusetts) New mechanical issue keeps
Pilgrim nuclear plant offline. U.S. Nuclear Regulatory Commission officials reported
September 14 that Entergy Corp.’s Pilgrim Nuclear Generating Station in Plymouth,
Massachusetts, was shut down September 13 after a turning gear that spins the turbine
and keeps it in proper balance malfunctioned while the plant was powering up
following a September 6 shutdown due to an unrelated mechanical issue.

Source: http://www.patriotledger.com/news/20160914/new-mechanical-issue-keeps-
pilgrim-nuclear-plant-offline

Critical Manufacturing Sector

Nothing to report

Defense Industrial Base Sector

Nothing to report

Financial Services Sector

Nothing to report

Transportation Systems Sector

3. September 15, WTVB 1590 AM Coldwater — (Indiana) Yogurt spill closes down
Indiana highway. A portion of U.S. 20 in Steuben County, Indiana, was closed for
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several hours September 15 while officials worked to clear the wreckage after a semi-
truck transporting yogurt struck a guard rail and overturned.

Source: http://wtvbam.com/news/articles/2016/sep/15/yoqurt-spill-closes-down-
indiana-highway/

September 15, WFMZ 69 Allentown — (Pennsylvania) Coroner IDs 5-year-old boy
killed in crash on Interstate 78. Interstate 78 in Northampton County, Pennsylvania,
was closed for several hours September 14 while officials investigated the scene of 3
vehicle crash that killed 1 person and sent 3 others to an area hospital.

Source: http://www.wfmz.com/news/news-regional-lehighvalley/5Syearold-killed-in-
i78-crash-identified/41666876

September 14, WEAU 13 Eau Claire — (Wisconsin) Milk tanker crashes near
Bloomer; driver ends up with minor injuries. Highway 40 in Chippewa County,
Wisconsin, was closed for more than 3 hours September 13 after a semi-truck
transporting milk overturned, spilling more than 1,000 gallons of milk across the
roadway. The driver was transported to an area hospital with minor injuries.

Source: http://www.weau.com/content/news/Milk-tanker-crashes-near-Bloomer-driver-
ends-up-with-minor-injuries-393437071.html

September 14, New Orleans Times-Picayune — (Louisiana) Driver pulled from
submerged 18-wheeler off 1-10, condition uncertain; 1-10 east closed. All eastbound
lanes and 1 westbound lane of Interstate 10 in New Orleans were closed for several
hours September 14 after a semi-truck veered off the road an into a nearby canal.
Source:

http://www.nola.com/traffic/index.ssf/2016/09/driver_extracted from_submerge.html

September 14, WTLV 12 Jacksonville — (Florida) 1-295 at Wilson northbound shut
down due to six vehicle crash. Northbound lanes of Interstate 295 in Jacksonville,
Florida, at Wilson Boulevard were closed for several hours September 14 following a
6-vehicle crash involving a semi-truck hauling 2,800 gallons of fuel. Four people were
sent to an area hospital.

Source: http://www.firstcoastnews.com/traffic/i-295-at-wilson-shut-in-both-directions-
due-to-accident/318855338

September 14, WXII 12 Winston-Salem — (North Carolina) Man killed in crash that
closed Highway 68 in Guilford County. Highway 68 near Oak Ridge, North Carolina,
was closed for several hours September 14 while crews worked to clear the wreckage
from a 3-vehicle crash that killed 1 person. The crash remains under investigation.
Source: http://www.wxiil2.com/news/1-dead-in-crash-that-closed-highway-68-in-
quilford-county/41666970

September 14, KOMO 4 Bellevue — (Washington) Wrong-way driver dies after multi-
car crash on Hwy. 18 near Covington. Highway 18 in Covington, Washington, was
closed for more than 3 hours while officials investigated a multi-vehicle crash that
injured 5 people and killed 1 driver.
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10.

Source: http://komonews.com/news/local/wrong-way-driver-dies-after-multi-car-crash-
on-hwy-18-near-covington

September 14, Lancaster News — (South Carolina) Pageland Highway wreck Kills
woman, injures two, closes road. Pageland Highway in Lancaster, South Carolina was
closed for several hours September 14 while officials investigated the scene of a 3-
vehicle crash that killed 1 person and injured 2 others.

Source: http://www.thelancasternews.com/content/pageland-highway-wreck-Kkills-
woman-injures-two-closes-road

Food and Agriculture Sector

11.

12.

13.

September 14, U.S. Food and Drug Administration — (Oregon; Washington; California)
New Seasons Market issues allergy alert on undeclared peanuts in Creamy
Almond Butter. New Seasons Market issued a voluntary recall September 13 for its
New Seasons Market Creamy Almond Butter products sold in 16-ounce packages due
misbranding and undeclared peanuts discovered during a routine stock rotation check.
No illnesses have been reported and the products were distributed to 19 New Seasons
locations Oregon, Washington, and California.

Source: http://www.fda.gov/Safety/Recalls/ucm520746.htm

September 14, U.S. Food and Drug Administration — (National) Drew’s, LLC issues
allergy alert on undeclared milk and egg in one lot of Field Day Organic Ranch
Dressing. Drew’s, LLC issued a voluntary recall September 14 for 1 lot of its Field
Day Organic Ranch Dressing products sold in 8-ounce packages due to misbranding
and undeclared milk and eggs after the company’s supplier, Field Day notified the firm
that the products contained an incorrect back label that failed to declare the presence of
milk and eggs. No illnesses have been reported and the products were distributed
nationwide.

Source: http://www.fda.gov/Safety/Recalls/ucm520835.htm

September 14, U.S. Department of Labor — (Pennsylvania) OSHA fines Pennsylvania
chicken processing company $317K for exposing workers to health and safety
hazards following employee amputation. The Occupational Safety and Health
Administration cited Birdsboro Kosher Farms Corporation with two willful and eight
serious safety and health violations September 2 following an incident where an
employee suffered an amputation while operating a mixing machine, prompting an
investigation at the Birdsboro, Pennsylvania facility which revealed that the company
failed to implement a system to protect workers from unexpected machine start-ups,
failed to implement a hearing conservation program, and failed to secure compressed
gas cylinders, among other violations. Proposed penalties total $317,477.

Source:

https://www.osha.gov/pls/oshaweb/owadisp.show_document?p_table=NEWS RELEA
SES&p id=33126
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Water and Wastewater Systems Sector

Nothing to report

Healthcare and Public Health Sector

14.

September 14, U.S. Food and Drug Administration — (National) Virtus
Pharmaceuticals Opco 11, LLC issues voluntary nationwide recall of Hyoscyamine
sulfate due to superpotent and subpotent results. Virtus Pharmaceuticals Opco I,
LLC issued a voluntary recall September 14 for 7 batches of its Hyoscyamine sulfate
products due to superpotent and subpotent test results. Three adverse reactions have
been reported and the products were shipped to distributors, hospitals, and retail
pharmacies nationwide and in Puerto Rico.

Source: http://www.fda.gov/Safety/Recalls/ucm520847.htm

Government Facilities Sector

15.

16.

17.

September 14, Tuolumne County Union Democrat — (California) Old Fire 50 percent
contained. Crews reached 50 percent containment September 14 of the roughly 150-
acre Old Fire burning in the Stanislaus National Forest in California, which threatens 5
structures.

Source: http://www.uniondemocrat.com/localnews/4659950-151/update-fire-25-
percent-contained?referrer=fpblob

September 14, Houston Chronicle — (Texas) Possible gas leak forces evacuation of
two HISD schools. Lawson Middle School and Grissom Elementary in Houston were
evacuated for about 3 hours September 14 after staff members detected a possible gas
leak. The cause of the potential leak remains under investigation.

Source: http://www.chron.com/news/houston-texas/article/Possible-gas-leak-forces-
evacuation-of-2-H1SD-9222109.php

September 14, WXIX 19 Newport — (Ohio) Amelia schools evacuated due to threat.
Amelia High School and Amelia Middle School in Batavia, Ohio, were evacuated and
closed for the remainder of the day September 14 after the high school received a
threat. Glen Este High School and Glen Este Middle in Cincinnati were placed on a
brief lockdown September 14 due to a threat that placed 5 other area schools on a 1
hour delay.

Source: http://www.fox19.com/story/33093026/amelia-schools-evacuated-due-to-threat

Emergency Services Sector

Nothing to report

Information Technology Sector

18.

September 15, SecurityWeek — (International) 6.6 million users affected by ClixSense
breach. ClixSense confirmed that the details of over 6.6 million users were stolen after
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hackers gained access to the company’s database server after accessing an old server
still connected to the database. ClixSense reported the vulnerable server has been shut
down and restored user balances, forum, and account names, and reset user passwords,
among other measures.

Source: http://www.securityweek.com/66-million-users-affected-clixsense-breach

19. September 14, Softpedia — (International) Sixth Linux DDoS trojan discovered in the
last 30 days. Dr. Web security researchers discovered a trojan affecting Linux
machines via the Shellshock vulnerability that launches 25 child processes that carry
out a distributed denial-of-service (DDoS) attack on a targeted device when the attacker
in control of the trojan botnet issues an attack command. Researchers stated the trojan
can start Transmission Control Protocol (TCP) floods, User Datagram Protocol (UDP)
floods, and Hypertext Transfer Protocol (HTTP) floods, as well as update itself,
terminate its process, and delete itself, among other capabilities.

Source: http://news.softpedia.com/news/sixth-linux-ddos-trojan-discovered-in-the-last-
30-days-508309.shtml

20. September 14, SecurityWeek — (International) Apple patches 7 flaws with release of
10S 10. Apple Inc., released version 10 of its operating system (iOS), Xcode version 8,
and watchOS version 3 patching a total of seven vulnerabilities, including a flaw in i0OS
that can be exploited by a man-in-the-middle (MitM) attacker to prevent a device from
receiving updates, an information disclosure vulnerability in iOS and watchOS that can
be exploited by malicious applications to access an user’s location data, and a flaw in
Xcode that could allow a local attacker to execute arbitrary code or crash an
application, among other flaws.

Source: http://www.securityweek.com/apple-patches-7-flaws-release-ios-10

Internet Alert Dashboard

To report cyber infrastructure incidents or to request information, please contact US-CERT at soc@us-cert.gov or
visit their Web site: http://www.us-cert.gov

Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and
Analysis Center) Web site: http://www.it-isac.org

Communications Sector

Nothing to report

Commercial Facilities Sector

21. September 15, WGCL 46 Atlanta — (Georgia) 2-alarm fire forces evacuation at
Atlanta apartment complex. The Ansley Forest Apartments complex in Atlanta was
destroyed September 14 following a 2-alarm fire that displaced 40 residents. Officials
believe the fire started when a resident failed to fully put out a cigarette and no injuries
were reported.

Source: http://www.wtvm.com/story/33098837/2-alarm-fire-forces-evacuation-at-
atlanta-apartment-complex
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22. September 14, Morris County Daily Record — (New Jersey) Chlorine fumes evacuate
Parsippany building. Up to 100 people were evacuated from a 3-story office building
in Parsippany, New Jersey, for 4 hours September 14 following a chlorine leak in the
pump room of a nearby parking garage that serviced a water fountain. HAZMAT crews
contained the leak and no injuries were reported.

Source: http://www.dailyrecord.com/story/news/2016/09/14/chlorine-fumes-evacuate-
parsippany-building/90354072/

Dams Sector

Nothing to report
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About the reports - The DHS Daily Open Source Infrastructure Report is a daily [Monday
through Friday] summary of open-source published information concerning significant critical
infrastructure issues. The DHS Daily Open Source Infrastructure Report is archived for 10 days on
the Department of Homeland Security Web site: http://www.dhs.gov/IPDailyReport

Contact Information

Content and Suggestions: Send mail to cikr.productfeedback@hg.dhs.gov or contact the DHS
Daily Report Team at (703) 942-8590

Subscribe to the Distribution List: Visit the DHS Daily Open Source Infrastructure Report and follow
instructions to Get e-mail updates when this information changes.

Removal from Distribution List: Send mail to support@govdelivery.com.

Contact DHS

To report physical infrastructure incidents or to request information, please contact the National Infrastructure
Coordinating Center at nicc@hqg.dhs.gov or (202) 282-9201.

To report cyber infrastructure incidents or to request information, please contact US-CERT at soc@us-cert.gov or visit
their Web page at www.us-cert.gov.
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restrictions. DHS provides no warranty of ownership of the copyright, or accuracy with respect to the original source
material.
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