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Top Stories

o Fiat Chrysler Automobiles issued a recall September 15 for 1.4 million of its model years
2010 - 2014 vehicles in select makes due to faulty airbags and seatbelt pretensioners that
may not deploy in the event of a crash — TheCarConnection.com (See item 3)

e A Queens, New York resident was convicted September 14 after authorities discovered
over 100 counterfeit Visa gift cards with the account numbers of customers from dozens of
banks nationwide in his and co-conspirators’ possession in 2014. — U.S. Attorney’s Office,
Middle District of Pennsylvania (See item 5)

o Crews worked for nearly 2 hours September 14 to clear a blockage in a sewage pump that
caused between 10,000 and 100,000 gallons of sewage to spill into Black Warrior River in
Northport, Alabama. - WVTM 13 Birmingham (See item 14)

« Officials from University Gastroenterology (UGI) in Rhode Island announced September
15 that about 14,000 patients’ personal information may have been compromised after a
July 2016 data breach. — WJAR 10 Providence (See item 16)
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Enerqy Sector

Seeitem 1

Chemical Industry Sector

Nothing to report

Nuclear Reactors, Materials, and Waste Sector

Nothing to report

Critical Manufacturing Sector

1. September 16, Help Net Security — (International) 10T Village uncovers 47 security
vulnerabilities across 23 devices. Security researchers at the internet of things (10T)
Village in Las Vegas reported that more than 47 vulnerabilities were plaguing 23
different devices used in home security and municipal power facilities, including a flaw
that could allow an attacker to shut down a small to mid-sized power generation facility
by accessing the vulnerability in Tigro Energy’s solar panels, as well as vulnerabilities
affecting August smart locks where anyone signed in a guest via a user’s smart lock
system could enter a victim’s home without authorization, among other vulnerabilities.
Source: https://www.helpnetsecurity.com/2016/09/16/iot-village-def-con/

2. September 15, U.S. Consumer Product Safety Commission — (National) Polaris recalls
Ranger recreational off-highway vehicles due to fire and burn hazards. Polaris
Industries issued a recall September 15 for about 42,500 of its model year 2014 Polaris
Ranger XP 900, XP 900 EPS, and CREW 900 recreational off-highway vehicles
(ROVs) sold in the U.S. due to fire and burn hazards after it was discovered the heat
shields can fall off the vehicle. Polaris has received 36 reports of the ROVs overheating
and catching fire.

Source: http://www.cpsc.gov/en/Recalls/2016/Polaris-Recalls-Ranger-Recreational-
Off-Highway-
Vehicles/?utm_source=feedly&utm_medium=rss&utm_campaign=Recalls+RSS

3. September 15, TheCarConnection.com — (International) 1.9 million Jeep, Dodge, and
Chrysler vehicles recalled for airbag problem. Fiat Chrysler Automobiles issued a
recall September 15 for 1.4 million of its model years 2010 — 2014 vehicles in select
makes equipped with specific front impact sensors and occupant restraint control
modules sold in the U.S. due to a problem affecting the vehicles’ airbags and seatbelts
where the airbags and seatbelt pretensioners may not deploy in the event of a crash,
thereby increasing the risk of injury. The recall also affects 142,959 vehicles sold in
Canada, 81,901 in Mexico, and 284,051 elsewhere.

Source: http://www.thecarconnection.com/news/1106148 1-9-million-jeep-dodge-and-
chrysler-vehicles-recalled-for-airbag-problem

4. September 15, TheCarConnection.com — (National) 2016 Hyundai Tucson recalled
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for software problem: 41,000 U.S. vehicles affected. Hyundai Motor Company
issued a recall September 15 for 41,000 of its model year 2016 Hyundai Tucson
vehicles equipped with a 7-speed EcoShift Dual Clutch Transmission sold in the U.S.
due to a software problem in the transmission control module, supplied by Dymos
Incorporated, which could disable the vehicle’s acceleration when exposed to warm
temperatures, thereby increasing the risk of an accident.

Source: http://www.thecarconnection.com/news/1106130 2016-hyundai-tucson-
recalled-for-software-problem-41000-u-s-vehicles-affected

Defense Industrial Base Sector

Nothing to report

Financial Services Sector

5. September 15, U.S. Attorney’s Office, Middle District of Pennsylvania — (National)
New York man convicted in federal court for his role in counterfeit gift card
shopping spree. A Queens, New York resident was convicted September 14 of Federal
charges after authorities discovered over 100 counterfeit Visa gift cards with the
account numbers of customers from dozens of banks nationwide in his and co-
conspirators’ possession in 2014. Officials stated the group attempted to or made
purchases at more than 6 Pennsylvania stores using the fraudulent cards.

Source: https://www.justice.gov/usao-mdpa/pr/new-york-man-convicted-federal-court-
his-role-counterfeit-gift-card-shopping-spree

For additional stories, see items 21 and 22

Transportation Systems Sector

6. September 16, KPRC 2 Houston— (Texas) Wrong-way driver Kills one in fiery crash
on Highway 225, police say. Highway 225 in Houston, Texas, was closed for nearly 5
hours September 16 while crews worked to clear the wreckage following a head-on
collision that killed 1 person and sent another to an area hospital with injuries.

Source: http://www.click2houston.com/news/deadly-crash-shuts-down-225-in-both-
directions

7. September 16, Hagerstown Herald-Mail — (Maryland) Tractor-trailer driver injured
in 1-70 crash near Big Pool. Interstate 70 westbound near Big Pool, Maryland, was
reduced to 1 lane for several hours September 13 while crews work clear the wreckage
after a semi-truck lost control and crashed into a patch of trees. The driver was taken to
an area hospital.

Source: http://www.heraldmailmedia.com/news/breaking/tractor-trailer-driver-injured-
in-i--crash-near-big/article_c9269c0c-7a7d-11e6-bac9-2bb5ff279e39.html

8. September 15, Athens Banner-Herald — (Georgia) Bishop trucker killed in two-truck
crash in Oconee County on Highway 441. U.S. Highway 441 near Tappan Spur Road
in Oconee County, Georgia, was closed for approximately 6 hours September 15 while
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Georgia State Patrol investigated the scene after 2 semi-trucks collided, killing 1
person.

Source: http://onlineathens.com/mobile/2016-09-15/bishop-trucker-killed-two-truck-
crash-oconee-county-highway-441#

9. September 15, KTXL 40 Sacramento — (California) Traffic diverted in Folsom due to
deadly head-on collision. Scott Road in Folsom, California, was closed for several
hours September 15 while officials investigated the scene of a 3-vehicle crash that
killed 1 driver and sent another to an area hospital with moderate injuries.

Source: http://fox40.com/2016/09/15/traffic-diverted-in-folsom-due-to-deadly-head-on-
collision/

Food and Agriculture Sector

10. September 15, U.S. Food and Drug Administration — (New York; New Jersey) SM
Fish Corp recalls select Ossie’s ready to eat salads because of possible health risk.
SM Fish Corp. issued a voluntary recall September 15 for its Ossie’s brand ready-to-eat
salads products sold in 19 variations due to potential Listeria monocytogenes
contamination after Federal inspections and sampling activities revealed the presence
of Listeria in multiple areas of the company’s facility. No illnesses have been reported
and the products were sold at the company’s retail stores in New York and New Jersey.
Source: http://www.fda.gov/Safety/Recalls/ucm520911.htm

11. September 15, WXYZ 7 Detroit — (Michigan) Fire shuts down operations at Kars
Nuts plant in Madison Heights. Operations were suspended at the Kar’s Nuts plant in
Madison Heights, Michigan, until further notice September 15 following a fire that
forced the evacuation of over 60 employees. Authorities were working to assess the
damage.

Source: http://www.wxyz.com/news/region/oakland-county/fire-shuts-down-
operations-at-kars-nuts-plant-in-madison-heights

12. September 13, Kennewick Tri-City Herald — (Washington) Fire shuts down Tyson
plant in Wallula. The Tyson Foods plant in Wallula, Washington, was shut down until
at least September 14 following a large grease fire in the animal rendering area of the
facility September 13 that damaged the roof of the plant and prompted officials to shut
off gas and electricity in most of the building. No injuries were reported.

Source: http://www.tri-cityherald.com/news/local/article101536887.html

Water and Wastewater Systems Sector

13. September 15, Youngstown Vindicator — (Ohio) Power outage shut off water for
customers on the East Side. A power outage in Youngstown, Ohio, knocked out
power to the Youngstown Water Department pump station September 15, prompting
officials to issue a 2-day boil water advisory for residents on the east side of
Youngstown.

Source: http://www.vindy.com/news/2016/sep/15/power-outage-shut-water-customers-
east-side/?newswatch
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14.

15.

September 15, WVTM 13 Birmingham- (Alabama) Diapers, rags blamed for sewage
pump blockage. Crews worked for nearly 2 hours September 14 to clear a blockage in
a sewage pump that caused between 10,000 and 100,000 gallons of sewage to spill into
Black Warrior River in Northport, Alabama. Officials advised people to avoid contact
with the water.

Source: http://www.wvtm13.com/news/diapers-rags-blamed-for-sewage-pump-
blockage/41688278

September 15, WCHL 97.9 FM Chapel Hill — (North Carolina) 2,300 gallons of
wastewater overflow in Chapel Hill. Orange Water and Sewer Authority (OWASA)
crews worked September 14 to clear nearly 2,300 gallons of untreated wastewater that
overflowed from a sewer on Eastowne Drive near Providence Road in Chapel Hill,
North Carolina, an area that drains to Booker Creek, after a contractor damaged the
sewer. OWASA crews flushed the spill area with water.

Source: http://chapelboro.com/news/safety/2300-gallons-of-wastewater-overflow-in-

chapel-hill

Healthcare and Public Health Sector

16.

September 15, WJAR 10 Providence — (Rhode Island) Information compromised for
14,000 patients of University Gastroenterology. Officials from University
Gastroenterology (UGI) in Rhode Island announced September 15 that about 14,000
patients’ personal information, including names, birth dates, and Social Security
numbers may have been compromised after a July 2016 data breach where an attacker
hacked UGI’s computer system and encrypted a file containing the information.
Source: http://turnto10.com/i-team/consumer-advocate/nbc-10-i-team-information-
compromised-for-14000-patients-of-university-gastroenterology

Government Facilities Sector

17.

18.

September 15, Lansing State Journal — (Michigan) Power outage forces early school
closings in Haslett. Haslett High School and Haslett Middle School in Haslett,
Michigan, were dismissed several hours early September 15 following a power outage
that knocked out power to both schools’ kitchens and left 206 Consumers Energy
customers without power due to a problem in an underground line.

Source: http://www.lansingstatejournal.com/story/news/local/2016/09/15/power-
outage-forces-early-school-closings-haslett/90404834/

September 15, Milwaukee Journal Sentinel — (Wisconsin) 2 accused in $3 million food
assistance fraud. An Oak Creek, Wisconsin resident and her son were charged in an
indictment released September 14 for their roles in a $3 million fraudulent U.S.
Department of Agriculture Supplemental Nutrition Assistance Program (SNAP)
scheme operated through the Family Super Saver store in Milwaukee, Wisconsin,
where the duo used the business to exchange customers’ SNAP benefit cards for cash
and redeemed the benefits with the U.S. Department of Agriculture for more money
than the customers received from 2009 — 2014.

Source: http://www.jsonline.com/story/news/local/milwaukee/2016/09/15/mother-son-
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Emergency Services Sector

19. September 15, KREM 2 Spokane — (Washington) Spokane Co. radio dispatch goes
down for several hours. Authorities are investigating the cause of a radio dispatch
system outage that left emergency crews in Spokane County, Washington, unable to
communicate with each other for about 3 hours September 15. Officials rebooted the
system and stated 9-1-1 calls at the dispatch center were not affected during the outage.
Source: http://www.nwcn.com/news/local/spokane-county/spokane-co-radio-dispatch-
goes-down-for-several-hours/319221723

Information Technology Sector

20. September 15, SecurityWeek — (International) SAP patches serious flaws in database
management product. SAP released a security update resolving 19 vulnerabilities,
including a denial-of-service (DoS) flaw in Business Objects Bl Launchpad,
information disclosure bugs, cross-site scripting (XSS) issues, and Structured Query
Language (SQL) injection issues that could allow an attacker to create and execute a
stored procedure with SQL commands, thereby enabling the attacker to elevate their
privileges, modify database objects, or execute commands without authorization.
Source: http://www.securityweek.com/sap-patches-serious-flaws-database-
management-product

Internet Alert Dashboard

To report cyber infrastructure incidents or to request information, please contact US-CERT at soc@us-cert.gov or
visit their Web site: http://www.us-cert.gov

Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and
Analysis Center) Web site: http://www.it-isac.org

Communications Sector

See item 19

Commercial Facilities Sector

21. September 15, WBAY 2 Green Bay; WKOW 27 Madison; WISN 12 Milwaukee —
(Wisconsin) Two arrested in connection to credit card skimmer ring. Two Florida
residents were arrested at an Open Pantry gas station in Brookfield, Wisconsin,
September 14 for their roles in a credit card skimming scheme where the group
allegedly installed internal skimming devices on about 15 pumps at gas stations across
Wisconsin since August after the duo stole a master key to the pumps. Officials stated
the locks on all the affected pumps have been replaced.

Source: http://wbay.com/2016/09/15/report-two-arrested-in-connection-to-credit-card-

skimmer-ring/
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22. September 14, New York Daily News — (New York) Stolen credit card info used for
$400G in purchases at Bloomingdale’s, three arrested including employee. A
former employee at Bloomingdale’s in New York and 2 co-conspirators were charged
September 14 after the trio allegedly stole customers’ credit card information and made
at least 40 fraudulent purchases at the department store totaling $400,000.

Source: http://www.nydailynews.com/new-york/nyc-crime/arrested-400g-
bloomingdale-credit-card-scam-article-1.2792942

Dams Sector

23. September 15, Price Sun Advocate — (Utah) Scofield Dam to close gates for needed
repairs. The Carbon Water Conservancy District announced the week of September 12
that the operators of the Scofield Dam in Carbon County, Utah, will shut off the water
from the Scofield Reservoir in October in order to complete $500,000 in repairs led by
the U.S. Bureau of Reclamation. The renovations include replacing the dam’s crib wall,
replacing concrete over the outlet and spillway wall, and installing a walkway to the
upstream staff gauge, among other improvements.

Source: http://www.sunad.com/news/2016/09/scofield-dam-close-gates-needed-repairs/
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About the reports - The DHS Daily Open Source Infrastructure Report is a daily [Monday
through Friday] summary of open-source published information concerning significant critical
infrastructure issues. The DHS Daily Open Source Infrastructure Report is archived for 10 days on
the Department of Homeland Security Web site: http://www.dhs.gov/IPDailyReport

Contact Information

Content and Suggestions: Send mail to cikr.productfeedback@hg.dhs.gov or contact the DHS
Daily Report Team at (703) 942-8590

Subscribe to the Distribution List: Visit the DHS Daily Open Source Infrastructure Report and follow
instructions to Get e-mail updates when this information changes.

Removal from Distribution List: Send mail to support@govdelivery.com.

Contact DHS

To report physical infrastructure incidents or to request information, please contact the National Infrastructure
Coordinating Center at nicc@hqg.dhs.gov or (202) 282-9201.

To report cyber infrastructure incidents or to request information, please contact US-CERT at soc@us-cert.gov or visit
their Web page at www.us-cert.gov.

Department of Homeland Security Disclaimer

The DHS Daily Open Source Infrastructure Report is a non-commercial publication intended to educate and inform
personnel engaged in infrastructure protection. Further reproduction or redistribution is subject to original copyright
restrictions. DHS provides no warranty of ownership of the copyright, or accuracy with respect to the original source
material.



http://www.dhs.gov/IPDailyReport
mailto:cikr.productfeedback@hq.dhs.gov
http://www.dhs.gov/files/programs/editorial_0542.shtm
https://public.govdelivery.com/accounts/USDHS/subscriber/new?topic_id=USDHS_73
mailto:support@govdelivery.com
mailto:nicc@hq.dhs.gov
mailto:soc@us-cert.gov
http://www.us-cert.gov/
http://www.dhs.gov/alerts

	Daily Open Source Infrastructure Report 19 September 2016
	Top Stories
	Fast Jump Menu

	Energy Sector
	Chemical Industry Sector
	Nuclear Reactors, Materials, and Waste Sector
	Critical Manufacturing Sector
	Defense Industrial Base Sector
	Financial Services Sector
	Transportation Systems Sector
	Food and Agriculture Sector
	Water and Wastewater Systems Sector
	Healthcare and Public Health Sector
	Government Facilities Sector
	Emergency Services Sector
	Information Technology Sector
	Internet Alert Dashboard

	Communications Sector
	Commercial Facilities Sector
	Dams Sector

	SERVICE INDUSTRIES
	PRODUCTION INDUSTRIES
	FEDERAL and STATE
	SUSTENANCE and HEALTH 
	Department of Homeland Security (DHS)  DHS Daily Open Source Infrastructure Report Contact Information
	About the reports - The DHS Daily Open Source Infrastructure Report is a daily [Monday through Friday] summary of open-source published information concerning significant critical infrastructure issues. The DHS Daily Open Source Infrastructure Report...
	Contact Information
	Contact DHS
	Department of Homeland Security Disclaimer


