e Homeland
<77 Security

Daily Open Source Infrastructure Report

22 September 2016

Top Stories

Four North Texas residents were convicted September 20 for their roles in a $16 million
money laundering scheme where the group facilitated the transmission of profits obtained
from the distribution of drugs via wire transfers to Michoacan, Mexico. — U.S. Attorney’s
Office, Eastern District of Texas (See item 3)

Crews completed repairs to a 24-inch sewer main break in Indian Harbour Beach, Florida,
that leaked up to 750,000 gallons of sewage September 20. — Florida Today (See item 13)

Charlotte, North Carolina officials reported September 21 that at least 16 police officers
were hospitalized following a protest over a fatal police shooting in a University City
apartment complex September 20. — Charlotte Observer (See item 17)

The Shadowserver Foundation reported September 21 that more than 840,000 Cisco
devices worldwide were affected by a vulnerability in Cisco’s 10S, 10S XE, and 10S XR
software Internet Key Exchange version 1 packet processing code that can be remotely
exploited to access potentially sensitive memory content. — SecurityWeek (See item 19)
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Energy Sector

Nothing to report

Chemical Industry Sector

Nothing to report

Nuclear Reactors, Materials, and Waste Sector

Nothing to report

Critical Manufacturing Sector

Nothing to report

Defense Industrial Base Sector

Nothing to report

Financial Services Sector

1. September 21, Softpedia — (International) Security bug lets hackers steal Monero,
today’s 2nd most popular cryptocurrency. A security researcher at MWR Labs
discovered that Monero’s Simplewallet tool was plagued with a cross-site request
forgery (CSRF) flaw that can be exploited to empty a user's Simplewallet and
potentially initiate the command and transfer of the user’s funds after an attacker issued
malicious commands to a Remote Procedure Call (RPC) service on port 18082 using
maliciously crafted JavaScript code. Monero stated it was working to develop a
Simplewallet user interface without the vulnerable RPC service.

Source: http://news.softpedia.com/news/security-bug-lets-hackers-steal-monero-today-
s-2nd-most-popular-cryptocurrency-508506.shtml

2. September 20, U.S. Attorney’s Office, Northern District of Oklahoma — (Oklahoma)
Federal jury finds a serial bank robber guilty of three counts of bank robbery. The
U.S. District Court for the Northern District of Oklahoma convicted an individual
September 20 for his role in 3 bank robberies in Tulsa and Fairfax, Oklahoma, in June
2016.

Source: https://www.justice.gov/usao-ndok/pr/federal-jury-finds-serial-bank-robber-
guilty-three-counts-bank-robbery

3. September 20, U.S. Attorney’s Office, Eastern District of Texas — (International) North
Texas business owners guilty in money laundering scheme. Four North Texas
residents were convicted September 20 for their roles in a more than $16 million
money laundering scheme from June 2013 — October 2015 where the group, who
owned and operated money services business (MSBs), used their authority as
authorized agents of over 8 international money transfer companies to facilitate the
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transmission of profits obtained from the distribution of drugs through wire transfers to
Michoacan, Mexico. The charges state that the MSBs charged wire transaction fees and
structured the wires in amounts under $1,000, in addition to using fabricated sender
information to circumvent financial reporting requirements and hide the ownership and
source of the illegal profits.

Source: https://www.justice.gov/usao-edtx/pr/north-texas-business-owners-guilty-
money-laundering-scheme

Transportation Systems Sector

4.

September 21, WSAZ 3 Huntington — (Ohio) Route 35 WB reopens; one EB lane still
closed. All westbound lanes of Route 35 in Jackson County, Ohio, were closed for
more than 24 hours September 19 — September 20, while 1 eastbound lane remained
closed September 21 as HAZMAT crews worked to clear the scene after a semi-truck
transporting chemicals overturned. Officials stated no chemicals were spilled and one
person was transported to an area hospital with injuries.

Source: http://www.wsaz.com/content/news/Both-directions-of-Route-35-closed-in-
Jackson-County-Ohio-after-crash--394085031.html

September 20, WKBN 27 Youngstown— (Ohio) Sanitation worker dies after being
struck by truck in Ellsworth. State Route 45 between U.S. 224 and Palmyra Road in
Ellsworth Township, Ohio, was closed for several hours September 20 while officials
investigated after a pedestrian was fatally struck by a semi-truck.

Source: http://wkbn.com/2016/09/20/sanitation-worker-struck-by-truck-in-ellsworth/

September 20, AL.com — (Alabama) Highway 95 in Helena closed due to dump truck

accident, expect delays. Highway 95 near Dearing Downs in Helena, Alabama, was

closed for several hours September 20 while crews cleared the scene after a semi-truck

overturned and spilled its load on the roadway.

Source:

http://www.al.com/news/birmingham/index.ssf/2016/09/highway 95 in_helena_closed
du.html

September 20, KDVR 31 Denver — (Colorado) Overturned tanker closes Diagonal
Highway in Boulder County. All northbound lanes of Highway 119 near Boulder,
Colorado, were closed for several hours September 20 while crews worked to clear the
scene after a tanker truck carrying an oil product overturned. The cause of the crash
remains under investigation.

Source: http://kdvr.com/2016/09/20/overturned-tanker-closes-highway-119-in-boulder-

county/

September 20, Palm Springs Desert Sun — (California) Eastbound 1-10 open following
big rig crash. All eastbound lanes of Interstate 10 in Cabazon, California, were closed
for several hours September 20 while crews worked to clear the wreckage from a 2-
vehicle accident involving a semi-truck that spilled fuel on the roadway. No injuries
were reported.

Source: http://www.desertsun.com/story/news/traffic/2016/09/20/cabazon-interstate-
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Food and Aagriculture Sector

9.

10.

11.

12.

September 20, U.S. Food and Drug Administration — (National) Apple Tree Goat
Dairy recalls four goat cheeses because of possible health risk. Apple Tree Goat
Dairy issued a recall September 20 for its Feta Cheese, Gouda, pasteurized Chevre, and
French Herb Chevre cheese products after samples of the products tested positive for
Listeria monocytogenes during a routine sampling program. No illnesses have been
reported and the products were distributed though Lancaster Farm Fresh Cooperative
locations in four States and Washington, D.C.

Source: http://www.fda.gov/Safety/Recalls/ucm521592.htm

September 20, U.S. Department of Agriculture — (Colorado; Oklahoma) Speedy Foods
recalls chicken spring rolls due to misbranding and undeclared allergens. Speedy
Foods, LLC issued a recall September 20 for approximately 920 pounds of its “Whole
Fresh Foods Southwest Chicken Spring Rolls” products sold in 75-ounce packages due
to misbranding and undeclared egg discovered during routine label verification
activities. There have been no confirmed reports of adverse reactions and the products
were shipped to distributors in Colorado and Oklahoma.

Source: http://www.fsis.usda.gov/wps/portal/fsis/topics/recalls-and-public-health-
alerts/recall-case-archive/archive/2016/recall-084-2016-release

September 20, WJAR 10 Providence — (Massachusetts) USDA declares natural
disaster in Massachusetts. The U.S. Department of Agriculture (USDA) declared 11
counties in Massachusetts primary natural disaster areas, and designated 3 others as
contiguous natural disaster areas September 19 due to significant crop losses caused by
frost and freeze from February — May 2016. Officials stated the 11 counties designated
as natural disaster areas are eligible for the USDA’s Livestock Forage Disaster
Program to receive compensation for grazing losses on pasture land due to the ongoing
draught in the region.

Source: http://turnto10.com/news/local/usda-declares-natural-disaster-in-massachusetts

September 20, U.S. Department of Labor — (Mississippi) OSHA cites Koch Foods of
Mississippi after severe worker injuries. The Occupational Safety and Health
Administration cited Koch Foods of Mississippi LLC with 9 serious safety violations
September 16 following 2 incidences in March and April 2016 where employees
suffered injuries while working at the Morton, Mississippi facility, prompting an
investigation which revealed the company failed to install machine guards on
equipment, failed to protect employees from fall hazards, and failed to provide standard
railings on stairways, among other violations. Proposed penalties total $88,632.
Source:

https://www.osha.gov/pls/oshaweb/owadisp.show_document?p_table=NEWS RELEA
SES&p 1d=33147
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Water and Wastewater Systems Sector

13. September 21, Florida Today — (Florida) Beachside sewage leak repaired; normal
water usage OK’d. Officials from the Brevard County Emergency Management office
in Florida reported September 21 that crews completed repairs to a 24-inch sewer main
break in Indian Harbour Beach that leaked up to 750,000 gallons of sewage into storm
drains that flow into the Oars and Paddle Park canal areas, Sea Park Pond, and lift
station overflow ponds September 20. County officials stated affected residents in
Indian Harbour Beach and Satellite Beach were allowed to resume normal water usage.
Source: http://www.floridatoday.com/story/news/local/environment/2016/09/20/water-
use-advisory-issued-after-sewer-main-break/90731246/

Healthcare and Public Health Sector

14. September 20, Omaha World-Herald — (Nebraska) About 350 evacuated from
Nebraska Med Center building after painting chemicals cause breathing, eye
irritation. About 350 staff members and patients were evacuated from a Nebraska
Medical Center facility in Omaha, Nebraska, for several hours September 20 after
chemicals and sealant being used to paint a nearby parking garage gave off an irritating
odor. One person was taken to a nearby hospital and up to four others suffered eye and
throat irritation.

Source: http://www.omaha.com/news/metro/chemical-spill-disrupts-operations-at-med-
center/article_bd4b5342-7f45-11e6-a416-87d249690597.html

Government Facilities Sector

15. September 21, Lompoc Record — (California) Canyon fire scorches over 12,000 acres,
45-percent contained. About 1,056 firefighters reached 45 percent containment
September 20 of the more than 12,000-acre Canyon Fire burning at the Vandenberg Air
Force Base in Santa Barbara County, California.

Source: http://lompocrecord.com/news/local/canyon-fire-scorches-over-acres--percent-
contained/article_1¢38f204-29¢9-5b58-8d54-dba850c96e9f.html

16. September 20, WWTV 9 Cadillac/WWUP 10 Sault Ste. Marie — (Michigan) Grand
Traverse Academy evacuated after finding threatening note in classroom closet.
The Grand Traverse Academy in Traverse City, Michigan, was evacuated and
dismissed September 20 after a written bomb threat was found in a classroom closet.
The incident remains under investigation.

Source: http://www.9and10news.com/story/33138055/grand-traverse-academy-
evacuated-after-finding-threatening-note-in-classroom-closet

Emergency Services Sector

17. September 21, Charlotte Observer — (North Carolina) Charlotte faces aftermath of
protests ignited by fatal police shooting; 16 officers injured. Charlotte, North
Carolina officials reported September 21 that at least 16 police officers were
hospitalized following a protest over a fatal police shooting in a University City
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apartment complex in Charlotte September 20. Officials stated motorists on Interstate
85 were also injured when protestors threw debris from an interstate overpass onto the
roadway.

Source: http://www.charlotteobserver.com/news/local/crime/article103009432.html

Information Technology Sector

18. September 21, SecurityWeek — (International) MacOS 10.12 patches over 60
vulnerabilities. Apple Inc., released the final version of its Mac operating system (OS)
Sierra 10.12 resolving at least 65 vulnerabilities, including 16 flaws in the
“apache_mod_php” module that could lead to arbitrary code execution or unexpected
application termination, as well as denial-of-service issues and arbitrary code execution
flaws in Apple’s implementation of Apache, Audio, and Bluetooth, among other
components. Apple also released Safari 10, macOS Server 5.2, and iCloud for
Windows 6.0 patching a flaw in WebKit that could lead to arbitrary code execution
when a device is processing specially crafted Web content, among other vulnerabilities.
Source: http://www.securityweek.com/macos-1012-patches-over-60-vulnerabilities

19. September 21, SecurityWeek — (International) Over 840,000 Cisco devices affected by
NSA-linked flaw. The Shadowserver Foundation reported that as of September 21,
more than 840,000 Cisco devices, including 255,000 in the U.S. were found to be
affected by the vulnerability in Cisco’s 10S, 10S XE, 10S XR software Internet Key
Exchange version 1 (IKEv1) packet processing code that can be exploited by a remote,
unauthenticated attacker to access memory content potentially containing sensitive
information, which was originally discovered following the Shadow Brokers leak.
Source: http://www.securityweek.com/over-840000-cisco-devices-affected-nsa-linked-
flaw

For another story see item 1

Internet Alert Dashboard

To report cyber infrastructure incidents or to request information, please contact US-CERT at soc@us-cert.gov or
visit their Web site: http://www.us-cert.gov

Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and
Analysis Center) Web site: http://www.it-isac.org

Communications Sector

Nothing to report

Commercial Facilities Sector

20. September 21, KXAS 5 Fort Worth — (Texas) 6-alarm Dallas hotel fire caused by
electrical short: Officials. More than 120 firefighters responded to a 6-alarm fire at
The Grand Hotel in Dallas September 20 that sent 1 person to an area hospital after the
blaze reportedly began due to an accidental electrical short. The American Red Cross
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was assisting those displaced by the fire.
Source: http://www.nbcdfw.com/news/local/3-Alarm-Fire-at-a-Dallas-Hotel-
394206561.html

Dams Sector

Nothing to report
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Department of Homeland Security (DHS)
DHS Daily Open Source Infrastructure Report Contact Information

About the reports - The DHS Daily Open Source Infrastructure Report is a daily [Monday
through Friday] summary of open-source published information concerning significant critical
infrastructure issues. The DHS Daily Open Source Infrastructure Report is archived for 10 days on
the Department of Homeland Security Web site: http://www.dhs.gov/IPDailyReport

Contact Information

Content and Suggestions: Send mail to cikr.productfeedback@hq.dhs.gov or contact the DHS
Daily Report Team at (703) 942-8590

Subscribe to the Distribution List: Visit the DHS Daily Open Source Infrastructure Report and follow
instructions to Get e-mail updates when this information changes.

Removal from Distribution List: Send mail to support@govdelivery.com.

Contact DHS
To report physical infrastructure incidents or to request information, please contact the National Infrastructure
Coordinating Center at nicc@hq.dhs.gov or (202) 282-9201.

To report cyber infrastructure incidents or to request information, please contact US-CERT at soc@us-cert.gov or visit
their Web page at www.us-cert.qov.

Department of Homeland Security Disclaimer
The DHS Daily Open Source Infrastructure Report is a non-commercial publication intended to educate and inform
personnel engaged in infrastructure protection. Further reproduction or redistribution is subject to original copyright

restrictions. DHS provides no warranty of ownership of the copyright, or accuracy with respect to the original source
material.
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