
 - 1 - 

 

Daily Open Source Infrastructure Report 
23 September 2016 

 
Top Stories 

• Nearly 1.5 million people in Puerto Rico lost power September 21 following a large fire at 
an Electric Power Authority electrical plant. – USA Today; Associated Press (See item 1)  
 

• Colonial Pipeline officials restarted the flow of gasoline through Line 1 in Shelby County, 
Alabama, September 21 after the pipeline was shutdown September 9 when more than 
300,000 gallons of gasoline leaked from the pipe. – WBRC 6 Birmingham (See item 2)  

 

• A Weston, Connecticut resident pleaded guilty September 21 to concealing over $1.5 
million in income from the U.S. Internal Revenue Service after he and co-conspirators 
allegedly hid profits from alcohol and tobacco sales in an undeclared bank account in 
Panama from 2006 – 2012. – U.S. Attorney’s Office, District of New Jersey (See item 4)  

 

• Five people were indicted on Federal charges September 21 for allegedly conspiring to 
steal more than $20 million from Eden Prairie, Minnesota-based Starkey Laboratories, Inc. 
between 2006 and 2015. – U.S. Attorney’s Office, District of Minnesota (See item 13)  
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Energy Sector 

1. September 22, USA Today; Associated Press – (Puerto Rico) Most of Puerto Rico still 
in the dark after power plant fire. Nearly 1.5 million people in Puerto Rico lost 
power September 21 following a large fire at an Electric Power Authority electrical 
plant that prompted officials to shut off power for the entire island as a precaution and 
close all of the island’s schools September 22. Officials were working to restore power 
and the cause of the fire remains under investigation.   
Source: http://www.usatoday.com/story/news/2016/09/22/puerto-rico-power-outage-
electricity-plant/90823454/  
 

2. September 21, WBRC 6 Birmingham – (Alabama) Colonial Pipeline restarts flow of 
gasoline in Line 1. Colonial Pipeline officials restarted the flow of gasoline through 
Line 1 in Shelby County, Alabama, September 21 after the pipeline was shutdown 
September 9 when more than 300,000 gallons of gasoline leaked from the pipe. 
Colonial Pipeline officials stated it may take several days for the fuel supply to return 
to normal.  
Source: http://www.ksla.com/story/33153215/colonial-pipeline-restarts-flow-of-
gasoline-in-line-1  

 
 For another story, see item 5 

 
Chemical Industry Sector 

 Nothing to report   
 
Nuclear Reactors, Materials, and Waste Sector 

 Nothing to report   
 
Critical Manufacturing Sector 

 Nothing to report 
 
Defense Industrial Base Sector 

Nothing to report 
 
Financial Services Sector 

3. September 22, WTMJ 4 Milwaukee – (Wisconsin) Card skimmers found at 3 
Kenosha ATMs. Wisconsin authorities are searching September 21 for 2 men 
suspected of installing credit card skimmers on ATMS at 3 banks in Kenosha, 
including a North Shore Bank branch and 2 TruStone Financial Federal Credit Union 
locations. Officials stated the duo also allegedly installed cameras on the ATMs in 
order to read bank customers’ PIN numbers. 
Source: http://www.tmj4.com/news/local-news/card-skimmers-found-at-3-kenosha-

http://www.usatoday.com/story/news/2016/09/22/puerto-rico-power-outage-electricity-plant/90823454/
http://www.usatoday.com/story/news/2016/09/22/puerto-rico-power-outage-electricity-plant/90823454/
http://www.ksla.com/story/33153215/colonial-pipeline-restarts-flow-of-gasoline-in-line-1
http://www.ksla.com/story/33153215/colonial-pipeline-restarts-flow-of-gasoline-in-line-1
http://www.tmj4.com/news/local-news/card-skimmers-found-at-3-kenosha-atms
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atms  
 

4. September 21, U.S. Attorney’s Office, District of New Jersey – (International) 
Connecticut man admits conspiring to conceal income in undeclared Panamanian 
bank account. A Weston, Connecticut resident pleaded guilty September 21 to 
concealing over $1.5 million in income from the U.S. Internal Revenue Service after he 
and co-conspirators allegedly hid profits from duty-free alcohol and tobacco sales in an 
undeclared bank account in Panama from 2006 – 2012. The charges allege that the 
defendant used a registered Panamanian corporation, Centennial Group, to purchase 
and sell the duty-free products, shipped the alcohol via a warehouse in Florida and the 
tobacco products through a warehouse in New Jersey, and used the illicit proceeds for 
personal expenses.   
Source: https://www.justice.gov/usao-nj/pr/connecticut-man-admits-conspiring-
conceal-income-undeclared-panamanian-bank-account  

 
Transportation Systems Sector 

5. September 22, La Crosse Tribune – (Wisconsin) Washout causes derailment near 
Ferryville; no injuries reported. Two locomotives and 5 rail cars of a BNSF train 
derailed near Ferryville, Wisconsin, September 22 and spilled approximately 3,000 
gallons of diesel fuel, some of which may have leaked into the Mississippi River. 
BNSF crews installed an absorbent boom around the site to prevent the diesel from 
seeping into the water. 
Source: http://lacrossetribune.com/news/local/bnsf-train-derails-at-ferryville-amid-
flooding-landslides/article_2ed26ac7-19a5-5328-bac0-1e47a78bc005.html  
 

6. September 22, Arlington Patch – (Virginia) 15-year-old girl struck on Lee Highway 
in Arlington. Lee Highway between Glebe Road and George Mason Drive in 
Arlington, Virginia, was closed for several hours September 22 after a vehicle struck a 
pedestrian. The pedestrian was transported to an area hospital with injuries.  
Source: http://patch.com/virginia/arlington-va/breaking-pedestrian-collision-lee-
highway-arlington-police-scene 
 

7. September 22, KTVZ 21 Bend– (Oregon) Highway 97 reopens after semi-crash S. of 
Madras. Both directions of U.S. Highway 97 near Madras, Oregon, were closed for 
nearly 8 hours September 21 while HAZMAT crews worked to clear a large diesel spill 
after a vehicle crossed the center line and struck a semi-truck head-on. Two people 
were transported to area hospitals with injuries. 
Source: http://www.ktvz.com/news/headon-semicar-crash-closes-hwy-97-south-of-
madras/41773100?platform=hootsuite  
 

8. September 22, KSTP 5 Saint Paul – (Minnesota) Shorewood teen hit, killed crossing 
Highway 7 in Minnetonka. The westbound lanes of Highway 7 in Minnetonka, 
Minnesota, were closed for about 3 hours September 21 while officials investigated the 
scene after a vehicle struck and killed a pedestrian.  
Source: http://kstp.com/traffic/highway-7-pedestrian-crash-
minnetonka/4269416/?cat=1 

http://www.tmj4.com/news/local-news/card-skimmers-found-at-3-kenosha-atms
https://www.justice.gov/usao-nj/pr/connecticut-man-admits-conspiring-conceal-income-undeclared-panamanian-bank-account
https://www.justice.gov/usao-nj/pr/connecticut-man-admits-conspiring-conceal-income-undeclared-panamanian-bank-account
http://lacrossetribune.com/news/local/bnsf-train-derails-at-ferryville-amid-flooding-landslides/article_2ed26ac7-19a5-5328-bac0-1e47a78bc005.html
http://lacrossetribune.com/news/local/bnsf-train-derails-at-ferryville-amid-flooding-landslides/article_2ed26ac7-19a5-5328-bac0-1e47a78bc005.html
http://patch.com/virginia/arlington-va/breaking-pedestrian-collision-lee-highway-arlington-police-scene
http://patch.com/virginia/arlington-va/breaking-pedestrian-collision-lee-highway-arlington-police-scene
http://www.ktvz.com/news/headon-semicar-crash-closes-hwy-97-south-of-madras/41773100?platform=hootsuite
http://www.ktvz.com/news/headon-semicar-crash-closes-hwy-97-south-of-madras/41773100?platform=hootsuite
http://kstp.com/traffic/highway-7-pedestrian-crash-minnetonka/4269416/?cat=1
http://kstp.com/traffic/highway-7-pedestrian-crash-minnetonka/4269416/?cat=1
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Food and Agriculture Sector 

9. September 22, Alaska Dispatch News; KUCB 89.7 FM Unalaska – (Alaska) Official 
blames fish-meal dust in $100K explosion at Dutch Harbor plant. The Westward 
Seafoods Inc. plant in Dutch Harbor, Alaska, was closed until further notice September 
19 following an explosion that was reportedly caused by the ignition of fine fish-meal 
dust. Officials estimated the explosion caused more than $100,000 in damage and no 
injuries were reported. 
Source: http://www.adn.com/alaska-news/rural-alaska/2016/09/21/official-blames-fish-
meal-dust-in-100k-explosion-at-dutch-harbor-seafood-plant/ 

 
10. September 22, U.S. Department of Agriculture – (National) 502 Boundary Blvd. 

recalls black forest ham products due to possible foreign matter contamination. 
502 Boundary Blvd. Inc., formerly known as Fletcher’s Fine Foods Ltd., issued a recall 
September 21 for approximately 8,694 pounds of its “Fletcher’s Fine Foods Classics 
Black Forest Brand Ham with Natural Juices” products due to potential contamination 
with rubber fragments after a retail location received a consumer complaint stating 
rubber was found in the product. There have been no confirmed reports of adverse 
reactions and the products were distributed nationwide. 
Source: http://www.fsis.usda.gov/wps/portal/fsis/topics/recalls-and-public-health-
alerts/recall-case-archive/archive/2016/recall-085-2016-release 

 
11. September 21, Modesto Bee – (California) Citrus pest quarantine expands with 

Manteca find. California officials reported that northwest Manteca was added to the 
Asian citrus psyllid quarantine September 21 after 3 of the insects were found near 
North Union and Lathrop roads the week of September 12. The quarantine prohibits the 
movement of oranges, lemons, and other citrus fruits from the quarantine zone without 
removing the leaves and stems.  
Source: http://www.modbee.com/news/business/agriculture/article103333527.html 
 

12. September 20, Superior Telegram – (Wisconsin) EAB found in Sawyer County 
quarantine in process. Officials from the Wisconsin Department of Agriculture, Trade 
and Consumer Protection placed Sawyer County under quarantine September 20 after a 
single adult emerald ash borer, which infests and destroys ash trees, was found in 
Radisson. The quarantine prohibits ash wood products and hardwood firewood from 
being transported out of Sawyer County and into non-quarantined areas.  
Source: http://www.superiortelegram.com/news/4118573-eab-found-sawyer-county-
quarantine-process 

 
 
Water and Wastewater Systems Sector 

See items 5 and 22 
 

http://www.adn.com/alaska-news/rural-alaska/2016/09/21/official-blames-fish-meal-dust-in-100k-explosion-at-dutch-harbor-seafood-plant/
http://www.adn.com/alaska-news/rural-alaska/2016/09/21/official-blames-fish-meal-dust-in-100k-explosion-at-dutch-harbor-seafood-plant/
http://www.fsis.usda.gov/wps/portal/fsis/topics/recalls-and-public-health-alerts/recall-case-archive/archive/2016/recall-085-2016-release
http://www.fsis.usda.gov/wps/portal/fsis/topics/recalls-and-public-health-alerts/recall-case-archive/archive/2016/recall-085-2016-release
http://www.modbee.com/news/business/agriculture/article103333527.html
http://www.superiortelegram.com/news/4118573-eab-found-sawyer-county-quarantine-process
http://www.superiortelegram.com/news/4118573-eab-found-sawyer-county-quarantine-process
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Healthcare and Public Health Sector 

13. September 22, U.S. Attorney’s Office, District of Minnesota – (Minnesota) Five 
indicted for massive fraud perpetrated against Starkey Laboratories. Five people 
were indicted on Federal charges September 21 for allegedly conspiring to steal more 
than $20 million from Eden Prairie, Minnesota-based Starkey Laboratories, Inc. and its 
principal owner after the group misappropriated money and business opportunities 
belonging to Starkey and Sonion, a supplier of hearing aid components to Starkey 
Laboratories by controlling a network of fake companies, awarding themselves 
restricted stock in Starkey’s retail affiliate, and embezzling money from the company 
between 2006 and 2015.   
Source: https://www.justice.gov/usao-mn/pr/five-indicted-massive-fraud-perpetrated-
against-starkey-laboratories 

 

Government Facilities Sector 

14. September 22, Norfolk Virginian-Pilot – (Virginia; North Carolina) School closings 
and delays in Hampton Roads and N.C. for Thursday. Virginia officials closed or 
delayed Portsmouth Public Schools, Suffolk City Public Schools, and Virginia Beach 
City Public Schools, among 2 other South Hampton Roads area schools September 22 
due to heavy rains and flooded roads in the area. The heavy rains also prompted North 
Carolina officials to close or delay Bertie County Schools, Currituck County Schools, 
and 2 others in the northeastern part of the State September 22. 
Source: http://pilotonline.com/news/local/education/public-schools/school-closings-
and-delays-in-hampton-roads-and-n-c/article_2d4349f0-03c7-58bc-9512-
0800466e07a9.html 

 
 For another story, see item 1 
  
Emergency Services Sector 

 Nothing to report 
 
Information Technology Sector 

15. September 22, SecurityWeek – (International) Flaws in Cisco Cloud Services 
Platform allow command execution. Cisco notified its customers that its Cloud 
Services Platform (CSP) 2100 version 2.0 was plagued with two vulnerabilities, one of 
which is a critical vulnerability caused by insufficient sanitization of user input that 
could allow an unauthenticated attacker to remotely execute arbitrary commands on the 
operating system with root privileges. Cisco reported the second vulnerability could 
allow an unauthenticated attacker to execute arbitrary code on a targeted system 
remotely by sending a malicious “dnslookup” request.  
Source: http://www.securityweek.com/flaws-cisco-cloud-services-platform-allow-
command-execution 
 

https://www.justice.gov/usao-mn/pr/five-indicted-massive-fraud-perpetrated-against-starkey-laboratories
https://www.justice.gov/usao-mn/pr/five-indicted-massive-fraud-perpetrated-against-starkey-laboratories
http://pilotonline.com/news/local/education/public-schools/school-closings-and-delays-in-hampton-roads-and-n-c/article_2d4349f0-03c7-58bc-9512-0800466e07a9.html
http://pilotonline.com/news/local/education/public-schools/school-closings-and-delays-in-hampton-roads-and-n-c/article_2d4349f0-03c7-58bc-9512-0800466e07a9.html
http://pilotonline.com/news/local/education/public-schools/school-closings-and-delays-in-hampton-roads-and-n-c/article_2d4349f0-03c7-58bc-9512-0800466e07a9.html
http://www.securityweek.com/flaws-cisco-cloud-services-platform-allow-command-execution
http://www.securityweek.com/flaws-cisco-cloud-services-platform-allow-command-execution
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16. September 22, SecurityWeek – (International) Restriction bypass, XSS flaws patched 
in Drupal 8. The developers of the Drupal content management system (CMS) 
released versions 8.1.10 and 8.2.0-rc2 patching three serious vulnerabilities, including 
two restriction bypass issues and one cross-site scripting (XSS) flaw after reserachers 
discovered an attacker could exploit the flaws to execute arbitrary code in the victim’s 
browser if a targeted user accesses a maliciously crafted Universal Resource Locator 
(URL) due to inadequate sanitization in Hypertext Transfer Protocol (HTTP) 
exceptions. Drupal developers also patched a critical vulnerability in the feature that 
allows Drupal users to export their site’s configuration to a file, which could allow an 
attacker to download full configuration exports without administrative privileges, 
among other vulnerabilities. 
Source: http://www.securityweek.com/restriction-bypass-xss-flaws-patched-drupal-8 

 
17. September 21, SecurityWeek – (International) Firefox 49 patches critical, high 

severity vulnerabilities. Mozilla released Firefox 49 resolving several critical 
vulnerabilities, including multiple memory safety bugs that could be exploited to 
execute arbitrary code, as well as a high severity certificate pinning flaw caused by 
flaws in the process Mozilla uses to update Preloaded Public Key Pinning, which could 
allow a Man in the Middle (MitM) attacker to replace legitimate add-on updates with 
malicious versions and execute arbitrary code on a targeted system, among other 
vulnerabilities.  
Source: http://www.securityweek.com/firefox-49-patches-critical-high-severity-
vulnerabilities 

 
Internet Alert Dashboard 

To report cyber infrastructure incidents or to request information, please contact US-CERT at soc@us-cert.gov or 
visit their Web site: http://www.us-cert.gov 
 
Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and 
Analysis Center) Web site: http://www.it-isac.org  

 
Communications Sector 

 Nothing to report  
 
Commercial Facilities Sector 

18. September 22, Maryland Gazette – (Maryland) Four businesses closed after Festival 
at Riva fire. A kitchen fire at the Cheeburger Cheeburger restaurant at the Festival at 
Riva shopping center in Annapolis, Maryland, September 22 caused more than 
$150,000 in damage to the restaurant and 3 surrounding businesses. No injuries were 
reported.  
Source: http://www.capitalgazette.com/news/for_the_record/ph-ac-cn-festival-riva-fire-
0922-20160922-story.html  
 

19. September 22, MassLive.com – (Massachusetts) Paradise Pizza shop in Chicopee 
closed after cleaning chemicals cause hazmat scare. Paradise Pizza and 3 apartments 

http://www.securityweek.com/restriction-bypass-xss-flaws-patched-drupal-8
http://www.securityweek.com/firefox-49-patches-critical-high-severity-vulnerabilities
http://www.securityweek.com/firefox-49-patches-critical-high-severity-vulnerabilities
mailto:soc@us-cert.gov
http://www.us-cert.gov/
http://www.it-isac.org/
http://www.capitalgazette.com/news/for_the_record/ph-ac-cn-festival-riva-fire-0922-20160922-story.html
http://www.capitalgazette.com/news/for_the_record/ph-ac-cn-festival-riva-fire-0922-20160922-story.html
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above the restaurant in Chicopee, Massachusetts, were evacuated and closed until 
further notice September 21 after cleaning solutions being used to clean the pizza oven 
triggered a chemical reaction that produced unsafe levels of carbon monoxide. 
Approximately 20 HAZMAT crews worked to contain the release. 
Source: 
http://www.masslive.com/news/index.ssf/2016/09/update_chicopee_pizza_shop_clo.ht
ml 
 

20. September 21, Topeka Capital-Journal – (Kansas) Two hospitalized in early-morning 
apartment fire at 1317 S.W. Western; estimated damage loss is $150k. An 
apartment building in central Topeka, Kansas, sustained an estimated $150,000 in 
damage September 21 following a fire that reportedly began after a resident improperly 
discarded smoking materials. Two people were sent to area hospitals with injuries.  
Source: http://cjonline.com/news/2016-09-21/two-hospitalized-early-morning-
apartment-fire-1317-sw-western-estimated-damage-loss#  
 

21. September 21, KXNT 840 AM North Las Vegas; Associated Press – (Nevada) 
LVMPD: Suspicious item at Stratosphere not a threat; casino reopens. The 
Stratosphere casino in Las Vegas was partially evacuated for 2 hours September 21 
after a suspicious package was found, prompting officials to close surrounding roads. 
Officials deemed the area safe after determining the device was a hotel guest’s 
backpack containing medical supplies.  
Source: http://lasvegas.cbslocal.com/2016/09/21/suspicious-item-at-stratosphere-
casino-partially-evacuated/  

 
Dams Sector 

22. September 21, Cody Enterprise – (Wyoming) City’s raw water shut down to fix leak 
in Cody Canal. Wyoming officials ordered an emergency shutdown of the raw water 
system in Cody, Wyoming, September 19 and temporarily shut down Sage Creek and 
areas of the South Fork September 20 in order to complete repairs to the Cody Canal 
after a leak was detected during a routine inspection. Officials stated that repair crews 
plan to implement a temporary fix to the Cody Canal until it shuts down for the season 
in October.  
Source: http://www.codyenterprise.com/news/local/article_d4b28fe6-803a-11e6-948f-
cb016981a06e.html  
 

23. September 21, KNSD 39 San Diego – (California) San Vicente Reservoir reopens to 
public after 8-year closure. San Diego County officials announced September 21 that 
the San Vicente Reservoir would reopen to the public September 22 after authorities 
determined that the water level was high enough following a massive dam raise in 2008 
that doubled the reservoir’s capacity. During the shutdown, crews also modernized the 
marina and recreation area, updated the docks, and added space for fishing boats and 
kayak rentals, among other improvements.  
Source: http://www.nbcsandiego.com/news/local/San-Vicente-Reservoir-Reopens-to-
Public-After-8-Year-Closure-394358311.html  
 

http://www.masslive.com/news/index.ssf/2016/09/update_chicopee_pizza_shop_clo.html
http://www.masslive.com/news/index.ssf/2016/09/update_chicopee_pizza_shop_clo.html
http://cjonline.com/news/2016-09-21/two-hospitalized-early-morning-apartment-fire-1317-sw-western-estimated-damage-loss
http://cjonline.com/news/2016-09-21/two-hospitalized-early-morning-apartment-fire-1317-sw-western-estimated-damage-loss
http://lasvegas.cbslocal.com/2016/09/21/suspicious-item-at-stratosphere-casino-partially-evacuated/
http://lasvegas.cbslocal.com/2016/09/21/suspicious-item-at-stratosphere-casino-partially-evacuated/
http://www.codyenterprise.com/news/local/article_d4b28fe6-803a-11e6-948f-cb016981a06e.html
http://www.codyenterprise.com/news/local/article_d4b28fe6-803a-11e6-948f-cb016981a06e.html
http://www.nbcsandiego.com/news/local/San-Vicente-Reservoir-Reopens-to-Public-After-8-Year-Closure-394358311.html
http://www.nbcsandiego.com/news/local/San-Vicente-Reservoir-Reopens-to-Public-After-8-Year-Closure-394358311.html
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Department of Homeland Security (DHS)  
DHS Daily Open Source Infrastructure Report Contact Information 

 
About the reports - The DHS Daily Open Source Infrastructure Report is a daily [Monday 
through Friday] summary of open-source published information concerning significant critical 
infrastructure issues. The DHS Daily Open Source Infrastructure Report is archived for 10 days on 
the Department of Homeland Security Web site: http://www.dhs.gov/IPDailyReport 

Contact Information 
Content and Suggestions: Send mail to cikr.productfeedback@hq.dhs.gov or contact the DHS 

Daily Report Team at (703) 942-8590  

Subscribe to the Distribution List: Visit the DHS Daily Open Source Infrastructure Report and follow 
instructions to Get e-mail updates when this information changes.  

Removal from Distribution List: Send mail to support@govdelivery.com.  

Contact DHS 
To report physical infrastructure incidents or to request information, please contact the National Infrastructure 
Coordinating Center at nicc@hq.dhs.gov or (202) 282-9201.  
To report cyber infrastructure incidents or to request information, please contact US-CERT at soc@us-cert.gov or visit 
their Web page at www.us-cert.gov. 

Department of Homeland Security Disclaimer 
The DHS Daily Open Source Infrastructure Report is a non-commercial publication intended to educate and inform 
personnel engaged in infrastructure protection. Further reproduction or redistribution is subject to original copyright 
restrictions. DHS provides no warranty of ownership of the copyright, or accuracy with respect to the original source 
material.  
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