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Top Stories

Federal officials announced September 27 that Kirby Inland Marine L.P. agreed to pay
$4.9 million to resolve claims stemming from a 4,000-barrel oil spill in the Houston Ship
Channel in March 2014. — U. S. Department of Justice (See item 2)

Two employees at a supermarket in Pawtucket, Rhode Island, were convicted September
27 for their roles in a $2.6 million Stolen Identity Refund Fraud scheme that began in
January 2010. — U.S. Attorney’s Office, District of Rhode Island (See item 5)

UBS Financial Services agreed September 28 to pay more than $15 million to settle
charges alleging that the company failed to properly train sales representatives on the $548
million in reverse convertible notes (RCN) sold to over 8,700 retail customers. — U.S.
Securities and Exchange Commission (See item 6)

A former Commonwealth Bank of Australia executive was charged September 26 after he
and several co-conspirators in Australia and the U.S. allegedly defrauded Computer
Sciences Corporation out of $98 million. — U.S. Department of Justice (See item 23)
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Enerqy Sector

1. September 27, U.S. Department of Justice — (New Jersey; New York) Owner of
biofuel company pleads guilty to conspiracy and obstruction. The owner and
manager of Unity Fuels, a New Jersey feedstock collector and processor, pleaded guilty
September 27 for his role in a $6 million fraudulent tax credits and U.S. Environmental
Protection Agency renewable fuels credits (RIN credits) scheme where he and co-
conspirators fraudulently claimed tax credits and RIN credits multiple times on the
same fuel loads purchased from a New York-based company.

Source: https://www.justice.gov/opa/pr/owner-biofuel-company-pleads-quilty-
conspiracy-and-obstruction

2. September 27, U.S. Department of Justice — (Texas) Kirby Inland Marine to pay $4.9
million in civil penalties and provide fleet-wide improvements to resolve U.S.
claims for Houston Ship Channel oil spill. U.S. Department of Justice and U.S.
Coast Guard officials announced September 27 that Kirby Inland Marine L.P. agreed to
pay $4.9 million in Clean Water Act civil penalties to resolve claims stemming from a
4,000-barrel oil spill in the Houston Ship Channel in March 2014. As part of the
settlement, Kirby Inland Marine must implement fleet-wide operational improvements
to vessels operating in the inland waters of the U.S., including the installation of
enhanced navigational equipment of vessels, among other improvements.

Source: https://www.justice.gov/opa/pr/kirby-inland-marine-pay-49-million-civil-
penalties-and-provide-fleet-wide-improvements

3. September 26, Arizona Republic — (Arizona) Solana solar plant to pay $1.5 million in
air-quality fines. The Maricopa County Air Quality Department announced September
26 that the Solana Generating Station near Gila Bend, Arizona, agreed to pay $1.5
million in fines for 21 air-quality violations dating back to 2014, including exceeding
pollution levels allowed by the facility’s permits, failing to conduct performance tests
as required, and removing an emissions control system without approval, among other
violations.
Source: http://www.azcentral.com/story/money/business/energy/2016/09/26/solana-
solar-plant-air-quality-fines/91135450/

For another story, see item 12

Chemical Industry Sector

Nothing to report

Nuclear Reactors, Materials, and Waste Sector

Nothing to report

Critical Manufacturing Sector

4. September 27, TheCarConnection.com — (National) 2017 Audi Q7 recalled for
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moving seat. The National Highway Traffic Safety Administration issued a recall
September 27 for 19,205 model year 2017 Audi Q7 vehicles sold in the U.S. due to a
faulty part manufactured by AMVIAN Automotive that is associated with the third-row
seat, which could cause the seat back to move during a crash, thereby increasing the
risk of injury.

Source: http://www.thecarconnection.com/news/1106338 2017-audi-g7-recalled-for-
moving-seat

For another story, see item 17

Defense Industrial Base Sector

Nothing to report

Financial Services Sector

5. September 28, U.S. Attorney’s Office, District of Rhode Island — (International) Jury
convicts two in $2.6M stolen identity, tax fraud scheme. Two employees of the
Dominican Supermarket in Pawtucket, Rhode Island, were convicted September 27 for
their roles in a $2.6 million Stolen Identity Refund Fraud (SIRF) scheme where the duo
and co-conspirators used more than 400 stolen identities, primarily from residents of
Puerto Rico, to file falsified tax returns since January 2010. The charges state that
counterfeit treasury checks were mailed to various locations in Rhode Island,
Massachusetts, and New York and subsequently deposited into 27 different bank
accounts controlled by the co-conspirators or others affiliated with the supermarket,
and over $235,000 of the illicit earnings were transferred to a bank in the Dominican
Republic.

Source: https://www.justice.gov/usao-ri/pr/jury-convicts-two-26m-stolen-identity-tax-
fraud-scheme

6. September 28, U.S. Securities and Exchange Commission — (International) SEC
charges UBS with supervisory failures in sale of complex products to retail
investors. The U.S. Securities and Exchange Commission (SEC) announced September
28 that UBS Financial Services agreed to pay more than $15 million to settle charges
alleging that the company failed to create and institute policies and procedures intended
to properly educate and train sales representatives on the $548 million in reverse
convertible notes (RCNS) it sold to over 8,700 inexperienced retail investors, which
caused representatives to make unfit recommendations on RCN sales to certain retail
clients regarding their investment profiles. As part of the settlement, the company will
be censured by the SEC.

Source: https://www.sec.gov/news/pressrelease/2016-197.html

For another story, see item 23

Transportation Systems Sector

7. September 28, Eugene Register-Guard — (Oregon) Fall Creek woman dies when SUV


http://www.thecarconnection.com/news/1106338_2017-audi-q7-recalled-for-moving-seat
http://www.thecarconnection.com/news/1106338_2017-audi-q7-recalled-for-moving-seat
https://www.justice.gov/usao-ri/pr/jury-convicts-two-26m-stolen-identity-tax-fraud-scheme
https://www.justice.gov/usao-ri/pr/jury-convicts-two-26m-stolen-identity-tax-fraud-scheme
https://www.sec.gov/news/pressrelease/2016-197.html

10.

11.

12.

13.

crashes after leaving Highway 58. Highway 58 near Black Canyon Campground in
Oregon was closed for several hours September 26 while officials investigated the
scene of fatal single-vehicle crash that killed 1 person.

Source: http://registerguard.com/rg/news/local/34840235-75/fall-creek-woman-dies-
when-suv-crashes-after-leaving-highway-58.html.csp

September 28, KTLA 5 Los Angeles — (California) Big Rig involved in crash on 91
Freeway in Anaheim; temporarily closing westbound lanes. All westbound lanes of
the 91 Freeway in Anaheim, California, were closed for nearly 2 hours September 28
while crews worked to clear the wreckage from 2 separate crashes.

Source: http://ktla.com/2016/09/28/big-rig-involved-in-crash-on-91-freeway-in-
anaheim-westbound-lanes-closed/

September 28, WSAW 7 Wausau — (Wisconsin) 2 hurt in Marathon Co. crash, all
lanes now open. All lanes of Highway 13 at Park Road in Unity, Wisconsin, were
closed for 2 hours September 27 while officials investigated a 2-vehicle accident that
injured 2 people.

Source: http://www.wsaw.com/content/news/Crash-closes-road-near-Unity-
395044891.html

September 27, San Francisco Chronicle — (California) Eastbound Richmond-San
Rafael Bridge reopens 9 hours after crash. Eastbound lanes of the Richmond-San
Rafael Bridge in Richmond, California, were closed for 9 hours September 27 while
crews worked to clear the wreckage after a semi-truck carrying 24 tons of soil
overturned and caught fire after crashing into a guardrail. Officials were working to
assess damage to the bridge.

Source: http://www.sfgate.com/bayarea/article/Big-rig-on-fire-causes-shutdown-on-
Richmond-San-9291130.php

September 27, Columbia Daily Tribune — (Missouri) Clark man killed in Highway 63
crash. Highway 63 in northern Boone County, Missouri, was closed for more than 3
hours September 27 following a 2-vehicle crash that killed 1 person. The cause of the
crash remains under investigation.

Source: http://www.columbiatribune.com/news/local/clark-man-Kkilled-in-highway-
crash/article_5ecc1b9d-d9d8-5de9-92ad-150bbc5c3f4e.html

September 27, Rifle Citizen Telegram — (Colorado) Crash near Rifle spills 4,000
gallons of oil. The Colorado 13 bypass between Garfield County Road 244 and
Railroad Avenue near Rifle, Colorado, was closed for approximately 6 hours
September 27 while officials investigated the scene after a vehicle traveling southbound
crossed the center line and struck a semi-truck carrying crude oil, causing the truck to
overturn and spill approximately 4,000 gallons of oil on the roadway.

Source: http://www.aspentimes.com/news/crash-near-rifle-spills-4000-gallons-of-oil/

September 27, WTOV 9 Steubenville — (Ohio) 28-year-old man killed in Harrison
County crash. County Road 8 in Bowerston, Ohio, was closed for several hours


http://registerguard.com/rg/news/local/34840235-75/fall-creek-woman-dies-when-suv-crashes-after-leaving-highway-58.html.csp
http://registerguard.com/rg/news/local/34840235-75/fall-creek-woman-dies-when-suv-crashes-after-leaving-highway-58.html.csp
http://ktla.com/2016/09/28/big-rig-involved-in-crash-on-91-freeway-in-anaheim-westbound-lanes-closed/
http://ktla.com/2016/09/28/big-rig-involved-in-crash-on-91-freeway-in-anaheim-westbound-lanes-closed/
http://www.wsaw.com/content/news/Crash-closes-road-near-Unity-395044891.html
http://www.wsaw.com/content/news/Crash-closes-road-near-Unity-395044891.html
http://www.sfgate.com/bayarea/article/Big-rig-on-fire-causes-shutdown-on-Richmond-San-9291130.php
http://www.sfgate.com/bayarea/article/Big-rig-on-fire-causes-shutdown-on-Richmond-San-9291130.php
http://www.columbiatribune.com/news/local/clark-man-killed-in-highway-crash/article_5ecc1b9d-d9d8-5de9-92ad-150bbc5c3f4e.html
http://www.columbiatribune.com/news/local/clark-man-killed-in-highway-crash/article_5ecc1b9d-d9d8-5de9-92ad-150bbc5c3f4e.html
http://www.aspentimes.com/news/crash-near-rifle-spills-4000-gallons-of-oil/

September 27 while crews worked to clear the scene after a vehicle veered off the road
and struck a tree and a guardrail, killing 1 person. The crash remains under
investigation.

Source: http://wtov9.com/news/local/28-year-old-man-killed-in-harrison-county-crash

Food and Agriculture Sector
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15.

16.

17.

September 27, U.S. Department of Agriculture — (National) Tyson Foods Inc. recalls
chicken nugget products due to possible foreign matter contamination. Tyson
Foods Inc. issued a recall September 27 for approximately 132,520 pounds of its
“Tyson Fully Cooked Panko Chicken Nuggets” products sold in 5-pound packages and
its “Spare Time Fully Cooked, Panko Chicken Nuggets, Nugget Shaped Chicken Breast
Pattie Fritters with Rib Meat” products sold in 20-pound packages due to potential
contamination with hard plastic fragments discovered after the firm received consumer
complaints regarding foreign materials found in the products. There have been no
confirmed reports of adverse reactions and the products were distributed to retail
locations nationwide.

Source: http://www.fsis.usda.gov/wps/portal/fsis/topics/recalls-and-public-health-
alerts/recall-case-archive/archive/2016/recall-089-2016-release

September 27, U.S. Food and Drug Administration — (National) Café Valley Inc.
issues allergy alert on undeclared (walnuts) in 12ct Banana Nut mini muffins
labeled as 12ct Lemon Poppy Seed mini muffins. Café Valley Inc. issued a recall
September 26 for 543 cases of its Banana Nut mini muffins products due to mislabeling
and undeclared walnuts after it was discovered the products were labeled as Lemon
Poppy Seed mini muffins due to a printing error. No illnesses have been reported and
the products were distributed to wholesale distributors in nine States.

Source: http://www.fda.gov/Safety/Recalls/ucm522712.htm

September 27, U.S. Department of Agriculture — (Texas) Caviness Beef Packers
recalls beef products due to possible E.coli 0103 contamination. Caviness Beef
Packers issued a recall September 27 for approximately 2,100 pounds of its boneless
beef trim products and ground beef products sold in 3 variations due to potential E.coli
0103 contamination after Federal personnel were notified that a sample of the products
tested positive for E.coli O103. There have been no confirmed reports of adverse
reactions and the products were shipped to retail locations in Texas.

Source: http://www.fsis.usda.gov/wps/portal/fsis/topics/recalls-and-public-health-
alerts/recall-case-archive/archive/2016/recall-090-2016-release

September 27, U.S. Department of Labor — (lllinois) Global meat-casing
manufacturer continues to expose workers to unsafe conditions at Illinois plant,
OSHA says. The Occupational Safety and Health Administration cited Viscofan USA
Inc. with 1 repeated and 1 serious safety violation September 27 after reports of unsafe
working conditions prompted an inspection at the Danville, Illinois facility which
revealed that the company exposed workers to slip, trip, and fall hazards, and failed to
mount, locate, and identify portable fire extinguishers. Proposed penalties total
$86,225.
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Source:
https://www.osha.gov/pls/oshaweb/owadisp.show document?p table=NEWS RELEA
SES&p id=33162

Water and Wastewater Systems Sector

Nothing to report

Healthcare and Public Health Sector

Nothing to report

Government Facilities Sector

18.

19.

September 28, KNTV 11 San Jose — (California) Loma Fire scorches 2,250 acres,
evacuations mandatory. Crews reached 10 percent containment September 27 of the
more than 2,250-acre Loma Fire burning in the Santa Cruz Mountains in California,
which has destroyed 1 home and 6 outbuildings, threatens 300 more structures, and
prompted mandatory evacuation orders for all residents on Croy Road and the Loma
Prieta ridgeline area.

Source: http://www.nbcbayarea.com/news/local/Mandatory-Evacuations-Ordered-For-
Santa-Cruz-Mountain-Loma-Fire-394938771.html

September 28, KCRA 3 Sacramento — (California) Wildfire in Tuolumne County
grows to 1,000 acres. Crews reached 25 percent containment September 27 of the
roughly 1,000-acre Marshes Fire burning in Tuolumne County, California, which
prompted officials to lift all mandatory evacuation orders. Officials stated Highway 49
from Moccasin to Coulterville remains shut down.

Source: http://www.kcra.com/news/local-news/news-modesto/firefighter-hurt-battling-
tuolumne-county-wildfire/41852078

Emergency Services Sector

20.

September 26, U.S. Department of Justice — (National) Department of Justice awards
over $20 million to law enforcement body-worn camera programs. The U.S.
Attorney General awarded September 26 more than $20 million to 106 State, city,
tribal, and municipal law enforcement agencies as part of the Office of Justice
Programs’ Bureau of Justice Assistance’s Fiscal Year 2016 Body-Worn Camera Policy
and Implementation Program that aims to help law enforcement organizations
implement body-worn camera policies, practices, and evaluation methods in order to
positively impact the quality of policing in communities nationwide.

Source: https://www.justice.gov/opa/pr/department-justice-awards-over-20-million-
law-enforcement-body-worn-camera-programs

Information Technoloqy Sector

21.

September 28, SecurityWeek — (International) High severity DoS flaw patched in
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BIND. The Internet Systems Consortium released updates for the Domain Name
System (DNS) software BIND addressing two vulnerabilities, including a high severity
denial-of-service (DoS) flaw affecting all servers that can receive request packets from
any source, which can be exploited using maliciously crafted DNS request packets. The
updates also resolved a medium severity DoS flaw that can cause a targeted server to
terminate due to an error.

Source: http://www.securityweek.com/high-severity-dos-flaw-patched-bind

22. September 28, SecurityWeek — (International) Locky ransomware drops offline mode.
Security researchers reported that the Locky ransomware adopted new methods after a
BleepingComputer researcher spotted the malware appending the .ODIN extension to
encrypted files, instead of the .zepto extension, and researchers from Avira found the
ransomware switched back to the use of a command and control (C&C) server and
dropped the use of an offline mode. The updated Locky version is still distributed via
spam email campaigns that contain malicious code in the file attachments, which
infects a system in order to deliver a ransom note.

Source: http://www.securityweek.com/locky-ransomware-drops-offline-mode

23. September 27, U.S. Department of Justice — (International) American living in
Australia charged in securities fraud case involving scheme to fraudulently inflate
by nearly $100 million the cost of Santa Monica software company being
purchased by Computer Sciences Corp. A former executive at Commonwealth Bank
of Australia (CBA) was charged September 26 after he and several co-conspirators in
Australia and the U.S. allegedly defrauded Computer Sciences Corporation (CSC) out
of $98 million by inflating revenues for ServiceMesh, Inc., a Santa Monica, Californa-
based cloud computer management software company that CSC planned to purchase
from 2013 — 2014. The charges also allege that CBA employees received more than
$630,000 in undisclosed kickbacks from a senior executive of ServiceMesh, Inc.
involved in the scheme.

Source: https://www.justice.gov/usao-cdca/pr/american-living-australia-charged-
securities-fraud-case-involving-scheme-fraudulently

Internet Alert Dashboard

To report cyber infrastructure incidents or to request information, please contact US-CERT at soc@us-cert.gov or
visit their Web site: http://www.us-cert.gov

Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and
Analysis Center) Web site: http://www.it-isac.org

Communications Sector

Nothing to report

Commercial Facilities Sector

24. September 27, Worcester Telegram & Gazette— (Massachusetts) Authorities have
‘person of interest’ in fire at Wal-Mart in Sturbridge. The Walmart store in
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Sturbridge, Massachusetts, was closed until further notice September 27 following a 2-
alarm fire that authorities believe was intentionally set. No injuries were reported and
the incident remains under investigation.

Source: http://www.telegram.com/news/20160927/authorities-have-person-of-interest-
in-fire-at-wal-mart-in-sturbridge

25. September 27, Seattle Times — (Washington) Seattle fire crews douse large
apartment fire in Delridge. A September 27 fire at the Lam Bow Apartments in
Seattle displaced 44 people and caused significant damage to the building. No injuries
were reported and the cause of the fire remains under investigation.

Source: http://www.seattletimes.com/seattle-news/seattle-fire-crews-respond-to-large-
apartment-fire-in-delridge/

Dams Sector

Nothing to report
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About the reports - The DHS Daily Open Source Infrastructure Report is a daily [Monday
through Friday] summary of open-source published information concerning significant critical
infrastructure issues. The DHS Daily Open Source Infrastructure Report is archived for 10 days on
the Department of Homeland Security Web site: http://www.dhs.gov/IPDailyReport

Contact Information

Content and Suggestions: Send mail to cikr.productfeedback@hg.dhs.gov or contact the DHS
Daily Report Team at (703) 942-8590

Subscribe to the Distribution List: Visit the DHS Daily Open Source Infrastructure Report and follow
instructions to Get e-mail updates when this information changes.

Removal from Distribution List: Send mail to support@govdelivery.com.

Contact DHS

To report physical infrastructure incidents or to request information, please contact the National Infrastructure
Coordinating Center at nicc@hqg.dhs.gov or (202) 282-9201.

To report cyber infrastructure incidents or to request information, please contact US-CERT at soc@us-cert.gov or visit
their Web page at www.us-cert.gov.
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