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Top Stories 

• Credit Suisse AG agreed to pay $90 million October 5 to resolve charges that it 
misrepresented how it determined net new assets in order to meet specific targets created 
by the firm’s senior executives. – U.S. Securities and Exchange Commission (See item 4)  
 

• More than 1,400 flights in the U.S. traveling to and from Florida and Georgia were 
canceled October 6 in anticipation of Hurricane Matthew. – WLS 7 Chicago; Associated 
Press (See item 6)  

 

• The former manager of a Long Beach Shavings Company (LBS) plant in Hoquiam, 
Washington, was convicted October 5 for stealing more than $1.3 million from the 
business. – U.S. Attorney’s Office, Western District of Washington (See item 12)  

 

• Authorities are investigating after approximately 1 million gallons of raw sewage spilled 
from a ruptured pipe in Palm Harbor, Florida, October 4. – WFLA 8 Tampa (See item 13)  
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Energy Sector 

 Nothing to report 
 
Chemical Industry Sector 

 See item 9 
 
Nuclear Reactors, Materials, and Waste Sector 

 Nothing to report 

Critical Manufacturing Sector 

1. October 5, TheCarConnection.com – (National) 2014-2016 Mazda Mazda3 recalled 
for potential fuel leak & fire risk. Mazda Motor Corporation issued a recall October 5 
for 17,484 of its model years 2014 – 2016 Mazda3 vehicles due to faulty welding on 
the fuel tanks’ valves, which could cause the welding to fail when exposed to road 
vibrations, thereby causing a fuel leak and increasing the risk of a fire.  
Source: http://www.thecarconnection.com/news/1106493_2014-2016-mazda-mazda3-
recalled-for-potential-fuel-leak-fire-risk 

 
2. October 5, U.S. Department of Labor – (New Jersey) New Jersey aluminum company 

continues to expose employees to machine hazards – resulting in worker injuries, 
amputations. The Occupational Safety and Health Administration cited Aluminum 
Shapes LLC with 1 serious and 1 repeat violation September 23 after a worker suffered 
an amputation while working at the Pennsauken, New Jersey facility, prompting an 
investigation which revealed that the company failed to install machine guards and 
failed to report the amputation within the required time frame, among other violations. 
Proposed penalties total $89,390.  
Source: 
https://www.osha.gov/pls/oshaweb/owadisp.show_document?p_table=NEWS_RELEA
SES&p_id=33258 

 
Defense Industrial Base Sector 

Nothing to report 
 
Financial Services Sector 

3. October 6, WHSV 3 Harrisonburg – (Virginia) ATM data-skimmers target the 
valley. Virginia authorities are searching October 6 for a group of Romanian nationals 
suspected of installing four skimming devices on ATMs at banks in Virginia’s 
Shenandoah Valley since March 2016, including the DuPont Community Credit Union 
in Staunton October 2.                                                                        
Source: http://www.whsv.com/content/news/ATM-scammers-target-the-Valley--
396105641.html 

http://www.thecarconnection.com/news/1106493_2014-2016-mazda-mazda3-recalled-for-potential-fuel-leak-fire-risk
http://www.thecarconnection.com/news/1106493_2014-2016-mazda-mazda3-recalled-for-potential-fuel-leak-fire-risk
https://www.osha.gov/pls/oshaweb/owadisp.show_document?p_table=NEWS_RELEASES&p_id=33258
http://www.whsv.com/content/news/ATM-scammers-target-the-Valley--396105641.html
http://www.whsv.com/content/news/ATM-scammers-target-the-Valley--396105641.html
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4. October 5, U.S. Securities and Exchange Commission – (International) Credit Suisse 

paying $90 million penalty for misrepresenting performance metric. The U.S. 
Securities and Exchange Commission announced October 5 that Credit Suisse AG 
agreed to pay $90 million to resolve charges that it misrepresented how it determined 
its net new assets (NNA) by applying an undisclosed results-driven approach to 
determining NNA in order to meet specific targets created by the company’s senior 
executives. As part of the settlement, a former executive agreed to settle charges that he 
was a cause of the violations.  
Source: https://www.sec.gov/news/pressrelease/2016-210.html  
 

5. October 5, U.S. Department of Justice – (Illinois; Kansas; Missouri) Owner of tax 
preparation franchises in Illinois, Kansas and Missouri convicted of tax evasion. 
The owner and operator of at least 20 Instant Tax Service (ITS) franchise locations in 
Illinois, Kansas, and Missouri was convicted October 5 after he filed fraudulent Federal 
tax returns that underreported over $1.5 million in income and submitted falsified 
financial summaries to his tax return preparer from 2010 – 2011 that undervalued the 
gross receipts generated by his franchises, A&S Tax Service LLC and ERI Enterprises 
LLC, which his tax preparer used to generate his individual Federal income tax returns. 
The charges also state that the franchise owner and A&S have been permanently 
enjoined from operating a tax preparation business and preparing Federal tax returns 
since 2013. 
Source: https://www.justice.gov/opa/pr/owner-tax-preparation-franchises-illinois-
kansas-and-missouri-convicted-tax-evasion  

 
 For another story, see item 21 
 
Transportation Systems Sector 

6. October 6, WLS 7 Chicago; Associated Press – (National) Hurricane Matthew path, 
updated to category 4 by NOAA, approaches Florida. More than 1,400 flights in the 
U.S. traveling to and from Florida and Georgia were canceled October 6 in anticipation 
of Hurricane Matthew. Officials closed the Fort Lauderdale-Hollywood International 
Airport to all flights and shut down Walt Disney World theme parks in Florida through 
at least October 7. 
Source: http://abc7chicago.com/weather/hundreds-of-flights-canceled-as-hurricane-
matthew-approaches-florida/1541841/ 
 

7. October 6, Newark Star-Ledger – (New Jersey) 1 dead after tractor-trailer overturns 
onto pick-up in South Jersey. Southbound lanes of Interstate 295 in Pennsville 
Township, New Jersey, were closed for more than 6 hours October 5 – October 6 while 
crews worked to clear the wreckage after a semi-truck overturned onto another vehicle. 
One person was killed and the cause of the accident remains under investigation. 
Source: http://www.nj.com/salem/index.ssf/2016/10/1_dead_after_tractor-
trailer_turn_overturns_on_car.html 
 

8. October 6, WJTV 12 Jackson – (Mississippi) Cleared: 18-wheeler accident on I-20 

https://www.sec.gov/news/pressrelease/2016-210.html
https://www.justice.gov/opa/pr/owner-tax-preparation-franchises-illinois-kansas-and-missouri-convicted-tax-evasion
https://www.justice.gov/opa/pr/owner-tax-preparation-franchises-illinois-kansas-and-missouri-convicted-tax-evasion
http://abc7chicago.com/weather/hundreds-of-flights-canceled-as-hurricane-matthew-approaches-florida/1541841/
http://abc7chicago.com/weather/hundreds-of-flights-canceled-as-hurricane-matthew-approaches-florida/1541841/
http://www.nj.com/salem/index.ssf/2016/10/1_dead_after_tractor-trailer_turn_overturns_on_car.html
http://www.nj.com/salem/index.ssf/2016/10/1_dead_after_tractor-trailer_turn_overturns_on_car.html
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eastbound Edwards Exit 19. Eastbound lanes of Interstate 20 in Hinds County, 
Mississippi, were closed for several hours October 6 while crews worked to clear the 
wreckage after a semi-truck veered off the roadway. The cause of the crash remains 
under investigation.   
Source: http://wjtv.com/2016/10/06/traffic-18-wheeler-accident-on-i-20-eastbound-
before-ms-22-near-flora-edwards-exit-19/ 

 
9. October 6, Salt Lake Tribune – (Utah) Semitanker rig hauling hazardous material 

topples on I-15, snarling traffic for an entire workday’s worth of time. Southbound 
lanes of Interstate 15 in Murray, Utah, were closed for more than 5 hours October 5, 
while northbound lanes remained closed for more than 7 hours while HAZMAT crews 
worked to clear the wreckage after a semi-truck carrying ammonium nitrate was 
involved in a multi-vehicle collision. Officials also closed Interstate 215 at Union Park 
and eastbound Interstate 215 at Redwood Road during the clean-up.  
Source: http://www.sltrib.com/news/4434716-155/semi-tanker-rig-rolls-spills-
suspected-hazardous 
 

10. October 5, Reuters – (New York) Freight train derailment in New York disrupts 
Amtrak service. Eight cars from a CSX Corp. freight train derailed in the Bronx in 
New York October 5, suspending northbound Amtrak service between New York City 
and New Rochelle for several hours while crews worked to clear the wreckage.  
Source: http://www.reuters.com/article/us-new-york-derailment-idUSKCN1251R4 
 

11. October 5, Joplin Globe – (Missouri) Cheese cleanup closes road after truck 
accident on Highway 43. Highway 43 north of Seneca, Missouri, was closed for 
nearly 6 hours October 5 after a semi-truck hauling 40,000 pounds of cheese 
overturned, spilling the cheese on the roadway. The driver was transported to an area 
hospital with injuries.   
Source: http://www.joplinglobe.com/news/local_news/highway-blocked-by--pound-
blocks-of-cheese-after-accident/article_75231425-b0a6-5ed5-ac4b-6f215dbc7f0f.html  

 
Food and Agriculture Sector 

12. October 5, U.S. Attorney’s Office, Western District of Washington – (Washington; 
Oregon) Long time manager of Hoquiam wood shavings business convicted of mail 
fraud, tax evasion, money laundering and interstate transportation of stolen 
property. The former manager of a Long Beach Shavings Company (LBS) plant in 
Hoquiam, Washington, was convicted October 5 for stealing more than $1.3 million 
from the business after he sold wood shavings directly to customers in Washington and 
Oregon without reimbursing the company, and created M & R Lumber, a fictitious 
entity that LBS paid in order to get free wood chips from a Montesano, Washington 
lumber mill. The charges state the former manager generated fraudulent invoices to bill 
LBS for the shavings and kept the profits for personal use. 
Source: https://www.justice.gov/usao-wdwa/pr/long-time-manager-hoquiam-wood-
shavings-business-convicted-mail-fraud-tax-evasion-money  

 
 For another story, see item 11 

http://wjtv.com/2016/10/06/traffic-18-wheeler-accident-on-i-20-eastbound-before-ms-22-near-flora-edwards-exit-19/
http://wjtv.com/2016/10/06/traffic-18-wheeler-accident-on-i-20-eastbound-before-ms-22-near-flora-edwards-exit-19/
http://www.sltrib.com/news/4434716-155/semi-tanker-rig-rolls-spills-suspected-hazardous
http://www.sltrib.com/news/4434716-155/semi-tanker-rig-rolls-spills-suspected-hazardous
http://www.reuters.com/article/us-new-york-derailment-idUSKCN1251R4
http://www.joplinglobe.com/news/local_news/highway-blocked-by--pound-blocks-of-cheese-after-accident/article_75231425-b0a6-5ed5-ac4b-6f215dbc7f0f.html
http://www.joplinglobe.com/news/local_news/highway-blocked-by--pound-blocks-of-cheese-after-accident/article_75231425-b0a6-5ed5-ac4b-6f215dbc7f0f.html
https://www.justice.gov/usao-wdwa/pr/long-time-manager-hoquiam-wood-shavings-business-convicted-mail-fraud-tax-evasion-money
https://www.justice.gov/usao-wdwa/pr/long-time-manager-hoquiam-wood-shavings-business-convicted-mail-fraud-tax-evasion-money
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Water and Wastewater Systems Sector 

13. October 5, WFLA 8 Tampa – (Florida) 1 million gallons of raw sewage leaked from 
ruptured Palm Harbor pipe. Authorities are investigating after approximately 1 
million gallons of raw sewage spilled from a ruptured pipe in Palm Harbor, Florida, 
October 4. Pinellas County Utilities crews stopped the leak and officials advised 
residents to avoid the affected areas and to limit water usage until the pipe is repaired. 
Source: http://wfla.com/2016/10/05/1-million-gallons-of-raw-sewage-leaked-from-
ruptured-palm-harbor-pipe/ 

 
14. October 4, Medford Mail Tribune – (Oregon) Gold Hill residents told to boil water. 

The mayor of Gold Hill, Oregon issued a boil water advisory for the city’s residents 
October 4 due to a potential bacteria contamination after a construction crew struck a 
waterline, causing a loss in water pressure.  
Source: http://www.mailtribune.com/news/20161004/gold-hill-residents-told-to-boil-
water 

 
Healthcare and Public Health Sector 

15. October 5, WKMG 6 Orlando – (Wisconsin) Patients evacuated from Health First’s 
Cape Canaveral Hospital. About 63 patients were evacuated from the Health First 
Cape Canaveral Hospital in Cocoa Beach, Florida, October 4 – October 5 in 
preparation for Hurricane Matthew. Hospital officials stated new patients will be 
accepted once the storm passes and damages are assessed.   
Source: http://www.clickorlando.com/news/patients-to-be-evacuated-from-health-
firsts-cape-canaveral-hospital  

   
16. October 4, U.S. Food and Drug Administration – (National) Vascular Solutions, Inc. 

issues recall of Twin-Pass Dual Access catheters. Vascular Solutions, Inc. issued a 
recall October 4 for 5,784 of its Twin-Pass Dual Access catheter products due to the 
potential presence of excess manufacturing material at the tip of the catheter or in the 
distal portion of the rapid exchange lumen. Vascular Solutions advised all healthcare 
facilities with the devices to remove them from their inventory and no illnesses have 
been reported in connection with the products which were distributed nationwide. 
Source: http://www.fda.gov/Safety/Recalls/ucm523953.htm 
 

17. October 4, U.S. Food and Drug Administration – (National) Nurse Assist initiates 
nationwide voluntary recall of all unexpired lots of I.V. Flush Syringes. Nurse 
Assist, Inc. issued a voluntary recall October 4 for all unexpired lots of its I.V. Flush 
Syringe products sold in four variations due to a potential association with 
Burkholderia cepacia bloodstream infections after patients developed the infections 
when receiving intravenous care using the firm’s saline flushes. The infections remain 
under investigation and Nurse Assist urged all healthcare facilities with the flush 
syringes to return the product to the supplier. 
Source: http://www.fda.gov/Safety/Recalls/ucm523959.htm 

http://wfla.com/2016/10/05/1-million-gallons-of-raw-sewage-leaked-from-ruptured-palm-harbor-pipe/
http://wfla.com/2016/10/05/1-million-gallons-of-raw-sewage-leaked-from-ruptured-palm-harbor-pipe/
http://www.mailtribune.com/news/20161004/gold-hill-residents-told-to-boil-water
http://www.mailtribune.com/news/20161004/gold-hill-residents-told-to-boil-water
http://www.clickorlando.com/news/patients-to-be-evacuated-from-health-firsts-cape-canaveral-hospital
http://www.clickorlando.com/news/patients-to-be-evacuated-from-health-firsts-cape-canaveral-hospital
http://www.fda.gov/Safety/Recalls/ucm523953.htm
http://www.fda.gov/Safety/Recalls/ucm523959.htm
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Government Facilities Sector 

18. October 4, Bend Bulletin – (Oregon) Fire closure are in Ochoco Forest reduced. 
Crews reached 38 percent containment October 3 of the 1,561-acre East Maury Fire 
burning in the Ochoco National Forest near Prineville, Oregon, which initially began as 
a prescribed burn in the Maury Mountains before spreading. U.S. Forest Service 
officials stated the Elkhorn campground remained closed. 
Source: http://www.bendbulletin.com/localstate/fireupdates/4711248-151/fire-closure-
area-in-ochoco-forest-reduced 
 

Emergency Services Sector 

19. October 5, WTAE 4 Pittsburgh – (Pennsylvania) Vehicles destroyed in Wampum fire 
station fire. Authorities are investigating the cause of a fire at the Wampum Volunteer 
Fire Department in Wampum, Pennsylvania, October 4 that destroyed 3 vehicles and 
caused an estimated $100,000 in damage.  
Source: http://www.wtae.com/news/vehicles-destroyed-in-wampum-fire-station-
fire/41969618 

 
Information Technology Sector 

20. October 6, SecurityWeek – (International) Mac malware can abuse legitimate apps to 
spy on users. A security researcher from Synack discovered that Apple Mac operating 
system (OS) X malware can monitor an infected system for legitimate user-initiated 
video sessions on applications such as FaceTime, Skype, and Google Hangouts, and 
piggyback on those legitimate sessions to record video and spy on users without their 
knowledge or authorization.  
Source: http://www.securityweek.com/mac-malware-can-abuse-legitimate-apps-spy-
users 
 

21. October 5, Softpedia – (International) New backdoor trojan spreads through RDP 
brute-force attacks. GuardiCore security researchers discovered a new malware 
family, dubbed Trojan.sysscan was being leveraged as a backdoor trojan to collect data 
and credentials used for accounts on banking, gambling, and tax Websites from 
compromised systems and transfer the information to an attacker’s remote server by 
carrying out brute-force attacks on open Remote Desktop Protocol (RDP) ports. 
GuardiCore reported the trojan is coded in the Delphi programming language and is 
equipped with support for dumping passwords from locally installed applications 
including databases, point of sale (PoS) software, and Web browsers.  
Source: http://news.softpedia.com/news/new-backdoor-trojan-spreads-through-rdp-
brute-force-attacks-508989.shtml 

 
22. October 5, SecurityWeek – (International) iMessage URL preview exposes user data. 

A security researcher discovered that Apple’s iMessage service could leak user data 
including the message receivers Internet Protocol (IP) address, device type, and 
operating system (OS) version when the user receives a Uniform Resource Locator 
(URL) in a message due to a feature available in MacOS and iOS that enables the 

http://www.bendbulletin.com/localstate/fireupdates/4711248-151/fire-closure-area-in-ochoco-forest-reduced
http://www.bendbulletin.com/localstate/fireupdates/4711248-151/fire-closure-area-in-ochoco-forest-reduced
http://www.wtae.com/news/vehicles-destroyed-in-wampum-fire-station-fire/41969618
http://www.wtae.com/news/vehicles-destroyed-in-wampum-fire-station-fire/41969618
http://www.securityweek.com/mac-malware-can-abuse-legitimate-apps-spy-users
http://www.securityweek.com/mac-malware-can-abuse-legitimate-apps-spy-users
http://news.softpedia.com/news/new-backdoor-trojan-spreads-through-rdp-brute-force-attacks-508989.shtml
http://news.softpedia.com/news/new-backdoor-trojan-spreads-through-rdp-brute-force-attacks-508989.shtml
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service to extract metadata from the URL and display it as an accessible link. The 
researcher stated the iMessage implementation sends requests from each of the devices 
the receiver has, which could allow an attacker sending the URL to determine the 
victim’s physical location based on the IP address. 
Source: http://www.securityweek.com/imessage-url-preview-exposes-user-data 
 

 
Internet Alert Dashboard 

To report cyber infrastructure incidents or to request information, please contact US-CERT at soc@us-cert.gov or 
visit their Web site: http://www.us-cert.gov 
 
Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and 
Analysis Center) Web site: http://www.it-isac.org  

 
Communications Sector 

 Nothing to report 
 
Commercial Facilities Sector 

23. October 6, Janesville Gazette – (Wisconsin) Fire causes heavy damage to downtown 
Evansville bar. The Night Owl Bar in Evansville, Wisconsin, was considered a total 
loss October 5 following a fire that prompted the response of about six fire departments 
October 5 – October 6. No injuries were reported and the cause of the fire remains 
under investigation.  
Source: 
http://www.gazettextra.com/20161006/fire_causes_heavy_damage_to_downtown_evan
sville_bar  

 
 For additional stories, see items 6 and 12 
 
Dams Sector 

 Nothing to report 
 

 
 
 
 
 
 

http://www.securityweek.com/imessage-url-preview-exposes-user-data
mailto:soc@us-cert.gov
http://www.us-cert.gov/
http://www.it-isac.org/
http://www.gazettextra.com/20161006/fire_causes_heavy_damage_to_downtown_evansville_bar
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Department of Homeland Security (DHS)  
DHS Daily Open Source Infrastructure Report Contact Information 

 
About the reports - The DHS Daily Open Source Infrastructure Report is a daily [Monday 
through Friday] summary of open-source published information concerning significant critical 
infrastructure issues. The DHS Daily Open Source Infrastructure Report is archived for 10 days on 
the Department of Homeland Security Web site: http://www.dhs.gov/IPDailyReport 

Contact Information 
Content and Suggestions: Send mail to cikr.productfeedback@hq.dhs.gov or contact the DHS 

Daily Report Team at (703) 942-8590  

Subscribe to the Distribution List: Visit the DHS Daily Open Source Infrastructure Report and follow 
instructions to Get e-mail updates when this information changes.  

Removal from Distribution List: Send mail to support@govdelivery.com.  

Contact DHS 
To report physical infrastructure incidents or to request information, please contact the National Infrastructure 
Coordinating Center at nicc@hq.dhs.gov or (202) 282-9201.  
To report cyber infrastructure incidents or to request information, please contact US-CERT at soc@us-cert.gov or visit 
their Web page at www.us-cert.gov. 

Department of Homeland Security Disclaimer 
The DHS Daily Open Source Infrastructure Report is a non-commercial publication intended to educate and inform 
personnel engaged in infrastructure protection. Further reproduction or redistribution is subject to original copyright 
restrictions. DHS provides no warranty of ownership of the copyright, or accuracy with respect to the original source 
material.  
 

http://www.dhs.gov/IPDailyReport
mailto:cikr.productfeedback@hq.dhs.gov
http://www.dhs.gov/files/programs/editorial_0542.shtm
https://public.govdelivery.com/accounts/USDHS/subscriber/new?topic_id=USDHS_73
mailto:support@govdelivery.com
mailto:nicc@hq.dhs.gov
mailto:soc@us-cert.gov
http://www.us-cert.gov/
http://www.dhs.gov/alerts
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